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M. Chai rman, Senator Biden, Commttee Menbers:

| appreciate your invitation to testify on the State
Departnent’s role in coordinating the non-mlitary war
agai nst terrorismoverseas. | also want to express

t hanks to you and nenbers of the commttee for

recogni zing the crucial role our enbassies play in
conbating terrorism

M. Chairman, while I will endeavor to avoid covering the
same ground as Under Secretaries Grossman and Green in

t he previous panel, one cannot overenphasize the

i nportance of our diplomatic efforts in the G obal War on
Terrorism Terrorists and their organi zati ons cannot be
defeated through force of arns alone. As Secretary
Powel | has stated, diplomcy constitutes this nation's
first line of defense and al so one of our nopst potent

of fensi ve weapons in the war on terrorism

Di pl omacy is the instrunent of power that builds
political will and strengthens international cooperation.
Through di pl omati ¢ exchanges we pronote counterterrorism
cooperation with friendly nations that serves our nutual
interests. We build capacity that bolsters the
capabilities of our allies. Diplonmacy hel ps us take the
war to the terrorists, to cut off the resources they need
and depend upon to survive.

| want to nake clear at the outset of ny remarks that the
State Departnent and our enbassies and consul ates abroad
certainly are not alone in carrying out this inportant

m ssion. The Departnents of Justice, Treasury, Honel and
Security, Defense, ClA and many ot her federal agencies
have critical mssions in this regard. However, as the

| ead foreign affairs agency, the Departnment of State —

t hrough nmy office — serves as the statutorily appointed



coordi nat or and overall clearinghouse for the w de span
of counterterrorismactivities conducted overseas by the
United States Governnent.

As you m ght imagine, the job of coordinating such a

| arge interagency — and international — effort is a great
challenge. 1t is a challenge because of the growth of
counterterrorisminitiatives and progranms since 9/11. It

is a challenge because of the evolving terrorist threat
and the shifting international environment that, for
exanmple, is being affected today by Iraq’s continued

i ntransi gence to disarmand its support of and potenti al
future support for international terrorism Finally,
there is the challenge of undertaking these expanded
responsibilities in the face of limted resources.

In all of these efforts, our enbassies and consul ates
play a critical role. Let ne briefly describe our
ongoing efforts in this context.

EMBASSY ACTI VI TI ES

Since 9/11, we have nethodically taken the battl e agai nst
terrorismto the international front |lines. Qur
ambassadors and the staff menmbers of our enbassies and
consul ates, drawn not just from State but also from ot her

federal agencies, are serving us well. Over ny career in
international affairs and now being a part of that
di pl omatic front line, | have nuch admration and respect

for the nen and wonen who serve at our m SSions overseas.
In the face of especially grave threats today, they
continue to serve with great professionalismand bravery.
| ndeed, they are the backbone to our overseas
counterterrorist efforts. It is this “diplomtic

readi ness,” to use Secretary Powell’s phrase, that is
vital to our ability to fight terrorism

Qur enbassies are our direct conduits to the governnents
of other nations. They facilitate our efforts to disrupt
terrorist networks and to apprehend terrori st

i ndi viduals. The anbassador, his or her deputy, and

ot her nmenbers of the country team including
representatives fromother agencies, are all instrunental
i n devel opi ng and mai ntai ni ng good working relations with
t he host country and pursuing our counterterrorism

obj ecti ves.



It is an inportant function of nmy office and staff to
support this front line effort. Since assum ng the

Coordinator's job three nonths ago, | have traveled to
Russi a, China, Japan, Israel, Jordan, Saudi Arabia, and
the Tri-Border region of South America. |In doing so, |

can say unequivocally that our Chiefs of M ssion and
their country teanms are invaluable resources. They are
both | eading and supporting our efforts to pronote and
achi eve our counterterrorismagenda in their respective
host countries and regions.

Qur enbassies also help to facilitate efforts to cut off
support to terrorists through supporting our CT progranmns.
Just a few days ago, ny staff joined an interagency team
that went to Manila to successfully assist the Governnent
of the Philippines in adopting financial controls vital
to denying terrorists access to funding and in so doing
brought the Philippines into conpliance with

i nternational standards. M staff and simlar
Washi ngt on- based i nteragency teans, joining our country

t eans overseas, are helping many other front-line states
to evaluate their financial systens, identify

vul nerabilities, and devel op counterterrorismfinance
trai ning prograns.

Qur enbassi es and consul ates al so provide critical
information on terrorist organi zations. Such information
serves as the basis for our inposing |egal and

adm ni strative sanctions agai nst such organi zations. The
Secretary of State currently has designated 36 foreign
terrorist organi zati ons. Anong other consequences of
such designations, U S. persons are prohibited from

knowi ngly providing any designated organi zation with
financial and other fornms of material support. Wbrking
with the Departnents of Treasury and Justice, and with

ot her countries, the State Departnent has al so designated
nore than 250 individuals and entities linked to

terrori smunder Executive Order 13324 and under
appl i cabl e UN Security Council Resolutions, resulting in
t he worl dwi de seizure of nore than $120 mlli on.

TRAI NI NG

U.S. enbassies and consul ates also are working with us to
train and equip frontline states to fight terrorists
within and around their borders. Qur Antiterrorism
Assi stance (ATA) programis providing training to 56
countries through 180 courses during FY 2003 and hopes to



step up its training efforts in FY 2004. W are worKking
with 37 countries through our Terrorist Interdiction
Program (TIP) to evaluate, establish and inprove border-
nmonitoring capabilities.

These and ot her progranms are described in further detail
in an acconpanying witten statenment to this testinony.

To di m nish the underlying conditions that terrorists
exploit, we are coordinating our assistance progranms to
dovetail themw th our counterterrorisminterests. M
staff recently met with AID officials to discuss ways to
deepen this coordination. Qur public affairs prograns
actively dissemnate information overseas that accurately
portrays our policies and pronotes our denocratic val ues.
Qur enbassies play a vital role here as well, advising us
on our international assistance progranms and actively
fostering greater understanding of the United States

t hrough a wi de spectrum of public affairs and exchange
prograns.

Whil e these are successes, you have al so asked ne to
coment on the obstacles we face and ways in which they
have been or can be overcone.

OBSTACLES

Quite frankly, one of the biggest challenges is
connecting the resources to our operational and program
needs in a tinely and effective manner. While we are
deeply grateful for the support that the Congress has
provided to our counterterrorism prograns, delays in the
enact ment of appropriations have repercussi ons on our
operations. | would defer to the Departnent's budget
specialists on proposing a solution. However, clearly,
there are difficulties that arise fromhaving only a

hal f-year to utilize funds for progranms that were
originally intended to expend such funding over a full
year peri od.

The Adm nistration is also reviewing the requirenment in
current | aw regardi ng desi gnations of terrori st

organi zations and individuals every two years. Under a
law first enacted in 1996, the designation of a Foreign
Terrorist Organi zation (FTO expires after two years

unl ess renewed, even if there is little or no change in
the activities of these designated groups. This year, 29
groups are up for redesignation. The task of drafting



new adnmi nistrative records every two years to support a
determ nation to redesignate FTOs is | abor intensive and
unnecessary in nost cases. Resources needed for

redesi gnati ons could be better used for other inportant

counterterrorismduties, including nonitoring and

desi gnati ng new groups as appropriate. W are preparing
draft legislation to anend the FTO statute and make it

| ess adm ni stratively onerous.

Overseas, we face a nunber of obstacles. W have scored
sonme notable recent successes, including the March 1
arrest by Pakistani authorities of Khalid Shaikh
Mohammed, a ranking al -Qaida | eader, through close
cooperation and coordination with Pakistani authorities.
However, al-Qaida and other terrorist networks continue
to pose a grave threat to the United States and our
allies. There are no easy solutions. 1In addition to our
ongoing real -time operations, we nust continue to provide
frontline countries the training and assistance needed to
support their counterterrorismefforts. Your continued
support for our capacity-building prograns will help.
Whil e the dividends of such investnent may not be

i mmedi ately apparent, we nust think of our global war on
terrorismas a long-termfight that nay take years or,

i ndeed, decades, as was the case with the Cold War.

RESEARCH & DEVELOPMENT

We nust al so continue our counterterrorism R&D efforts.
On this, I'd like to especially nention the work of the
i nteragency Techni cal Support Working Goup (TSW5, |ed
by my office, that is devel opi ng new technol ogies to
protect us against terrorist attacks. | am holding up
two TSWG products of direct relevance to this Congress.
The “Quick 2000" mask is the one distributed to Menbers
and staff. The TSWG guided its devel opnment. Anot her
product of this R&D group is a specially designed card
that will alert the wearer to the presence of radioactive
materi al s.

M. Chairman, let me conclude by saying that the key to
fighting terrorismis sustained effort. That can be

achi eved only through sustained resources. It is not
just al-Qaida that threatens our citizens and interests
but other terrorist organizations and their supporters,

i ncluding state sponsors of terrorism To defeat this
threat requires our full attention both here in

Washi ngton and abroad. To win, your continued support to



our enbassies and the interagency conmunity involved in
fighting terrorismis vital.

Thank you for the opportunity to testify and I would be
glad to answer any questions.



STATE DEPARTMENT COUNTERTERRORI SM PROGRAMS

Terrorist Finance Progranms. This is a core function of
S/ICT. We seek to interrupt and deny the flow of funds
going to terrorists and their operations and to
strengthen the financial and regulatory sectors of

vul nerabl e coalition partners agai nst mani pul ati on and
penetration by the financiers of terror.

The groundwork for our counterterrorismfinance offensive
was actually laid many years before 9/11, with provisions
that the State Departnent proposed and the Congress
enacted as part of the Antiterrorismand Effective Death
Penalty Act of 1996. The Act authorizes the Secretary of
State, in consultation with the Attorney General and the
Secretary of Treasury, to designate Foreign Terrori st
Organi zations (FTOs). Anpbng ot her provisions, the Act
prohibits U S. persons and persons subject to the
jurisdiction of the United States from know ngly

provi ding material support or resources to an FTO, or
attempt or conspire to do so. Anobng other consequences
of a designation, any financial institution that becones
aware that it has possession of or control over funds of
a designated FTO nust retain possession of or control

over the funds and report the funds to the Treasury
Departnment’s O fice of the Foreign Assets Control (OFAC).
Currently 36 groups are designat ed.

Fol | owi ng Septenber 11, the President signed Executive
Order 13224, which requires U. S. persons to freeze the
assets of individuals and entities designated under this
E.O for their support of terrorism There are currently
over 250 individuals and entities designated under E.O
13224. The VWhite House al so established an interagency
mechani smto coordinate terrorist financing policy anong
USG agenci es.

Each enbassy has identified a Terrorism Fi nance
Coordination Officer to lead the effort to work with the
host governnents to detect, disrupt and deter terrorist
financing. Internationally, the UN has al so stepped up
its own efforts in the area of fighting terrorist
financing in a major way foll ow ng Septenber 11,
requiring countries to freeze the assets of those
included in its consolidated |list of entities and



individuals with ties to al-Qaida and the Taliban. This
l'ist continues to expand as countries join us in

subm tting new names of individuals and entities |inked
to al-Qaida to the UN. So far, USG and coalition
freezing actions have netted over $120 mllion in assets
of persons or entities with ties to terrorist networks,
and in many cases to al-Qaida.

We are working with the Financial Action Task Force
(FATF) — a 31-nenber organi zation that sets international
standards to conmbat noney | aundering and nore recently to
conbat terrorist financing. Last nonth the FATF

el aborated on two of its earlier reconmmendati ons on
terrorist financing to make the use of cross-border wre
transfers and alternative remttance systens (such as
hawal as) nore transparent, and |ess subject to
exploitation by terrorist groups. On the bilateral
front, interagency teans |ed by the State Departnent are
traveling to states critical to our counterterrorism
efforts to evaluate their financial systens, identify

vul nerabilities, and devel op and i npl enent conprehensive
counterterrorismfinancing training and technical

assi stance prograns.

CT Finance Capacity Building prograns are coordi nated by
S/ CT and adm nistered through State/INL (The Bureau for

| nternational Narcotics and Law Enforcenment Affairs) and
counterpart entities at the Departnents of Justice,
Treasury, and Honel and Security. These prograns are
aimed at providing front-line states with technica
assistance in drafting anti-terrorist financing

| egislation, and training for bank regul ators,

i nvestigators, and prosecutors to identify and conbat
financial crinme, particularly terrorist financing.

(For FY 2004, the budget request includes $3.5 mllion.)

Antiterrorism Trai ning Assistance (ATA). This program
was anong the first specific counterterrorism prograns
funded at State, first authorized in late 1983. It
continues to serve as the primary provider of U S
Governnment antiterrorismtraining and equi pnment to the
| aw enf orcenment agencies of friendly countries needing
assi stance in the war against terrorism S/ CT provides
policy guidance and funding to the Bureau of Diplomatic
Security O fice of Antiterrorism Assistance, which

i npl ements the program



The program provides a wi de range of courses to
strengthen the capacities of recipient countries. The
training includes traditional courses such as hostage
negoti ations, bonmb detection and airport security. In
recent years, ATA has devel oped new courses for
countering terrorismfinancing and defeating cyber-
terrorism It also has provided a series of seven
sem nars to help other countries strengthen their
counterterrorismlegislation. The Departnent works of
course with the US enbassy officers, especially the
Regi onal Security O ficers, in developing the training
package to neet the recipient country’ s needs. In FY
2003, we are scheduling 180 courses for 56 countries.

(For FY 2004, the Departnent is requesting $106.4 mllion
to neet the program s growi ng requirenents in the NADR
account of the Foreign Appropriations Bill. O this
amount, $19.4 mllion is specifically requested for
prograns in Afghani stan, Pakistan and |Indonesia.)

CT R&D. The State Departnent, through S/CT,

co-chairs the inter-agency Technical Support Wrk G oup
(TSWG) that rapidly devel ops and prototypes
counterterrorismtechnol ogies to provide protections

agai nst terrorist attacks. For exanple, the “Quick 2000"
masks that have been distributed to nmenbers of Congress
and staff were evaluated, nodified and i nproved based on
a testing protocol devel oped by the TSWG

This has been a very successful and inportant program

S/ CT provides policy oversight, managerial direction and
hel ps provide core funding. The Defense Departnment
executes the program and provides technical oversight
for the program and contributes the |arger share of the
funding. Recently, the State Departnent reached
agreenent with the new Departnent of Honmel and Security to
facilitate DHS participation in the TSWG and to

contri bute funding.

S/ CT has been able to | everage the relatively small State
Departnment contribution to devel op matching contri butions
and joint research with international partners in
Britain, Canada and Israel. (FY 2004 request: $1.8
mllion.)
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Terrorist Interdiction Program (TIP). TIP ainms at

bol stering the border security of countries at a high
risk of terrorist transit. Through this program
priority countries are provided a sophisticated database
system and rel ated support that identifies and tracks
suspected terrorists as they enter and exit these
countries. The program uses a sophisticated data base
system wi th high- speed connections to airports or border
crossing points. The program provi des conputer hardware,
dat abase software and training and is currently being
depl oyed in five countries and is schedul ed for

depl oynment in twelve nore countries this cal endar year
Arrests and detentions have occurred in all five
countries where the system has been depl oyed.

(FY 2004 request: $11 mllion for installations in up to
12 new countries and conti nued work and mai ntenance on
previous installations.)

CT Senior Policy Wrkshops. These workshops ai m at

i nproving the capability of participating countries to
effectively respond to Weapons of Mass Destruction and
other forms of terrorist attack. The objective is to

i ncrease senior host nation officials’ awareness of the
conplexities of preventing and effectively mtigating a
maj or terrorist attack. Ten workshops are planned for FY
04, with three in Greece to help preparations for the
2004 d ynpics.

Whil e the focus of these workshops is to effectively
respond to WWD terrorist incidents overseas, sonme are
custom zed to address host government needs based on
their perceived threat. For exanple, workshops were used
in the Caspian Sea as the first phase of the Training and
Assi stance offered to Azerbaijan, Georgia, and Turkey to
further facilitate the success of the Baku-Thilisi-Ceyhan
Gas and O | Pipeline in responding to energy threats. In
partnership with the Departnment of Energy, we are
currently conducting Workshops in Central Asia
(Kazakhstan) in response to their energy security threats
and to effectively respond to nuclear materials

di scovered follow ng the break-up of the Soviet Union.

(FY 2004 request: $2.5 mllion in NADR funds to conduct
10 Wor kshops.)
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Forei gn Emergency Support Team (FEST). As the |ead
Federal agency to respond to an international terrorist-
related crisis, the Departnment of State heads the FEST.
The FEST provides a specially trained and equi pped

i nteragency teamto assist the U S. anbassador and a host
governnment in dealing with a terrorist incident. The
team can provide advi ce, assistance and assessnents for

t he enmbassy on a variety of terrorismrelated issues.

The conposition of the FEST varies, depending on the
nature of the incident (such as a hostage situation, an
enbassy bombing, or a chem cal, biological, radiological
or nuclear (CBRN) incident). The teamis |led by a senior
State Departnent officer and includes additional State
Depart nent personnel, such as operations officers,
comruni cati ons experts, and diplomatic security agents.

A dedicated aircraft, which is specially configured and

carries up to 55 persons, is operated by the Departnent

of Defense and is on a four-hour standby. Smaller teans
can be deployed by other neans as required.

(No programincreases are requested in the FY 04
request.)

Exerci ses, TOPOFF. The Departnment of State plans and
coordi nates the international dinmension of the donestic
(U.S.) Top Oficials exercise (TOPOFF). This series of
exerci ses was designed to test and inprove the nation’s
donestic readi ness for responding to terrorist incidents
i nvol ving Chem cal, Biological, Radiological, and Nucl ear
(CBRN) agents or devices. The current TOPOFF exerci se,
TOPOFF 2, is co-sponsored by the Departnment of States and
t he Departnment of Honeland Security. It is a series of
events that started in the spring of 2002 and cul m nates
with the full-scale exercise in May 2003. TOPOFF 2

i nvol ves active participation by the Governnment of Canada
in all aspects of the exercise.

S/ CT also takes part in two or three Theater Commander’s
Counterterrorismexercises each year. These full-scale
exercises require a year of preparation and normally

i nclude representatives fromthe various agencies that
participate in the FEST. The exercises ensure continued
inter-operability and provide an opportunity to inprove
capabilities. S/CT |leads the interagency effort and
participates in all the planning activities. Mst of the
scenarios are conplex and include such serious threats as
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chem cal, biological, nuclear and cyber terrorism
(No programincreases are requestd in the FY 04 request.)

Rewards for Justice Program The State Departnment’s
Rewards for Justice programis an inportant tool for

hel ping deter terrorist attacks and apprehend suspects.
In general, this programoffers rewards of up to $5
mllion for information | eading to an arrest or
conviction of any individual for conspiring, aiding,
abetting or commtting an act of international terrorism
agai nst U.S. persons or property or the prevention,
frustration or favorable resolution thereof. Wth
respect to Usama bin Laden and ot her key al-Qaida

| eaders, however, the Secretary has authorized a reward
of up to $25 mllion.

(The FY 04 budget does not include programincreases but
there is an $11 mllion carryover from a previous

Suppl enental that can be used for the rewards program for
terrorism war crimnal and war crimnal cases.”

End



