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M. Chairman, Senator Biden, and distingui shed nmenbers
of the coomittee — | am honored to appear before you today
with ny esteened coll eague to speak on the issue of
security of our Enbassies and Consul ates abroad, and our
efforts with both donestic and foreign | aw enforcenent
agencies to ensure the security of Americans abroad and to
protect our borders. As Assistant Secretary for D plomatic
Security, | amacutely aware of, and in many ways
responsi ble for, countering the serious threats to
Anericans and Anerican facilities operating overseas.

Congress has played an inportant role in the evolution
of how the Departnent of State protects our operations
overseas. As a result of attacks against our facilities in
the 1980s and the problens associated with the first effort
at building the new enbassy in Mdscow, the Foreign
Rel ati ons Authorization Act of 1989 and 1990 included a
requi rement that the Secretary certify to Congress that
adequat e and appropriate steps are taken to ensure that the
Department builds safe and secure facilities.

As a result of the 1998 enbassy bonbings in Nairobi
and Dar - Es-Sal am Congress passed new | egi sl ati on, now
referred to as the “Secure Enbassy Counter terrorism and
Construction Act”, mandating 100 feet of setback and
collocation of all Foreign Affairs agencies in newy
constructed facilities overseas, unless a specific waiver
was granted by the Secretary or nyself.

The Departnent has faithfully conplied with the
certification requirenent, and | can state unequivocally
that this has resulted in the construction of safer nore
secure facilities overseas.

Saf er Enbassi es

Congress al so provided generous, and nost necessary,
funding in the formof an energency security appropriation
in the aftermath of the 1998 enbassy bonbings. This funding
allowed us to install shatter resistant w ndow film duck
and cover alert systens; and CCTV recordi ng systens
wor | dwi de. We upgraded our technical security systens,
power, and wiring. It allowed us to inprove our perineter
security at our nost threatened posts with better walls,
public access control screening booths, and additiona



anti -ram protection. And it provided us the nmeans to

pur chase expl osive detectors and X- Ray equi pnent for
virtually every post in the world. Inprovenents nmade to the
U.S. Consulate in Karachi with this fundi ng undoubt edly
saved many |ives when a suicide car bonmber struck in 2002.

However, | amnot here this on this occasion to
provide a discourse solely on actions we have jointly taken
in the past. You have asked GAO to report on the state of
di plomatic facility conditions. | think their presentation
has fairly and accurately stated the depth of our
requirements in order to neet the Departnent’s diplomatic
goals in a relatively safe and secure environnent.

You have heard from General WIlians, on his
restructuring of the Bureau of Overseas Buil di ngs
Operations to neet these requirenents. He has outlined his
goal s, execution strategies, and budget requests. | think
t he success of his efforts is self-evident. H's efforts,
and nore inportantly his results, have built a new | evel of
credibility wth Congress, and convinced skeptics that the
Departnent can adapt to new net hods of managenent and
utilize some of the best practices fromindustry. |
support his efforts, and ny offices within D plomatic
Security will continue to work closely with OBO

The Bureau of Diplomatic Security is not standing

still either. A highly focused devel opnent effort in our
physi cal security office has successfully delivered new
products and methods that will allow OBOto better mtigate

our vulnerabilities. Departnent of State proprietary
standards for forced entry and bullet resistant doors and
w ndows, once the only standards in industry or governnent
concerned with this type of security, have been

suppl ement ed by adoption of industry standards promnul gated
by Underwiters Laboratories and the American Society of
Testing and Manufacturing. W have devel oped and
comercialized a totally new |ightweight |am nated gl ass
bl ast wi ndow that will |ower costs and sinplify
installations. This material is now comercially
avai |l abl e. W have pi oneered new devel opnents in anti-ram
vehicl e protection and provi ded new products nore
acceptable to foreign governnents and architects. W have
done this in partnership with other U S. governnent
agencies to | everage our work and provide better answers
across our spectrum of needs.



DS Speci al Agents serving in Regional Security Ofices
anchor our overseas security efforts and provide a first
line of defense for U S. Diplomatic personnel, their
famlies, U S. Diplomtic Mssions, and national security
information. Mre than 420 DS security officers in 157
countries advise chiefs of mssions on security matters,
and devel op and i nplenment the prograns that shield each
U.S. Mssion and residence from physical and techni cal
attack. A little known fact it that DS al so provides
security professionals at OBO construction projects
overseas for the entire duration of the construction.
Known as Site Security Managers, these DS agents ensure
that project security requirenents are forenost in these
i nportant and conplex efforts.

Qur level of cooperation with OBO has never been as
close as it is today. The Departnent’s need for safe and
nodern facilities has never been nore apparent. DS and OBO
goal s have never been as clearly aligned. W need your
continued support to build upon the fine efforts the
Departnment has nade in the last three years to construct

nore new enbassies and consul ates. |If General WIIlians
says he can produce even nore on an annual basis, then DS
wll be there supporting his effort.

While | have only been the Assistant Secretary for
Di plomatic Security since Novenber, | was the Departnent’s
Coordi nator for Counterterrorism Before that, | spent 31
years in the Air Force Ofice of Special Investigations,
serving as its Commander from July 1996 until nmny retirenent
in July in 2001. 1In all of these positions, | have had the
privilege to work with the nen and wonen of the Bureau of
D plomatic Security and the O fice of Foreign M ssions.
am awed by the scope of their mssions and the dedication
and professionalismthey denonstrate daily in protecting
Americans and Anerican interests worldwde. | was
particularly proud, when recently, the Federal Law Enforce
O ficers Association (FLEOA) recognized 12 of our people
with the association’ s highest honor for courage
denonstrated in rescues |last March as they evacuated 15
Anericans stranded in Ramallah “ working literally neters
away fromlsraeli-Palestinian firefights”, and again |ast
April when our agents rescued 18 Anericans, including six
children, along with nationals fromBritain, Japan and
Italy who had been trapped by fighting in Bethl ehem



In addition to supporting the overseas construction
programwe have a nulti-faceted partnership with both
donestic and foreign | aw enforcenent agencies. These
rel ati onshi ps ensure better security aboard for Anericans
and foreign national enployees of the Departnent of State,
and help to secure our national borders here at hone. They
have been built over tine to provide a | ayered and secure
environnment for the conduct of Anerican diplonmacy and the
pronoti on of Anmerican interests worldw de, as well as
hel pi ng us increase security awareness anong all Americans
living, working and traveling abroad.

I nvestigations

In the area of investigations, during the 2002
cal endar year, DS Special Agents investigated nearly 5000
passport and visa fraud cases and made over 400 arrests.
These felonies are often conmtted in conjunction with nore
serious crimes by individuals | ooking to change their
identities and conceal their activities and novenents. DS
has i nvestigated passport and vi sa fraud cases that have
been connected not only to terrorism but also to drug
trafficking, international organized crime, noney
| aunderi ng, pedophilia and nmurder. Qur investigations help
secure U.S. borders and protect the national security of
the United States.

Securing our Borders

Donestically, DS is also actively involved in the
border security effort. DS eight Field Ofices and
fifteen Resident O fices coordinate wth Consul ar Affairs
Passport Agencies to vigorously investigate passport fraud
cases. The DS Visa Fraud Branch is working coll aboratively
with the Departnent of State O G Ofice of Investigations
to examne all allegations of consular nmal feasance and
enpl oyee corruption that may conpronmi se the integrity of
the visa process. DS is represented on 19 Joint Terrorism
Task Forces (JTTF) around the country, and works cl osely
with the FBI and other federal |aw enforcenent agencies to
i nvestigate any passport or visa fraud investigations with
a possible terrorismnexus. DS, in partnerships with the
Bureau of Consular Affairs and State O G plays an
inmportant role in helping to secure our nation’ s borders.
It is because of this partnership that we will succeed.



Protective Intelligence

In addition, DS conducts protective intelligence
i nvestigations into threats made agai nst the Secretary of
State, other Departnent enployees, facilities here and
abroad, foreign dignitaries under our protection, and
foreign mssions in the United States. Since the East
Africa bonbings, DS has investigated thousands of threats
directed at our m ssions and personnel around the world.

Rewards for Justice

DS al so adm nisters the interagency Rewards for
Justice Program which allows the Secretary of State to
offer rewards for information that prevents or resol ves
acts of international terrorismagainst U S. interests
wor | dwi de. There is no doubt that information received
under this program has put terrorist behind bars, saved
t housands of lives, and is a key conponent of the U S.
Governnents fight against international terrorism

Protective Operations

Diplomatic Security protects nore dignitaries than any
ot her agency in the U S Governnent. DS Special Agents
guard the Secretary of State 24 hours a day, seven days a
week, everywhere he goes in the world. DS al so protects the
U.S. Anbassador to the United Nations, and foreign
dignitaries who visit the United States (approxi mately 150
each year). Anong those foreign dignitaries who have
received DS protection are foreign mnisters, former heads
of state, menbers of the British royal famly,
representatives of the M ddl e East Peace Del egations, the
Secretary General of NATO, Pal estinian Authority Chairnman
Yassar Arafat, and the Dali Lama. DS coordinates this
protection wth state and | ocal police and wth other
federal |aw enforcenent agencies in the cities to be
visited. The DS s Ofice of Foreign Mssions also assists
forei gn Enbassies and their Consulates in the United States
with the security for their mssions and personnel.
woul d i ke to thank the committee for the increased agent
authorities provided | ast year that will assist us in the
conduct of this m ssion.



Crisi s Managenent

DS Special Agents serving in regional security offices
anchor our overseas security efforts and provide the first
line of defense for U. S. diplomtic personnel, their
famlies, U S. diplomtic m ssions, and national security
information. DS Special Agents, in concert with other
m ssion or post elenents, fornulate a nunber of subject
specific action plans to deal with various energency
conti ngencies rangi ng from hostage taking to evacuati ons.
Oten in times of crisis and political instability, DS
Special Agents rely on the U S. mlitary for assistance.
Since the early 1990s, DS agents have worked closely with
the military, especially the U S. Marine Fleet Anti-
terrorism Security Teans, which have provi ded energency
force protection support for Departnent of State operations
in a nunber of countries throughout the world when the host
government was unable to do so.

I nternati onal Liaison

I n addi tion, special agents are the primary |iaison
with foreign police and security services overseas in an
effort to obtain support for U S. | aw enforcenent
initiatives and investigations. Mich of the investigative
and | aw enforcenent |iaison work done by special agents
abroad is on behalf of other Federal, State and | oca
agencies. The Bureau receives nore than 5,000 requests for
overseas investigative assistance fromU. S. | aw enforcenent
each year, and has achi eved noteworthy success in |ocating
and apprehendi ng wanted fugitives who have fled the United
St at es.

Anti - Terrorism Assi stance Program

The war against international terrorismis one that
the United States cannot wage al one. Through the Anti-
Terrorism Assi stance Program DS arranges for training in
the United States for civilian security personnel from
allied governments in police procedures focused on
terrorism Since the programis inception in 1983, nore
than 31,000 foreign students from 127 countries have
received training in bonb detection, crinme scene
i nvestigations, airport and building security, maritine
security, and dignitary protection. These officials return



to their countries better prepared to fight terrorism and
protect Anericans overseas in tinmes of crisis. DS has
recei ved nunerous stories fromforeign police officers who
have utilized their ATA training successfully to counter
terrorist situations in their countries.

The econom ¢ and national prosperity of the United
St at es depends on a strong and vigorous private sector that
is able to conduct business safely and securely throughout
t he worl d.

Overseas Security Advisory Counci

In addition to protecting our people, information, and
property, DS, through the Overseas Security Advisory
Council (OCSAC), works with the U. S. private sector on
security issues abroad. The Council, one of the preem nent
public-private partnerships in the United States today, was
established in 1985 and is co-chaired by DS. It consists
of representatives fromthe U S. governnent and the U. S.
busi ness community on overseas security issues of nutual
concern. Since its inception, over 2,300 U S. conpanies
have repeatedly sought assistance fromthe Council

The Counci| operates an el ectronic database that can
be accessed via the Internet by OSAC s constituency. This
dat abase contains a directory of all Foreign Services posts
by country, including regional security officers, police
organi zations, State Departnent travel advisories, security
and crime situations, terrorismprofiles, significant
anni versary dates, and nessages highlighting information of
interest to Anerican business travelers. DS Special Agents
al so provide unclassified security briefings and ot her
prof essional advice to U S. businesses overseas.

D plomatic Security and the Bureau of Consular Affairs
are at the forefront of our nation's efforts to adequately
secure our borders from possible terrorist threats. Those
efforts begin at the consular interview w ndow in each of
our Enbassies and Consul ates around the world. DS is
depl oyi ng additi onal agents overseas to expand our
investigative efforts to identify fraudul ent applicants and
ot her individuals who attenpt to conprom se the integrity
of our passport and visa process. DS agents and Consul ar
O ficers working at our enbassies and consul ates conti nue
to work closely with nunerous host governnent |aw



enforcenment authorities to identify, arrest, and prosecute
t hese individuals before they reach our shores.

| would like to thank the Committee for its continuing
i nterest and support of the D plomatic Security Service and
the Ofice of Foreign Mssions and woul d wel cone any
guestions you m ght have.



