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To enhance United States Government strategic coordination of the security,
installation, maintenance, and repair of international subsea fiber-optic cables.

IN THE SENATE OF THE UNITED STATES

Mrs, SuaHEEN (for herself and Mr. BARRASSO) introduced the following bill;
whieh  was  read twice and  referred  to  the  Committee  on

A BILL

To enhance United States Government strategic coordination
of the security, installation, maintenance, and repair of

international subsea fiber-optic cables.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United States of Adimerica in Congress assembled,
3 SECTION 1. SHORT TITLE.

4 This Act may be cited as the “Strategic Subsea Ca-
5 Dbles Act of 20257,

6 SEC. 2. TABLE OF CONTENTS.

7 The table of contents for this Act is as follows:

See. 1. Short title,
See. 2. Table of contents.
See. 3. Definitions.
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TITLE I— INTERNATIONAL COORDINATION AND ENGAGEMENT

See.
Bee,
Boe.

Soee.

ON SUBSEA FIBER-OPTIC CABLES

101, Findings.

102, Sense of Congross,

103. Enhancing United States Government cngagement at the Inter-
national -Cable: Protection  Committee to sn_fbguﬂ_xd United
‘Btates interests. '

. 104, Tmposition of sanctions with respeet to damage to subsea fiber-optie

cables.

105 Repinrt on.subsea f_il_w,_r—'np_gi_i-.'i_;ah]'v “activities by the 'P-;ao[_)le-’._:_g Republie

of Thina and the Russian Federation.

. 106, Engaging foreign partners to strengthen subsea fiber-optic eable se-

-ewrity:

TITLE II—DEPARTMENT O STATE SUBSEA FIBER-OPTIC
EXPERTISE

201. Bxpandiiig subsea filiev-optic eable expertise” at the' Department of
~ Siate.

TITLE II—STUBSEA FIRER-OPPTIC CABLE COORDINATION,
CONSTRUCTION, ANT) REPAIR

. 301, Improving United States Government coordiniation of subsea fibier-

aptie eables.

v, 302. Stréngtliening: information shaiing between United States -Govern-

mentand private seetor actors on subsea fiber-optic cables,

‘SEC: 3, DEFINITIONS.

In this Act:

(1) AemExcy.—The term “agency” has the
meanj'i-ng given the term in section 3502 of title 44,
United States Code.

(2) APPROPRIATE CONGRESSIONAL COMMIT-
TERS.—The termi “appropriate congressignal com-
mittees” means—

| (A) the Committee on Foreign Relations

and the Committee on Appropriations of the

Scnate; and
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(B} the Conumittee on Foreigh Affairs and
the Committee on Appropriations of the House
of Represcutatives.

(3) APPROPRIATE FEDERAL AGENCIES.—The

term “appropriate Federal agencies” means the fol-

lowing:
(A) The Department of Commeree.
(B) The Department of Defense.
(() The Department of Homeland Secu-
i‘ity.
| (D) The Office of the Director of Nutional
Intelligence.
| (E) The Department of State.
{F)} The Federal Communications Coniniis-

S’ion.
| (&) The Department of the Treasury:
(H) The Department of the Judiciary.
(I) Any additional Federal agencies, as de-
termined by the President.
( 4y  INTERAGENCY COMMITTEE.—The term

“interagenecy committee” means the entity estab-

Tished tmder seetion 301(h) of this Act.

(5) NON-FEDERAL ENTITY.—The term ‘‘non-

Federal entity” means any nongovermnental entity

that is an individual, organizition, or business in-
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1 volved in the operation, maintenance, repair, or con-
2 struction of subsea fiber-optic eables, ineluding
3 subsea eable owners.
4 {6) SUBSEA FIBER-OPTIC C‘ABLE THREAT.—The
5 term “‘subsea fiber-optie cable threat” means ai ae-
6 tion ;01’ likely future action, in particular, actions.
7 taken with malicious intent, on. or through a subsea
8 fiber-optie eable network that may result in an un-
9 -autll_(é_n'iZG(.l effort to adversely impact the privacy, ef-
10 fi"ca.ej', security, or integrity of a subsea fiber-optic
11 cable.é' network.
12 TITLE I— INTERNATIONAL CO-
13 ORDINATION AND ENGAGE-
4 MENT ON SUBSEA FIBER-
15 OPTIC CABLES
16 SEC. 101, FINDINGS
17 Congress makes the following findings:
18 .{1) Following subsea. fiber-optic cable cuts in
19 thie Baltie Sea in December 2024, the North Atlan-
20 tie Treaig-}-’- Organization. (NATO) established the
21 Cfiﬁ(ééal Undersea Infrastructure Network to conduct
22 information and tlweat intelligence sharing amomg
23 -priva.éte and publie sector actors to protect subsea ca-
24

bles.
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2) On February 21, 2025, the European
Union published an EU Action Plan -on Cable Secu-

rity. to include the development and deployment of

an Integrated Surveillance Mechanism for Sub-

marine cables work to éstablish a dedicated regional

hab i the Baltic Sea to serve as a test bed of the

ntegrated surveillanee appreach.

(3) The Association of Southeast Asiaun States
(ASEAN) published guidelines for Strengthening
Resiliellee and Repair of Submarine Cables and
11_1"_0313; recently announced plans to “build a secure,
diverse and resilient submarine cable network” and
“to facilitate the cxpeditious deployment, repair,
1;11ai11%t_'911a11ee, removal, and protection of submarineé
c'&ible?s, between ASEAN Member States”.

(4) On Jaly 1, 2025, the Quad, vepresented by
the United States, India, Japan, and Australia, met
to '.1‘&3?1fﬁrn1- its conimitment. to tlie Quad Partucrship
on Cable Conneetivity and Resilienee. In the meet-
ing, ﬂle. Quad underscored the need for digital infra-

structure collaboration, organizing a subsea cables

foruil to' be hosted by the United States and Idia

and encouraging regulatory harmonization between

Quad partners. Through this -initiative, the Quad

seeks to defend and proimiote resilient, secure, and
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SEC.

6
transparent digital infrastrncture across. the Indo-

Pacifi¢ region.

102. SENSE OF CONGRESS.

It is the sense of Congress that—

(1_) subsea fiber-optic cables constitute the
backbone of the global internet and therefore should
be treated as a global publie good;

(2) the United Statés Government has an im-

portant role to play m advaneing the United States

interests in iternational bodies that oversee subsea

ﬁ_ber-é_opti"c cable protection, promote network resil-

jence and redundancy, and advance regulations in

‘support of these goals;

( 3) the United States Government should play

a. more active role i the International Cable Protec-

tion Commiittee (ICPC) in order to advance the

United States national security and economic inter-
ests;

(4) the United States should lead efforts to pro-
_mote; the deplovment of vesilient subsea fiber-optic
e.ablei networks, enhance -sitnational awareness,

strengthen preparediess, and formalize collective re-

_Sponses._ among allies and partners through cuhanced

inforination sharing and coordination; and
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1 (5) while the United States and allied forcign
2 governments have a role to play in the protection of
3 subséa fiber-optic cables, ¢able owners and other as-
4 sociated private sector stakeholders carry significant
5 responsibility in safegnarding subsea. eables.
6 ‘SEC. 103. ENHANCING UNITED STATES GOVERNMENT EN-
7 GAGEMENT AT THE INTERNATIONAL CABLE
8 PROTECTION COMMITTEE TO SAFEGUARD
9 ~ UNITED STATES INTERESTS.
10 (a). I\ FENERAL.—The Secretary of State, in. coordi-

11 ‘nation W'i';{;l'i the intérageéney committée, shall seek to in-
12 crease United States Government engagement in the
13 International Cable Protection Committee (ICPC) to ad-
14 vance 'Unj;ted States national security and economi¢ inter-
15 ests. .

16 (b QEP(_)RT.—Not" later than one year after the date
17 of the enactment. of this Aet, and anmually thereafter for
18 5 vears, the Secretary of State shall submit a report to
19 the appropriate congressional committees that includes the

20 following:

21 (1) A description of liow increased the United
22 States. Governmeitt cugagement within the ICPC
23 eoulci support United States national security objec-
24 tives%a.s" it relates to the protection of subsea. fiber-

25 -opt.ic;_; cables.
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(__-2) A deseription of key objectives. for pro-
moting and protecting United States national secu-

rity interests within the ICPC.

(3) A deseription of how People’s Republic of

__Chil-la. entities leverage their engagement within the
ICPC to further their strategie interests.

{4) A deseription of how encouraging other
counitiies and regional bodies to join the ICPC can
b_etteli_' enisure coordinated, congisteiit global subsea

fiber-optic cable policies.

SEC. 104. IMPOSITION OF SANCTIONS WITH RESPECT TO

DAMAGE TO SUBSEA FIBER-OPTIC CARLES,

(a) I\ GENERAL.—The Pres_idel-lt_, inn eoordination
with the zSecret-a.ry of State and the Secretary of the
.-Tr'ea'smy,; shall impose sanctions deseribed n subsection
(¢) with riesp_ee_t_ to any foreign person that the President
determines, on or after the date of the enactment of this
Act, 1s 1‘GS1)OIISilJIC for «or complicit in damaging subsea
fi_b_er—f)p’ti’@ ¢ables in a mamner that wndermines the na-
'tiona.l'_seeﬁ.rity interests of the United States.

(b) BEP()RT REQUﬁ{ED.—N ot later than 15 days

after imposing sanetions with respeet to a foreign persen

under subseetion (a), the President shall subimit to the ap-

propriate | congressional commiittees, the Committee on.

B‘anking-,,.Hous_in_g-'_, and Urban Affairs of the Senate, and
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the Committee on Financial Services of the House of Rep-

resentatives, a veport that includes a detailed justification
forthe imp'os'_ition of the sanctions.

{(¢) SANCTIONS DESCRIBED.—The sanctions de-
scribed in :this subsection are the following:

3(1) BLOCKING OF PROPERTY.—The President
shall ‘exercige all of the powers granted by the Inter-
national Einergency HEconomic Powers Act (50
U.S.C. 1701 et seq.) to the extent necessary to block
and ?I‘Ollil)it. all transactions in all property and in-
te‘r_e_s_#s in property of a foreign person deseribed in
subseetion {(a), if such property and interests In
propérty aie in the United States, come within the
U.ll_itféd States, or are or ¢ome within the possession
or -coﬁtroI of a United States person.

{3) INELIGIBILITY FOR VISAS, ADMISSION, OR
PAROLE.—

{A) VISAS, ADMISSION, OR PAROLE.—An

%d.lien_- described in subseetion (a) shall be—
(1) mmadmissible to the United States;
(ii) ineligible to receive a visa or other
documentation to enter the United Btates;
and
(it} otherwise ineligible to be admitted

or paroled into the United States o1 to re-




DAVZ5MAT 5TW SLC.

gl.\)l.\)l\')-l\)-r—si—*r—'.r—-f—d'_-'.»-—ai—e-!—'-"—'-—t
BN = O 8 N RW N = O

25

oo Y R

10
ceive any otheér benefit under the Immigra-
tion and Nationality Act (8 U.S.C. 1101 et
seq.).
(B) CURRENT VISAS REVOKED.—

(i) IN GENERAL-—The visa or other
entry documentation of an alien deseribed
in subsection (a) shall be revoked, regard-
less of when such visa or other entry docn-
mentation 1s or was issued.

(ii} IMMEDIATE EFFECT.—A revoca-
tion under clause (i) shall—

(I) take-effect immediately; and

(I} automatically cancel any

other valid visa or entry doewinenta-
tion that is in the possession of the

alien.

(d) IMPLEMENTATION; PENALTIES.
(1) IMPLEMENTATION.—The President may ex-

ercisé all authorities provided under seetions 203

and 205 of the Intermational Emergency Economie

Powej's.Act (50 U.8.C. 1702 and 1704) to carry out
this scetion.

(2) PENALTIES.—A person that violates, at-

tempts to violate, conspires to violate, or causes a

vielation of this seetion or -any regulation, license, or




DAV25M47 5TW S

11

1 order issued to-carry out this section shall be subject

2 to the penalties ‘set forth in subsections (b) and (c)

3 of section 206 of the International Enlergency Eco-
4 nomice Powers Act (50 U.S.C. 1705) to the same ex-

5 tent as a person that commits an unlawful aect de-

6 scribé‘d in subsection {(a) of that section.

7 () EXCEPTIONS.—

8 '(1). EXCEPTION TO COMPLY WITH UNITED NA-

9 TIONS HEAD'QU‘AR'I‘ERS AGREEMENT AND LAW EN-
10 FOR.CEMENT ACTIVITIES.—Sanctions under this sec-
11 tion _.éha,_ll" not apply with respeet to the admission or
12 parole -of an alien to the United States if admitting
13 or -1)ai?'oli-11_g-tlle alien is necessarv—
14 {A) to perinit the Umited States to comply
15 Wi.th the Agreement regarding the Head-
16 _éluarter”s of thie United Nations, :si'g‘-ne'd. at Lake
17 Success June 26, 1947, and entered into foree
18 .Novemb'er 21, 1947, between the United Na~
19 tions and the United States, or other applicable
20 i11te'1*11’z_1tio'1_1al obligations of the United States;
21 or
22, (B) to carry out or assist avthorized law
23 enforcement activity in the United States.
24 -L‘Z) EXCEPTION TO COMPLY WITH INTEL-
25 .

LIGENCE ACTIVITIES.—Sanctions under this seetion
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shall not apply to any activity subject to the report-
ing: requirenients wider title V of the National Secu-
rity Aet of 1947 (50 T7.8.C. 3091 ct seq.) or any au-
thorized intelligence activities of the United States.
{.‘iﬂ)’- EXCEPTION RELATING TO IMPORTATION OF
Gool-is.-—

() IN. GENERAL.—A requirement to block

and prohibit all transactions in all property and
ilitel'ests in property under this section shall not
-il1‘@h1d@* the authority or requirement to impose
é‘.a{n_ction‘s_: on the importation of goods.
. (B) Goon DEFINED-—In this paragraph,
the term “good” means any article, natural or
ilia.li_luaCI'e substance, material, supply or manu-
ffaetlu*ecl produet, mcluding inspection and test
_équ_ipment, and exeluding technieal data.

In this section:

(f) DEFINITIONS.

(1) ADMISSION; ADMITTED; ALIEN.—The terms
“a.;tl111§isSi0113", “admitted”’, and “alien” have the
.mea'néin'gs givenn those terms in section 101 of the.
Immizgra.tion and Nationality Act (8 1.5.C. 1101).

(2) FOREIGN PERSON.—The term ““foreign per-
sou-”'; means an individual or entity that is not a

United States person.
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1 (3) TUNITED STATES PERSON.—The ‘term
2 “United States person’ means—
3 (A) any United States ¢itizen or an alien
4 lawfully admitted for permancnt vesidence to
5 the United States;
6 (B) an entity -organized under the laws of
7 the United States or of any jurisdiction within
8 thie United States, including any foreign branch
9 of such an entity; or
10 | (C) any person in the United States.
11 SEC. 105. Ié,EP_ORT ‘ON SUBSEA FIBER-OPTIC CABLE ACTIVI-
12 . TIES BY THE PEOPLE’S REPUBLIC OF CHINA
13 AND THE RUSSIAN FEDERATION.
14 {a) I{EPORT;-'——NOt later than 180 days after the date
15 of the enactment of this Act, and annually thereafter for
16 5 years, t‘ihe Secretary of State, in eoordination with the.
17 leads. of other relevant Federal agen'ei_es-,.: shall submit a
18 report to the appropriate congressional comumnittees that
19 includes 't_lil_e fo]l'(')wing_:
20 (1_)- A description, with vespect to the applicable
21 1?e}J0'1;ti11g' period, of People’s Republie of China and
22 Russian subsea fiber-optie eable manufacturing, n-
23 'st-cﬂla_tg_tio.n, and maintenance capabilities.
24 (2) A deseription of any ongoing People’s Re-
25 p_ublié of China -and Russian efforts. to produce ves-
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sels eapable of severing or damaging subsea fiber-
optic eables at- sea depths of 4,000 meters or great-
Cr. |
(3) A list of instances during the previous cal-
,enda.lg"_year in which the United States, or alliey and
13&1-1;11;(31'3 of the United States, documented anoma-
lons behavior frem vessels, eitlier flagged, erewed, or
operated by the People’s Republic of China or Rus-
sig, 'a%r_ound subsea fiber-optie cable networks, inelud-
.ingj_w—;

: (A) any official United States Government

response to counter the anomalous hehavior;

1;111"(1

: {B) auy coordinated diploimstic action with

étlli’es and partiers.

(b) CLASSIFICATION,—The report reguired under

subsection (a) shall be submitted in unelassified form but

may include a classified annex,
SEC. 106. ENGAGING FOREIGN PARTNERS TO STRENGTHEN
SUBSEA FIBER-OPTIC CABLE SECURITY.

It is the sense of Con-

{a) SI"E:I“ OF CONGRESS.
gress th_a.té_

(1) as International subsea fiber-optic eable net-

works expand, there are inereasing challenges to the

proper maintenance, repair, atid protection of inter-.
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national subsea fiber-optic eables that have the po-

teitial to-undermine United States and foreign part-

ner 11';&1?:1.0_11"31 security interests;

(2) the United States is uniquely positioned to
plﬂ'OVidé technical, material, and other forms of sup-
port ;1;0_ international partners to enhanee the resil-
ience: of international subsea fiber-optie cables; and

(3) the United States Government should en-
hanee its diplomatic efforts to work with foreign
:govelﬁnn_e_}lts to improve efforts to quickly and effee-
t-ivel}f aintain, repair, and protéct intermational
stibsea fiber-optic cables.

(b) COMMITMENT OF PERSONNEL AND RE-
_SO_'URCES_.;—mThe Secretary of State shall tle{fote- sufficient
persolmef and resources. towards cngaging: with foreign
countries 1',0 improve security and reduce harriers to the.

maintenance and repair of subsea fiber-optic cables.

(c} R)%EPORT." Not later than 180 days after the date

of the enactment of this Act, and annually theveafter for

the next 5 years, the Secrctary of State shall submit to

the appropriate congressional comunittees a report that

outlines efforts by the United States Government in the

prior- calendar year to work -with international allies and

partners. to strengthen the security of and reduce barriers
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1 to the maintenance, repair, and protection of international
. gubsea fiber-optic ¢able networks, including—
(1) a list of current foreigh policies or laws that

ereate barriers to United States-led cefforts to main-

2
3
4
5 tain, | repair, and protect international subsea fiber-
6 optic. cable networks; and

7 (2) progress made in the previous calendar year
8 as a result of United States engagement with allies
9

_ and 12)::_11'1:_1101'3._
10 TITLE II—-DEPARTMENT OF
11  STATE SUBSEA FIBER-OPTIC
12 EXPERTISE

13 SEC: 201, EXPANDING SUBSEA FIBER-OPTIC CABLE EXPER-

14 ' TISE AT THE DEPARTMENT OF STATE.
15 (a) IN GENERAL—The Scerctary of State shall as-

16 sign not fewe'r’ than two full-tinle equivalent ndividuals,
17 +to be loeated in the Bureau for Cyberspace and Digital
18 Policy, in order to support the Deépartment of State’s
19 intera'g'enéy engagemeit on matters related to subsea ca-

20 Dbles, il‘l(%ll]ﬂillg’—

21 (1) proteetion. and resilience;

22 (2) coordination with United States allies and
23 pal-"tliers_; and

24 (3) United States engagenient in infernational

25 bodies that cover subsea cables.
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(b z:LF%S__IGNMENT.—The Bureau for Cyberspace and

Digital Policy may not dual-hat currently employed per-

sonnel in meeting the minimum hiring requirement out-

Tlinied in subseetion (a).

(¢) NOTIFICATION.—Not later than 15 days after ful-

filling the hiring requirement in subsection (a); the See-
vetary of State shall notify the Committee on. Foreign Re-
lations of the Senate and the Committée on Foreign Af-
fairs of th;e House of Representatives.

() INTERNATIONAL COOPERATION ON SUBSEA (a-

BLES.—Not later than 90 days after the date of the enact-

ment of this Act, the Seerctary of State shall submit to
the 'a.pl;)l"obri_até_ congressional committees a report on. how
the United States Government plans to priovitize diplo-
matic (311gag9111ent. within relevant international bodies. to
spur 'inerjeas_eﬂd information-sharing between allied and
partner: governments and relevant private sector compa-

nies on subsea fiber-optie cables.
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1 TITLE III—SUBSEA FIBER-OPTIC

2
3

CABLE COORDINATION, CON-
STRUCTION, AND REPAIR

4 SEC. 301.. MPROW'NG- UNITED STATES GOVERNMENT CO-

10

12
13
14
15
16
17
18
19
20
21
22
23
24
25

ings:

ORDINATION OF SUBSEA FIBER-OPTIC CA-

BLES.

(a) FiNDINGs.—Congress makes the following find-

(1) According to a Deceimber 2024 Departiment

.of"ﬁHOmelaud Security white paper, “There currently

exists no forum in which the full scope of the

|subsea] cable industry can effectively eollaborate

with ‘the U.S. government to identify and address.

shared challenges.”.

(2) United States Federal Government respon-

sibilities for the protection of subsea fiber-optic ca-

bles, damage reperting, information and intelligence.

sharing, and emergency response are overscen by

various government actors through a multitude of

meehanisms spanning several Federal departments:

and zigeneies._

(3) In order for the subsea fiber-optic cable in-
du‘_stléy to align with United States economic and se-
-eu'ritir interests, the United States Governnient miust

provide the industry a clearer concept of operations,
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assessed risks to cable supply chain and infrastrue-

ture, and defined lines of effort in cases of emer-

gencjt-.

(b) ESTABLISHMENT.—Not later than one vear after
the date _df the enactmeént of this Act, the President shall
establish zim- 'inte'ragén‘@_v comimittee (referred to in this Act.
as the “interagency committee”) comprised of the heads
of the appropriate Federal agencies, to lead United States
-Govemjmfle:n't cfforts to—

t_l} protect and improve the resilience of subsea
ﬁber-;opt.ic cable networks;

(2) facilitate subsca fiber-optic cable permitting;
and

(3) address other matters related to subsea
fiber-g_optie ‘cables deemed appropriate and necessary
by the President.

(e) CO()RDINATIQN.»—VThe President. shall direet the
il‘lteragenqy committee to conduet an overview of the
United St%ates"s Federal Governinent’s operationial authori-
ties for -__s;ub's"e_a; fiber-optic cable security and resilience.
The 'ox'ferv:iew shall include—

(1) an interagency ecomncept of operations for
partliering with non-Federal entities, ieluding

subsea fiber-optic cable owners and operators, to se-
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cure and repair subsea fiber-optic cable systems in

‘a variety of erisis seenarios; and

:{2) an interagency review and action plan te
streamline subsea fiber-optic cable permitting proe-
osses in order to promote United States inter-
_n-a-tibinal leadership in cable conneetivity and deploy-
ments and risk-hased priorvitization and standardiza-
tion -of additional security and vesilienee assess-
:men_t;s.

() ANALYSIS OF SUBsEAa TIBER-0PTIC CABLE CUTS.

AND OUTAGES.—

(1) IxN GENERAL.—The President shall direct
the heads of the velevant Federal agencies to develop
s_tratégies. to coordinate eclosely within the inter-
a.'gen'éy process and with subsea fiber-optie cable -
clu‘stié'y stakeholders to review subsea. fiber-optic cable
cuts ‘and outages, including by leveraging analysis
fmm@'i-ndustly.-wide data, to—

(A) identify trends;

{B) refine attributions, _par_ti_c_ularly m

Eea.ses wliere subsea fiber-optie cables have been

illtéliti@i’l_ﬂﬂ}_’ damaged by malicious actors;

| (C) identify high-risk geographic areas for

subsea fiber-optic cable construetion; and
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(D) inform future risk mitigation efforts to
reduce damage to subsea fiber-optic cable sys-
1;:_e.1nsj.'.

(2) STRATRGY ELEMENTS.—The strategies re-
-q_lj.i're’éd uiider paragrapli (1) shall include—

| (A) resoureing requirements;

(B) coordination with United States allies
and partners; and

(C) tlie necessary technical expertise to
inake attributions for intentional subsea fiber-
éj_’ptic- cable cuts by maélicious actors.

{e) EEPORT.—ngot later than 30 days. after estab-
lishing tlie required interageney committee under sub-
section (bé), the President shall submit to Congress a re-
port that ill@lllthS' the following elements:

;_(1") Any resources required to sufficiently staff
the .ii1te1=ag_*e11@y committee and United States Fed-
‘eral agencies overseeing the objectives outlined in
subséction (b),

5(2)' A detailed plan forr how the interagency
e.omnéiit.tee will advance the objectives outlined in

subsection (b).
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SEC. 302. STRENGTHENING INFORMATION SHARING BE-

TWEEN UNITED STATES GOVERNMENT AND
PRIVATE SECTOR ACTORS ON SUBSEA FIBER-
OPTIC CABLES.

(a) PUBLIC-PRIVATE SECTOR. INFORMATION SHAR-

NG.—Consistent with the necessary protections of elassi-

fied information, the sourcing of relevant intelligence ma-

terial, and privacy and civil liberties, all appropriate agen-

cies shall,:with the approval of the interagency committee,
issue 'procéedur_es to establish and promote—

;(_1) tlie timely sharing of classified subsea fiber-
optic: eable threats and any indications of potential
threéts held by members of the interageicy com-
mittee with non-Feéderal entities. that possess the
'1leeeéSa1‘§f' security clearances;

5(23) ‘the timely sharing between the interagency
committee and non-Federal entities of subsea fiber-
optie.é eable threats, information relating to indica-
tions of potential threats, or authorized uses under
this .;Ae.t,: in the possession of the interagency com-
mitté'e that may be declassified and shared at an un-
ela_s's:ifi'e'd level;

;'(3.)_ the timely sharing between the interageney
committee and non-Federal entitics of unclassified,
i1_1_e111_‘2d_i1_1g controlled unclassified, subsca fiber-optic

'eal'-ileé threats: and indieations of potential threats
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held bx members of the interageney committee or
non-Federal entities; and
(4) the timely sharing between the interagency
committee and non-Federal entitics, when and if ap-
pl*opﬁaﬁe, of information relating to indications of
p'(‘)’__teﬁtial_ subsea fiber-optie eable threats or author-

ized uses under this title, held by the mterageney

committee or non-Federal entities about subsea

fiber{opt.ic cable threats, in order fo prevent

breaclies to the security, integrity, or efficacy of the

subsea fiber-optic cable network and to mitigate any
othier potential adverse effects from sueh subsea
fiber-optic cable threats.

(b) DEVELOPMENT OF PROCEDURES.—The proce-

dures developed nunder subiseetion (b) shall—

(1) ‘ensure the interageney eommittee has: and
maintains the capacity to identify and inform subsea

fiber-optic cable tlhiréats and indications of potential

subsea fiber-optic cable threats in real time to the

appropriate Federal agencies or non-Federal entities

consiiStent, with the protection of elassified informa-

tion;:

(2) incorporate, whenever possible, existing
processes, toles, and responsibilities of members of

the mterageney committee and non-Federal entities
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for information sharing, including subsea fiber-optic
cable-specific information sharing and analysis enti-
ties; and

{(8) require nmiembers of the imteragency com-
m_itt‘eé‘ and other appropriate Federal agencies which
are slzlaring subsea. fiber-optic cable threat indicators
or defensive measures to employ any applicable secu-
rity eontrols to defend against unanthorized access
to or aequisition of such mformation.

(¢) SUBMITTAL TO CONGRESS.—Not later than 60

- days _afterét_he‘ date of the enactment of this Act, the Diree-

tor of National Intelligence, in consultation with the mem-

- bers of the interagency committee, shall submit to Con-

gress. the procedures required under subsection {b).




