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A NEW APPROACH FOR AN ERA
OF U.S.-CHINA COMPETITION

WEDNESDAY, MARCH 13, 2019

U.S. SENATE,
COMMITTEE ON FOREIGN RELATIONS,
Washington, DC.

The committee met, pursuant to notice, at 10:19 a.m. in room
SD-419, Dirksen Senate Office Building, Hon. James E. Risch,
chairman of the committee, presiding.

Present: Senators Risch [presiding], Rubio, Johnson, Gardner,
Romney, Isakson, Portman, Young, Cruz, Menendez, Cardin, Sha-
heen, Coons, Murphy, Kaine, Markey, and Merkley.

OPENING STATEMENT OF HON. JAMES E. RISCH,
U.S. SENATOR FROM IDAHO

The CHAIRMAN. I thank everyone for joining us here today.

Today what we are going to do is, as the Foreign Relations Com-
mittee of the United States Senate of the 116th Congress, we are
going to continue our review from a 30,000 or 50,000 foot level of
observations about what the world looks like today and where we
are headed as we journey into the 21st century further. We are, of
course, approaching the end of the first quarter of the 21st century,
and there are some things that have become evident. And that 1s
what we are going to continue to focus on in these hearings.

And today, of course, we are going to talk about China and where
we have been and where we are headed as far as our relationship
with China is concerned.

After 20 years of helping China prosper economically and hoping
they would emerge as a responsible partner on the world stage, it
is time for U.S. policymakers to acknowledge this path was not the
right path. But, of course, we have the advantage of hindsight now
which we did not have when we started on this journey.

Today, China steals our intellectual property and uses it to put
our people out of work. It intimidates its neighbors, including close
U.S. allies, while increasing its military capabilities in the South
and East China Seas. China exports corruption and its authori-
tarian model across the globe. It uses cheap financing as a debt
trap and has built a police state that the Chinese Communist Party
uses to limit free expression that contradicts the party line.

These are not the actions of a responsible stakeholder. Rather,
it proves that the assumption that as China continued to rise, it
would begin to mature into a responsible international actor was
and is wrong.
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It is clear the Chinese Communist Party does not share the same
values that the United States and our partners have. To them, life,
liberty, and the pursuit of happiness are not aspirations to deliver
to their people but values the Communist Party should fear and
control.

As we enter a new era of relations with China, we must be clear-
eyed and honest about the challenges ahead. China is seeking to
be a preeminent power in Asia, but its ambitions are broader. It
is building naval bases in Africa, stealing the intellectual property
of Western companies, subsidizing its companies overseas to gain
economic and political leverage, and threatening military conflict
with its neighbors.

Given Chinese behavior over the past several years, economic,
political, and military, some now believe conflict is inevitable. I do
not think it is, at least not yet. But the relationship must be rebal-
anced in order to avoid future conflict and provide a sustainable
way forward for both countries.

The Trump administration has forced a new conversation on
what the relationship will look like moving forward. Its trade poli-
cies show Beijing that business as usual is over. We will not stand
for our ideas and technologies being stolen, and we will not stand
for our people losing their jobs to unfair competition.

The best example of this type of behavior comes from my home
State of Idaho. Micron Technology, the second largest producer of
semiconductors in the world, has had their intellectual property
stolen by a Chinese company, patented in China, and then used to
sue Micron in Chinese courts directed by the Chinese Government.
To its credit, the Trump administration imposed sanctions for this
action and brought criminal charges against those responsible.

But economics is not the whole ball game. Chinese foreign policy
is increasingly aggressive, and Chinese military activity in the re-
gion is on the rise. They have created and armed artificial outposts
in the South China Sea, illegally claimed annexation of nearly the
entire sea, and claimed territorial waters from sovereign countries
like the Philippines, Vietnam, and Taiwan.

As a side note, it is important to note that China and its victims
in its maritime misadventures are all members of the Law of the
Sea Treaty, which has been useless against China in this conflict.

If China is allowed to control the western Pacific, it would
present a major challenge to the free movement of goods across the
globe, potentially allowing Beijing to hold the international trade
system hostage.

The territorial issues in the South and East China Seas need to
be resolved according to internationally recognized norms, and we
need to support all countries that wish to use and abide by this
process.

Let us be clear. China has no allies, only transactional partners
and states too weak to push back. The strength of the United
States is found in our alliances and partnerships. These partner-
ships are critical to protecting international laws and norms and
pus%ldback on Chinese coercion and economic leverage around the
world.

Domestically if a Chinese citizen wants to prosper, the Com-
munist Party requires them to surrender to surveillance state and
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party line. To those who refuse, they are subject to immense sup-
pression tactics, such as imprisonment and forced disappearances
of political prisoners.

To whole groups the Communist Party opposes, such as the
Uighurs and other ethnic minorities, the solution is even more sim-
ple: send them to reeducation camps. It is hard for China to be a
responsible world actor if it violates the most basic human rights
of its own people. Unfortunately, the Communist Party also does
not realize that diversity actually encourages innovation and pros-
perity. U.S. policy must defend those who struggle for freedom.

But it is not all lost yet. I believe there is still time to rebalance
our relations and address the foundational problems impacting our
relationship like the rule of law and trade that is free and fair. The
Trump administration has already engaged in this process, but
much, much more needs to be done.

My hope is that China will take the opportunities at hand and
itself change its own policies and commit to working with the rest
of the world in order that all benefit and prosper under the rule
of law, human rights, restrained military activity, and economic ac-
tion that is free, fair, and absent corruption.

1 With that, I will yield to the ranking member, Senator Menen-
ez.

STATEMENT OF HON. ROBERT MENENDEZ,
U.S. SENATOR FROM NEW JERSEY

Senator MENENDEZ. Thank you, Mr. Chairman.

Let me thank Senator Talent and Dr. Mastro for joining us today
and helping us understand one of the biggest foreign policy chal-
lenges on our nation’s agenda: dealing with the strategic challenge
of a rising and perhaps risen China.

When we consider the strategic challenge of China, the charac-
terization does speak to a deeper truth. China is playing four di-
mensional chess across every element of national security: mili-
tarily, economically, diplomatically, and culturally.

In the maritime domain, and in the South China Sea in par-
ticular, China’s aggressive island-building campaign and its rejec-
tion of international law threaten not just regional stability but
longstanding U.S. interests in the free flow of commerce, freedom
of navigation, and diplomatically resolving disputes consistent with
international law.

Economically, I sincerely hope that the current U.S.-China trade
negotiations will result in real structural reform. Over the past
decade, we have seen a determined China bend the rules to its own
benefit on trade and economic matters as it has made its way to
be the world’s second largest economy. But structural challenges
remain: in China’s often cyber-enabled theft of intellectual property
rights; in its unfair advantages by manipulating market access;
and in its underwriting of state-owned enterprises. And the en-
twined relationships between companies like Huawei and the Chi-
nese national security apparatus raise serious questions.

Diplomatically, China has fashioned a brand of international di-
plomacy often rooted in manipulative investment. More subtly, Chi-
na’s Belt and Road Initiative has seen its influence work its way
across the world in port contracts and United Nations voting pat-
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terns. Overtly, China continues cooperation with North Korea
where, after some initial toughening in 2017 and 2018, we once
ﬁglain see a lessening of pressure out of concern for regime sta-
ility.

China has developed complex influence campaigns by traditional
and non-traditional means. China may not manipulate social media
the way we saw with Russian tradecraft in 2016, but its tentacles
of influence are far-reaching. The launch of the Confucius Insti-
tutes on many U.S. campuses, a desire to set up party cells in U.S.
businesses, and espionage targeted at universities pursuing high
tech research all speak to the pervasive extent of China’s united
front efforts.

And while we consider Chinese foreign policy endeavors, let us
also point out that domestically Xi Jinping has overseen the emer-
gence of a neo-Maoist authoritarian model and a total surveillance
state. The government is pursuing a brutal crackdown on the
Uighurs in Xinjiang, including the internment of an estimated 1
million people in camps subjected to, quote, “reeducation cam-
paigns, forced labor, and total surveillance.”

All of these dynamics make constructing an effective China pol-
icy uniquely challenging for U.S. policymakers.

Now, I know it may surprise some of my colleagues, but I agree
with President Trump when it comes to recognizing the scope of
the challenge that China presents to the United States and to the
entire international order. But I do not think the President has
found the right approach.

As others have noted, merely being more confrontational with
China does not make us more competitive with China.

So we have to ask, are there still opportunities for cooperation?
What are the risks of the competition becoming conflict? 30 years
ago, we debated whether or not China would rise to be a major
power. 10 years ago, we wondered what sort of power China would
be. Today, the book is not by any means closed. On the contrary,
new pages and chapters are beginning to emerge. And I have to tell
you, Mr. Chairman, the reading so far is not promising.

We must be holistically strategic, leveraging all of our diplomatic
tools. Slashing America’s foreign affairs budget, as the Trump ad-
ministration has yet again proposed, weakens our ability to effec-
tilv]eoly confront China’s economic and diplomatic reach around the
globe.

As we contemplate a more competitive environment with China,
we also need to pay attention to building, not destroying, our alli-
ances and partnerships.

I have repeatedly argued that core American values must be the
centerpiece of our foreign policy. China’s model is appealing, unfor-
tuné;ltlely, in all too many parts of the world. We must offer a better
model.

In celebrating the 40th anniversary of the Taiwan Relations Act
and a strong partnership with Taiwan, we also celebrate the values
of a flourishing democracy.

So I look forward to hearing from our witnesses today on how to
better understand the strategic and economic realities unfolding
with the rise of China and how to best structure U.S. policy to safe-
guard our national interests and our values.
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The CHAIRMAN. Thank you, Senator Menendez.

And with that, we will turn to our first witness, Senator Jim Tal-
ent, who is currently a commissioner on the U.S.-China Economic
and Security Review Commission, a body that was established in
part to review the national security implications of trade and eco-
g(})lmic ties between the United States and the People’s Republic of

ina.

Additionally, Senator Talent is a senior fellow at the Bipartisan
Policy Center, as well as the Director of the National Security 2020
Project and visiting senior fellow at the American Enterprise Insti-
tute.

Previously, Senator Talent served the people of Missouri here in
Washington, DC for 14 years, first as a Member of the House of
Representatives and then here in the United States Senate.

With that, Senator Talent, welcome. Thank you for joining us
today. We look forward to hearing from you.

STATEMENT OF HON. JAMES M. TALENT, COMMISSIONER, U.S.-
CHINA ECONOMIC AND SECURITY REVIEW COMMISSION,
WASHINGTON, DC

Senator TALENT. Thank you, Mr. Chairman, and thanks to Sen-
ator Menendez and the committee for inviting me. I am pretty cer-
tain you asked me here basically because I am on the China Com-
mission and have served there for 6 years.

I will say a word about the commission. It was established in
2000 upon China’s accession to the WTO. Its function is to review
every year annually the economic and security relationship be-
tween the United States and China. We hold hearings. We produce
papers. We produce an annual report that is like 550 pages long.
It is very thoroughly documented. It has become a kind of standard
reference I think in the field, and I am proud of the staff and the
commission, particularly the longstanding members. It is very pro-
fessional, and I recommend it to you as a resource.

My views here are my own. My main message from the commis-
sion is that we are statutorily and functionally a creature and serv-
ant of the Congress of the United States. So anything we can help
you with, any requests, I would encourage you or your staff to
make it if we can help you in any way.

My statement goes through the background that both the chair-
man and the ranking member covered. I will cover it very briefly.
It is hard to be brief. I did serve in this body and some habits are
hard to break, but I will do it.

I think it is fair to say that for really 40 years after Richard
Nixon visited China in 1972, our government pursued a policy of
encouraging and assisting China in developing economically and
participating in international affairs. And I think we have to be
fair. There were reasons for believing that China’s trajectory would
be hopeful. They were introducing a number of the features of eco-
nomic liberalization in their economy. There were and are voices in
China, even after Tiananmen Square, arguing for political liberal-
ization, and that was a period of time when many authoritarian re-
gimes were becoming democracies. And so there was a reason for
the prevailing view during the period, and many of you served in
that period. I did.
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The logic was if the Chinese Communist Party wanted China to
become wealthy—and it did—it would have to continue liberalizing
its economy. There was a good chance that that would lead to polit-
ical liberalization, and even if it did not, the discipline of partici-
pating in the world economic system would end up at least making
China a responsible player in regional and world affairs. So, in
other words, the prevailing view was that full participation in the
world economic system would change China in the right direction.

But I also think it is fair to say that what actually happened is
that China, under the Chinese Communist Party, is changing the
world trading system and is threatening the broader international
order, as well as the interests and the security of the United States
and its allies in the region.

So my statement goes through two of the categories of methods
that they have developed pretty systematically to do that. And I
will refer to an attachment that I put in my statement I know Sen-
ators have. And by the way, Mr. Chairman, I understand I need
to ask that the attachments be included in the record.

The CHAIRMAN. It will be. Thank you.

Senator TALENT. China’s techno-nationalism toolbox, which is a
really good short resource for you and your staff about the tools
that the CCP, the Chinese Communist Party, has developed to
maximize the benefits it receives under the world trading system
while pretty systematically avoiding its obligations.

So those include massive subsidies to firms particularly in the
sectors that are part of the Made in China 2025 project that lowers
the cost of capital, enables them to compete not just effectively at
home but capture markets abroad against competitors; forced tech-
nology transfer requiring joint ventures with Chinese firms as a
condition of doing business and then getting the technology; foreign
investment restrictions designed to grow domestic champions; dis-
criminatory regulatory enforcement against Chinese firms.

We heard testimony a couple years ago that over a 3-year period,
the Chinese antitrust regulatory body filed like 24 antitrust ac-
tions, all of them against foreign firms. There were like no Chinese
firms that had any antitrust problems.

China’s specific tech standards that discourage foreign firms
from entering. And then as the chair and the ranking member
mentioned, outright theft of technology. It amounts to probably sev-
eral hundred billion dollars a year.

Now, again, to be fair, there are many countries that maneuver
on the margin of the world trading system to get advantages for
themselves. But I do think this is the first time we have seen an
economy of this size so systematically attempt to evade the obliga-
tions of the system. And I think it amounts to a subversion or an
attempted subversion of the system, and the WTO procedures,
which do not anticipate that, are inadequate to deal with it.

China has used this growing wealth, among other things, for a
massive buildup of its armed forces. I am bumping up against the
5-minute limit. So I will refer to my statement on that. That has
empowered them, as the chair and the ranking member mentioned,
in a series of provocative and aggressive actions in their near seas.
The committee is as familiar with that as I am.



7

Now, what I do want to say is that fortunately the Obama ad-
ministration in 2011 reacted I think pretty quickly and decisively
to the provocations with its pivot or rebalance policy. In form, that
was a redirection of American foreign policy towards Asia. In fact,
it was a signal that the era of wishful thinking about Chinese in-
tentions was over, and the administration followed it up by shifting
additional forces to the region, to the extent we had them to shift—
you cannot shift ships that you do not have—firming up our alli-
ances, highlighting, for example, Chinese cyber espionage.

And the Trump administration, I agree, has extended and deep-
ened the strategic shift embodied in the rebalance. The National
Security Strategy names great power competition as the primary
goal of American foreign policy, or an object of it, and names China
appropriately as the greatest challenge. And the administration
has also canvassed and reinvigorated the economic tools that it is
using to leverage against the Chinese illicit actions.

I do want to say I am very proud of the role Congress has played
in the last 3 years as a former Senator and former Member, lifting
the defense sequester, strengthening CFIUS, passing the BUILD
Act, which was a miracle that you guys accomplished. I think it is
a tremendous foundation going forward. And then ARIA, the Asia
Reassurance Initiative Act, which I think foreshadows many more
good things to come. So you do not get many compliments, but I
want to give you one.

So I will just close with three things.

First, I think the right way to think of where we are now is in
a time of transition that is similar to the 1945-1955 time frame,
not in the sense that we are entering a Cold War. I do not think
we are, and I do not think we want to think of it that way. But
it was during that period of time that, on a bipartisan basis, the
Congress and the executive through two administrations built the
architecture of tools, doctrine, and institutions that successive ad-
ministrations used in the Cold War for the 40 years thereafter. And
I see what is happening now as the same thing albeit applied to
a different kind of challenge.

Second, there are reasons—and my statement goes through
them—why the Chinese Communist Party is doing what it is doing.
Those are powerful reasons rooted deeply in their thinking. They
are not going to voluntarily and fundamentally change policy. We
can expect this to continue in more or less this form unless and
until costs and consequences are imposed which channel them in
a different direction.

Third, it is important to keep in mind our competition is not with
the Chinese people. The problem here is not the pride of the Chi-
nese people in their history or their culture or their aspirations for
the future. The problem is the way in which the Chinese Com-
munist Party is defining its ambitions for China and the methods
it is using to achieve those ambitions.

And finally, I would remind you all—there is a formula that I
find helpful to think of that influences the product of intention and
capability. Intention is relatively easy to change. You all have
changed intention, going back to the rebalance and pivot. And I do
not think the intention is changing back when I listened to the
statements of the chairman and the ranking member. Capability is
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not easy to change. And the truth of the matter is that we allowed
too many of the tools of influence to atrophy over the years and
failed to build up others that were appropriate to this challenge.

So what you are doing now really is thoughtfully but vigorously
and quickly considering the tools that we are going to need going
forward and putting them into place. And I would encourage you
to think of your work in that way. I know the committee is going
to be at the epicenter of it, and I am very encouraged by what you
have done.

And again, the commission stands ready to help you, as do I per-
sonally in any way that I can.

[The prepared statement of Senator Talent follows:]

PREPARED STATEMENT OF SENATOR JAMES M. TALENT

Mr. Chairman, Senator Menendez, and Senators, thank you for inviting me to
share my views regarding the U.S.-China relationship. It’'s my understanding that
the Committee intends to hold a series of hearings on this subject. I congratulate
you on that.

The Committee’s remit of course extends to every aspect of America’s global for-
eign relations. But you are right to focus on U.S.-China affairs. The United States
and China have the two largest economies and the two most powerful armed forces
in the world; the two countries are in an era of competition, and the way that com-
petition is conducted will have a decisive impact on the future security and pros-
perity of both countries, and indeed of the world, in the 21st Century.

I should say a word about the U.S.-China Commission on which I have served for
the last 6 years. It was created by Congress in 2000 to provide oversight over the
impact China’s WTO accession would have on our economy and national security.
It’s a standing bipartisan Commission whose mandate is to hold hearings, produce
papers, and publish a comprehensive Annual Report with recommendations to Con-
gress for legislative action.

The Commission is a creature and servant of the Congress. While the views ex-
pressed in this testimony are my own, I speak on behalf of the Commission when
I say that we stand ready to assist you or your staff in any way or in response to
any request.

BACKGROUND

For 40 years after Richard Nixon’s visit to Beijing in 1972, successive administra-
tions and Congresses facilitated the rise of China, granting it diplomatic recognition,
providing China access to the American market and to America’s technology and
educational system, and assisting the Chinese as they sought full participation in
various international organizations and bodies. The initial reasons for this policy
were largely geo-political; successive administrations wanted to play the China card
in the Cold War against the Soviet Union.

By the time the Berlin Wall fell, China had fully emerged from the Mao era and,
for over 10 years, had been pursuing a new economic model which Deng Xiaoping
had called “socialism with Chinese characteristics.” In the process, the Chinese state
had relinquished a significant degree of direct control over the economy and intro-
duced many of the features of a market system.

By the end of the 1990s, China was urgently petitioning to be admitted to the
WTO; that hinged on being granted Permanent Normal Trade Relations (PNTR)
with the United States. The Clinton administration supported that change, and
Congress approved it in May of 2000. I was serving in the House at the time, and
I supported the administration’s policy.

Many Senators will no doubt remember the vigorous debate over PNTR, particu-
larly in the House. There were many vocal opponents, but the view that prevailed
was that if the Chinese Communist Party (CCP) wanted China to grow economi-
cally, it would have to pursue further economic liberalization and continue the
progress towards a market based system. While after Tiananmen Square it seemed
unlikely that the CCP would ever voluntarily relinquish its control over the country,
the belief was that economic liberalization in China would lead inevitably to greater
political freedom in the country, or at minimum that full participation in the world
triliding system would make China a responsible player in the broader international
order.
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In other words, the dominant view at the time in our government, and for years
afterwards, was that participating fully in the world trading system would change
China. But it’s fair to say that the opposite happened—that China has succeeded
in changing the world trading system.

Over time, Beijing developed a comprehensive set of policies that enabled it to
enjoy the benefits of the system while evading many of its obligations. These in-
clude: enormous subsidies to Chinese firms in key sectors that lower the cost of
doing business and enable them to control domestic markets and capture markets
abroad, forced technology transfer as a condition of doing business in China, subter-
fuges to avoid Beijing’s commitments to liberalize its import regime, regulatory dis-
crimination against foreign firms, foreign investment restrictions to keep out com-
petition, and massive outright theft of vital technology.

The U.S.-China Commission has prepared a very useful summary of the tools
which the CCP has developed and used to gain wealth through illicit methods. It’s
a short paper called “China’s Technonationalism Toolbox: A Primer”. I have at-
tached it to this testimony and recommend it as a resource for Senators and staff.

It’s certainly true that there is a great deal of legitimate competition and innova-
tion by Chinese firms. No one should discount the energy and dynamism of the Chi-
nese people. It’s also true that many countries regularly try, on the margins, to
game the WTO rules for their own benefit. But that does not change the fact that
Beijing has purposely developed and implemented a comprehensive set of policies
that, taken together and given the size and influence of the Chinese economy, con-
stitute an unprecedented threat to both the spirit and the letter of the world trading
system.

As China grew in economic power, the CCP was also engineering a massive, 25
year buildup of the People’s Liberation Army (PLA). That effort has borne fruit over
the last decade. Here are some features of the build-up.

e The PLA Navy is now larger than the navy of the United States, with modern
multi-mission vessels, and far larger than the portion of the U.S. fleet assigned
to the Indo-Pacific. China continues to build more ships annually than the
United States, and its shipbuilding capacity is the largest in the world.

e The PLA has the world’s largest inventory of sophisticated cruise and ballistic
missiles capable of hitting sea or ground targets at great distances.

e The PLA is upgrading and growing its arsenal of nuclear missiles.

e The PLA Air Force has over 2,000 capable fighters, has introduced fifth genera-
tion fighters, and is developing a stealthy long range bomber capable of deliv-
ering nuclear weapons.

e The PLA has developed effective anti-satellite capability that can threaten
America’s space architecture in every orbital domain.

e The PLA is pouring resources and energy into developing advanced weapons,
like hypersonics, and already has very substantial national cyber capabilities.

Beijing’s purpose in this buildup was initially to develop the capability to exclude
American forces from China’s near seas during a conflict; hence the missile-centric
focus of the effort. But in the last decade the PLA has also been investing in expedi-
tion:illry capabilities in a way that clearly indicates the intention to achieve global
reach.

I do not want to suggest that the PLA is ten feet tall. They have continued defi-
ciencies and disadvantages. For one thing, they are operationally inexperienced com-
pared to America’s armed forces. For another, the United States has close regional
treaty partners with substantial capabilities of their own that partially offset the
PLA’s advantage in proximity to the region.

But there is no question that the Chinese buildup has shifted the balance of forces
in its near seas. By way of illustration, I have attached to this statement a graphic
from a briefing at Indo-Pacific Command, then known as PACOM, that the Commis-
sion received several years ago.

This shift in forces, coupled with China’s tremendous economic growth, has had
profound consequences for the stability of the region.

As the Committee knows, Beijing systematically challenges the rights of its neigh-
bors in the East and South China Seas and about 8 years ago began increasing its
confrontations. The list of recent provocations includes: using naval and air forces
to encroach on the Senkaku Islands, declaring an ADIZ over the East China Sea,
taking control of the Scarborough Shoal from the Philippines and threatening the
Second Thomas Shoal, ignoring an adverse international arbitration decision, drill-
ing for oil in contested waters while coercing its neighbors into abandoning drilling
projects in their own exclusive economic zones, constant encroachment on the fish-
ing waters of other nations, and reclaiming and militarizing a number of coral reefs
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in the South China Sea—the last in express contradiction of explicit commitments
made to President Obama.

Fortunately, when these provocations began the Obama administration reacted
quickly with its Rebalance policy. The Rebalance was in form a recognition of the
primary importance of Asia generally to America’s long term interests, but in fact
it was a signal that the era of wishful thinking about Beijing’s intentions was end-
ing. The Rebalance affirmed America’s commitment to the region, led to closer rela-
tionships with our treaty partners and—most important of all—made clear that the
object of our policy was to uphold the rights of the United States to trade and travel
in the region and the integrity of the norm based global order.

The Trump administration has refined and deepened the scope of the Rebalance.
The new national security strategy properly identifies great power competition as
the main focus of our foreign policy and explicitly and appropriately features China
as a threat. In furtherance of the new strategy, the administration is developing and
applying a range of economic tools capable of imposing costs and consequences on
Beijing.

In addition, Congress has played a vigorous role in the last few years. The fol-
lowing steps were of particular importance: lifting the defense sequester and in-
creasing the budget for the armed forces, amending and strengthening CFIUS to
provide greater protection against Chinese investments in the United States that
threaten our national security, and passing the BUILD Act to enable the United
States to contest the One Belt One Road initiative with an alternative that empha-
sizes respect for labor standards, the environment, and the interests of local workers
and economies. Most recently, Congress passed the Asia Reassurance Initiative Act
to deter aggression, including from China, promote partnerships in the region, and
ensure the American budgetary commitment to the Indo Pacific more closely
matches our national interest in the region.

Those were major achievements, and this hearing is a sign that more are coming.
As a former Member and Senator, I'm proud of how Congress is responding.

CONCLUSION AND RECOMMENDATIONS

We are now in a time of transition similar to the decade following the Second
World War. At that time the Truman and Eisenhower administrations recognized
the danger of Soviet aggression, defined the nature of the threat and the strategy
necessary to counter it, and built an architecture of tools necessary to carry out the
strategy.

To be sure, it would be inaccurate and unhelpful to think of the U.S.-China rela-
tionship as a cold war. It’s better framed as a competition between two powerful
nations which have conflicting interests and very different visions of the world.

The CCP is seeking for China a kind of regional hegemony, with the broader and
longer term goal of reshaping the world order. There are three sets of reasons moti-
vating the regime:

1. Economic and strategic: Beijing wants to leverage its economic strength to cap-
ture markets, secure unfettered access to critical resources, attain technological
dominance, and promote its economic model abroad.

2. Nationalistic and historical: The United States and its allies have midwifed an
international system that fosters, however imperfectly, free access to the inter-
national “commons,” neutral rules governing trade, and the peaceful resolution of
disputes. China’s leaders are happy to accept the benefits of such a system but chafe
at the constraints. Their vision is of a world where the powerful countries get most
of the benefits, at least within their respective spheres of influence. They are mov-
ing to create such a sphere, at least in Asia.

3. Political: The CCP is well aware that it lacks the legitimacy of a democratically
elected government. To strengthen its popular support, the Party believes it must
deliver economic growth, a better quality of life, and a reassertion of China’s historic
place as the Middle Kingdom in Asia and a leading power in the world. Success in
those areas is therefore not just a matter of national interest, but vital, in the CCP’s
view, to the continued stability of the regime.

These reasons are deeply rooted in the psyche of the CCP leadership and in their
own interests as they have defined them. That means that we cannot expect China,
as long as it is controlled by the CCP, to abandon either its hegemonic goals or the
means it has used to achieve them, unless and until costs and consequences are im-
posed which channel the Party in a different and acceptable direction.

The problem is that the path which the CCP has chosen for China constitutes a
serious threat to the peace of the region, the security and legitimate interests of the
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United States and its allies, and the norm based international order that promotes
equal rights for all nations and the peaceful resolution of disputes.

That 1s the reason this national competition is now underway.

The immediate task for the United States government is to build on the progress
made in recent years and, in concert with allies and partners, complete the creation
of a national security architecture for the challenge that lies ahead.

(%elrdtain strategic considerations should be kept firmly in mind as this process
unfolds.

o It will be necessary to sustain bipartisan agreement on what success in this na-
tional competition means, and on the highest order principles and methods that
will be used to achieve it. Only such an agreement can sustain the kind of pro-
longed national effort that will be necessary to achieve a favorable result.

e China is a great power that is reassuming its place as a leading figure in the
community of nations. The United States should welcome and respect that de-
velopment. The problem here is not the aspirations of the Chinese people or the
pride they take in the history and culture of their country. The problem is how
the CCP is defining its ambitions for China and the coercive and illicit methods
it is using to achieve them. In this context, it will be necessary clearly to com-
municate to the CCP leadership what is and is not acceptable and to impose
real costs and consequences for actions which cross the line.

e Congress should focus on continuing to develop a range of flexible tools for im-
posing costs in a way that does not escalate confrontations into crises. The ma-
jority of those tools should be economic, diplomatic, or reputational. While it is
vital to continue rebuilding our armed forces and to maintain a substantial for-
ward presence in the region, the primary mission of American hard power
should be to prevent escalating armed conflict so that the tools of soft or smart
power have time to work.

Here are some specific recommendations for the Committee:

1. The Committee is right to be concerned about China’s One Belt One Road
(OBOR) program and generally about the PRC’s use of investment and other incen-
tives to interfere with America’s bilateral relationships. I am particularly concerned
about the maritime aspects of OBOR. An estimated 70 percent of the world’s con-
tainer traffic flows through Chinese owned or invested ports, generating substantial
economic leverage China could convert into broader political and military influence.
The Committee should consider investigating the details of those investments, or se-
curing an assessment by the intelligence community or the Federal Maritime Ad-
ministration, with a view towards developing an appropriate response.

2. The BUILD Act was a vital first step in creating a development alternative for
countries targeted by One Belt One Road. The Committee should oversee the cre-
ation of the new agency to ensure that it works with other development bodies to
maximize its impact, and to contest in appropriate ways the Chinese narrative re-
garding One Belt One Road.

3. I am sure the Committee intends to vigorously oversee implementation of the
Asia Reassurance Initiative Act. The authorization in the bill should be fully funded,
and the Committee should press for additional funding after the program is up and
running. The Committee might also consider encouraging colleagues on the Armed
Services Committee to authorize an Indo Pacific Deterrence Initiative, modeled off
the European Deterrence Initiative (EDI), to further enhance U.S. military presence
and commitment to the region.

4. The Chinese are actively using investments and promises of support, particu-
larly in Eastern Europe, to fragment the EU’s response to China’s human rights
record and unfair trade practices. Though the European Deterrence Initiative is di-
rected mostly at Russia, it (and NATO) could be a good vehicle for increasing our
influence in Europe in support of the EU where China is concerned.

5. The Committee is aware of the CCP’s use of “sharp” power to protect its nar-
rative by manipulating opinion in other countries. A hearing directed to that sub-
ject, with a focus on the CCP’s United Front activities, could be the basis for legisla-
tion expanding the capabilities of the State Department and other agencies to re-
spond in a manner consistent with our values. Long term, this tool will be essential
in the national competition.

T'll close by quoting the final paragraph of the introduction to the Commission’s
2018 Report:

For several decades, U.S. policy toward China was rooted in hopes that economic,
diplomatic, and security engagement would lay the foundation for a more open, lib-
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eral, and responsible China. Those hopes have, so far, proven futile. Members of
Congress, the administration, and the business community have already begun tak-
ing bipartisan steps to address China’s subversion of the international order. Wash-
ington now appears to be calling with a unified voice for a firmer U.S. response to
China’s disruptive actions. In many areas, the CCP will be quick to cast any
pushback or legitimate criticism as fear, nationalism, protectionism, and racism
against the Chinese people. As a new approach takes shape, U.S. policy makers
have difficult decisions to make, but one choice is easy: reality, not hope, should
drive U.S. policy toward China.

Again, I speak on behalf of the U.S.-China Commission when I say we want to
assist you in any way we can as you move forward with your efforts.

[The information referred to follows:]

CHINA’S TECHNONATIONALISM TOOLBOX: A PRIMER

U.S.-China Economic and
Security Review Commission

ssue Brief

March 28, 2018

China’s Technonationalism Toolbox: A Primer

Katherine Koleski, Policy Analyst, Economics and Trade
Nargiza Salidjanova, Senior Policy Analyst, Economics and Trade

The Chinese government has pursued comprehensive, long-term ind | ies to build i ionally
competitive domestic firms and replace foreign technology and products with those designed and made by ("I]lm.-.c
compames first al home, and then abroad.' This state-led approach 1s enshrined m the “Made n Cluna 2025™

strategy—the "5 ind I blueprint designed to China into a technological powerhouse.” The
Chinese government’s toolbox includes localization targets, massive state ﬁmdms for industry development,
and b and develoy (R&D), Clina-specific dards, foreign i

resLnrmons recml nent of foreign talent, state-directed acquisition of foreign technology and intellectual property,
and, i some cases, ndustnal espionage (see Table 1).7

In a broad range of industri from pace to | Chinese policies require U.S. and
other foreign finus to transfer technology, move g and bly facilities to China, and collaborate
with their future competitors (often as ||1||1c|nlyjn||1l -venture partners) as the |1nc|_ of market entry, unpacting U S,
firms’ bility, operati and future peti . More recently, China has been leveraging the openness

of the Un:ited States and other market-based economies to gain access to advanced research and data, recruit a
globally talented workforee, acquire and mnvest in leading-edge firms through Chinese state financing, and freely
sell their products and services abroad.* The scale and volume of government resources directed toward these
sectors severely limits the ability of foreign firms to compete fairly in China’s market, and creates distorted global
and domestic market conditions.

Table 1: China’s Industrial Policy Toolbox

Policy Tool Description

L Within its industrial plans, the Chinese government sets targets for domestic and international market
Targels share that should be held by local technology and production, such as increasing Chinese companies’
. ) share of the domesti ustrial robot market to 70 percentby 2028, o

State Funding The central government pwudcs national i funds, subsidies, tax breaks. p 1l loans,

for Indusiry | export subsidies and guarantees, and other forms of financial suppert to develop national champions in
Development | strategic sectors. For example. in the solar sector, China’s Ministry of Finance subsidized 50 10 60 percent
of production costs of select solar companies, and 50 to 70 percent of installation costs for solar generation
and distribution systems. Local governments, which account for the Inrges[ share of financial aid, provide
ional suppont to local champions. At least 21 cities and five provinces have pledged a combined $6
in subsidies for robotics, These subsidies account for an estimated 10 percent of total operation
revenue for Chinese robotics firms Siasun and Estun. Local governments are also subsidizing between 15
and 30 percent of the purchase price of robotics to ge greater usage. Desig national

* The Made in China 2025 targets ten key sectors: (1) energy saving and new energy vehicles, (2) next-generation IT, (3) biotechnology, (4)
new materials, (5) aerospace, (6) ocean engineering and high-tech ships, (7) railway, (8) robotics, (9) pawer equipment, and (10)
For more i see Katherine Koleski, “The 13th Five-Year Plan," U.5.-China Econamic and Security

Review Coummizsion, Febmuary 14, 07 Ittps:fwww. isec. goviaitesdefndfiles Research/Thed620] 3th9620F ve-
Year#i20Plan_Final_2.14.17_Updated95209628002929 pdf.
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champions also received advantageous capital terms from stat d banks and i funds (e.g.,
wind tubine manufacturer Goldwind received a $5.5 billion loan from the state-owned China
Develop Bank).

‘Government The Chinese government provides significant R&D funding to strategic sectors. From 2005 to 2015, total

R&D Funding | govenment R&D spending grew more than 350 percent to reach $44.5 billion. China’s R&D expenditures
are rapidly catching up to the United States, with China’s total R&D spending (public and private)
mcreasing from 26.5 percent of total U8, R&D expendi i 2005 to 75.1 percent in 2015,

Government lhc Clunese government leverages its large central and local government procurement markets to benefit

Proc ic firms in gic sectors. For example, in 2012, the central government mandated its agencies
to purchase only Chinese automobile brands, leading several municipal and provincial governments to
follow suit.

Technology The Chinese g has rep dly created China-specific lards to raise the costs of market entry

Standards for foreign finms. For example, the People’s Bank of China announced a new technical encryption
standard for bank cards—incompatible with existing international standards and only used by the state-
owned China UnionPay—effectively cutting foreign electronic payment firms such as Visa and
Mab'[cr(_a:d out of the market and forcing them to spend additional money to redesign their cards to meet
the 1

Regulations The Chinese g 1 | ic firms by setting high regulatory thresholds for market entry
and creating vague regulations that allow for discretionary enforcement and interpretation to favor
d ic firms. In the ile sector, for i the g Juires foreign firms to form joint
ventures with state-owned firms as the price of market e.ntry

Foreign Through its Catalogue on Guiding Foreign Investment and Catalogue on Encowraged Imported

Investment Technology and Products, the Chinese government directs foreign wnvestment and technology mmports

Restrictions toward strategic sectors by destgmrmg industries as either “encowraged,” “permitted,” or “restricted” to

and  Import | foreign i . Foreign in targeted sectors is first welcomed to build domestic capacity,

Guidance but after domestic finns become competitive, the r_ovcrumml gmduully restricts this investment to
pmudt a prnmcled market for d ic firms. For bile industry shifted from

" i 1994-2010 to “permitted” in 2011-2014 ro icted” in 2015,

Foreign The Chinese government is recruiting overseas Chinese and foreign academics, experts and entrepreneurs

Talent in strategic sectors to come teach and work in China, most notably through its Thousand Talents Program
and Project 111. The Thousand Talents Program was launched in December 2008 and has brought more
than 4,000 foreigners to China's scientific laboratories, companies, and research centers. The Chinese
government also uses research and startup funding to incentivize foreign experts and entrepreneurs to split
time between their positions overseas and in China, Project 111 was launched in 2006 to recruit 1,000
foreign experts in strategic sectors from the world’s top IIJU universities and research institutes.

Acquisition of | The Chinese g Chinese ic sectors to expand their global market

Foreign access and gain ownership of key foreipn Iechuology mle.lleclua.'l property, and assets. Under the 13th

Technology Five-Year Plan (2016-2020), lnndreds of g lled venture capital funds with combined
endowments worth at least $325 bll]mru supputn Lllmese compamesm these slmteg:lc industries and enable
them to pursue foreign acquisi For the 1 Circuit Industry Investment
Fu.nd (with at least SI 79 Inllmu ||1endou.1nmt) has been instrumental in providing financing for the rapid

in d and i abroad. In 2015-2016, Chinese firms attempted or

completed at least 21 @ulsumm of US. semiconductor companies.

Industrial The Chinese government continues to conduct pervasive industrial espionage against U.S. companies,

Esplonage universities, and the government, and to direct efforts to circumvent U8, export controls to gain access
to cutting-edge technologies and mtellecmal property in strategic sectors.

.\own':e Adapted from U.S.-China Economic and Secunity Review Commission,

“Chapter 4. Section 1: China's Pursuit of Dominance in

Review Commission, “Chapter 1, Section 3: China’s 13th Five-Year Plan,”
160

2, Robotics, and Biotechnology,” 201 7 Annual Report to Congress, November 2017, 511-515; U 5.

“hina Economic and Security

2016 Annual Report to Congress, November 2016, 151, 156—
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Selected Recommendations

The Commission has made the following dations to

technology develop and intellectual property.
2017 Annual Report to Congress:

Ad.

China’s trade-di ing policies related to

e Congress consider legislation updating the Committee on Foreign Investment in the United States (CFIUS)
statute to address current and evolving security risks. Among the issues Congress should consider are:

o Prohibiting the acquisition of U.S. assets by Chinese state-owned or state-controlled entities,
including sovereign wealth funds.

o Requiring a mandatory review of any transaction involving the acquisition of a controlling interest
in .S, assets by Chinese entities not falling under the above class of acquiring entities.

o Requiring reviews of investments in U.S -based greenfield assets by Chinese-controlled entities to
assess any potential harm to U.S. national and economic security.

o Expanding the definition of “control” to include joint ventures, venture capital funds, licensing
and other arrang or that enable Chinese entities to access and/or
delenmue the dlsposmou of any asset.

-

o Prohibiting any acquisi or 1 that would confer “control” with regard to critical
technolog;es or infrastructure, The U.S. Departments of Homeland Security, Commerce, and
Defense shall prepare and regularly update a list of critical technologies or infrastructure that would
not be eligible for acquisition or investment by any Chinese entities to ensure U.S. economic and

national security interests are protected.

o Including a net economic benefit test to assess the impact of acquisitions by Chinese entities in the
United States to ensure they advance U.S. national economic interests.

o Requiring that any proposed acquisition of a media property by a Chinese entity be assessed in
terms of the acquiring entity’s history of adhering to Chinese C ist Party propaganda
objectives and its potential to influence public opinion in the United States.

o Authorizing an independent review panel, appointed by Congress, to review the actions and
activities of CFIUS on a continuing basis.

o Allowing any CFIUS member agency to bring a transaction up for review and investigation.

+ Congress direct the National Science and Technology Council, in coordination with the National Economic
CO{IIJ(.‘I]. and relevanl ageucles tc |dennfy gaps in U.S. loclmologlcal development vis-i-vis China,

Tudi 2y, ring, and math ics workforce devel interagency
coordmauon aud utilization of ex1stm,g innovation and manufacturing institutes, and, following this
develop and update biennially a comprehensive strategic plan to enhance U.S. competitiveness

in ad 1 e and tecl 1.‘3),_

* Congress direct the Federal Bureau of Investigation in concert with the U.S. Department of Commerce’s
International Trade Administration to expand I to and develop educational materials and tools for

1.5, academics, busi n pitalists, and startups in dual-use sectors on potential risks associated

with Chinese mvestors and pa.rtuers the Chinese government’s role in acquiring technology through
programs such as the Thousand Talents Program and Project 111, and steps to prevent industrial and cyber
espionage.
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2015 Annual Report to Congress:

= Congress pass leglslatmrl to require the Securities arld Exchange Commission (SEC) to make clear to

publicly traded I and their i the cir under which the theft of intellectual
property through a computer network intrusion may be a material fact that might affect a company’s
revenues and should therefore be required to be disclosed to the SEC.

Further Reading

e U.S.-China Economic and Security Review Commission, “Chapter 4, Section 1: China’s Pursuit of
Dominance in Computing, Robotics, and Biotechnology,” 2017 Annual Report to Congress, November
2017.

* U.S.-China Economic and Security Review Commission, “Chapter 1, Section 3: China’s 13th Five-Year
Plan,” 2016 Annual Report to Congress, November 2016.

* U.S.-China Economic and Security Review Commission, “Chapter 1, Section 3: China’s State-Led Market
Reform and Competitiveness Agenda,” 205 Aunnal Report to Congress, November 2015,

e US.-China Economic and Security Review Commission, “Chapter 1, Section 4: Commercial Cyber
Espionage and Barriers to Digital Trade in China,” 2015 Anmual Report to Congress, November 2015.

Disclaimer: The U.S.-China Economic and Security Review Conunission was created by Congress to report on the national
security implications of the bilateral trade and economic relationship between the United States and the People’s Republic of
China. For more information, visit www.usee.gov or join the Commission on Facebook.

This report is the product of professional research performed by the staff of the U.S.-China Economic and Security Review
Comumission, and was prepared at the request of the C i 1o its deliberati Posting of the report to the
Commission’s website is intended to promote greater public understanding of the issues addressed by the Commission in its
ongoing assessment of U.S.-China economic relations and their implications for U.S. security, as mandated by Pubhc I.aw 106—
398 and Public Law 113-291. However. it does not necessarily m.lplv an end by the C i any i |
Ci issi or the C ission’s other ional staff. of the views or conclusions expressed in this staff research report.

! People’s Republic of China, /3th Five-Year Plan on National Economic and Social Development, March 17, 2016. Translation; State
Council of the People’s Republic of China, Made tn Clina 2025, May 8, 2015, Translation: Tai Ming Cheung et al., “Planning for
Innovation: Understanding China’s Plans for Technological, Energy, Industrial, and Defense Devel " University of California
Instintte on Global Conflict and Coaperation (prepared for the U.S.-China Economic and Security Review Commission). July 28, 2016,

2 Tai Ming Cheung et al., “Planning for Innovation: Understanding China's Plans for Technological, Energy, Industrial, and Defense
Development.” University of California Institute on Global Conflict and Cooperarion (prepared for the U.S.-China Economic and
Security Review Commission), July 28, 2016,

#U.S.-China Economic and Security Review Commission, Chapter 1, Section 3, “China’s 13th Five-Year Plan,” in 206 Annual Report fo
Congress, November 2016, 151-161.

4 1U.5.-China Economic and Security Review Commission, “Chapter 4, Section 1: China’s Pursuit of Dominance in Computing, Robotics,
and Biotechnology,” 201 7 Anmual Report to Congress, November 2017.

* PricewaterhouseCoopers, “A Decade of Unprecedented Growth: China’s Impact on the Semiconductor Industry 2014 Update,” January
2015, 74: Jost Wubbeke et al., “Made in China 2025: The Making of a High-Tech Superp and Ci for Industrial Countries,”
Mercator Institute for China Studies, December 2016, 23, 44; Xinhua, “China Establishes Fund to Invest in Advanced Manufacturing,”
China Daily, June §, 2016; Engen Tham and David Stanway, “China Launches $30 Bln State-Controlled Venture Capital Fund,” Rewters,
August 18, 2016; Xinhuo, “China Launches $14.68 Intemet Investment Fund,” State Council of the People s Republic of China, January
23, 2017; Ministry of Industry and Information Technology of the People's Republic of China, Ministry of Industry and Information
Technology and the China Develapment Bank Jointly Agree to Sign an Agreement to Advance the “Made in China 2025 Initative,
November 9, 2016, Translation: Elias Glenn, “China State Firms Set up 150 Billion Yuan Fund to Invest in New Technologies: Xinhua,™
Reuters, May 16, 2017; U.S.-China Economic and Security Review Commission, Hearing on China Ahead of the 13th Five-Year Plan:
Ceompetitiveness and Market Reform, written testimony of Oliver K. Melton, April 22, 2015, 10.

The CHAIRMAN. Senator Talent, thank you very much. As you
noted, you went substantially over your time. Even though you
have hung up your toga, you have not given up the Senate habits.

[Laughter.]

The CHAIRMAN. So in that regard, you have our forgiveness.

Senator TALENT. I very much appreciate your indulgence and
that of the ranking member. Thank you.

The CHAIRMAN. But thank you so much. Those were great state-
ments.
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Now we have Dr. Oriana Mastro. Dr. Mastro is an assistant pro-
fessor of security studies in the Edmund A. Walsh School of For-
eign Service at Georgetown University where she focuses on Chi-
nese military and security policy, Asia-Pacific issues, war termi-
nation, and course of diplomacy.

She is also an officer in the United States Air Force Reserve—
thank you—for which she works as a political military affairs strat-
egist at PACAF and is currently the Jeane Kirkpatrick Fellow at
the American Enterprise Institute.

Previously, Dr. Mastro was a Stanton Nuclear Security Fellow at
the Council on Foreign Relations, a fellow in the Asia-Pacific Secu-
rity Program at the Center for a New American Security, a Univer-
sity of Virginia Miller Center National Fellow, a Center for Stra-
tegic and International Studies Pacific Forum Sasakawa Peace Fel-
low, and a pre-doctoral fellow at the Institution for Security and
Conflict Studies at George Washington University.

Additionally, she has worked on China policy issues at the Car-
negie Endowment for International Peace, RAND Corporation, U.S.
Pacific Command, and Project 2049.

Doctor, thank you so much for joining us, and we look forward
to hearing from you.

STATEMENT OF DR. ORIANA MASTRO, ASSISTANT PROFESSOR
OF SECURITY STUDIES, EDMUND A. WALSH SCHOOL OF FOR-
EIGN SERVICE, GEORGETOWN UNIVERSITY, WASHINGTON,
DC

Dr. MAsTRO. Thank you, Mr. Chairman, Ranking Member
Menendez, and distinguished members of the committee. Thank
you for the opportunity to discuss some of the ways China is in-
creasing its power and influence, in some cases at the expense of
the United States.

The views I am about to express are my own, though given the
time constraints, I am going to try to use more of my military
training and less of my academic training to make my comments
as brief as possible.

China’s economic growth has been astounding. But for me per-
haps even more significant has been China’s ability to translate its
economic growth into vast economic, political, and military power
on the world stage, especially over the past 20 years. This is sur-
prising because China actually started out in a weaker position vis-
a-vis the United States. China’s systems and values are generally
less attractive to most around the world than those of the United
States. China also does not have any allies or really strong part-
ners. Its military is so greatly inferior to that of the United States
in terms of power projection capabilities, though I list in my testi-
mony how it has managed to create some severe operational dif-
ficulties in the region.

China’s economy, we have to remember, has been smaller than
that of the United States over the past 20 years, and it entered an
international order in which the United States wielded a dispropor-
tionate degree of influence.

But even with all these disadvantages, China’s relative power
has grown to the point that we now find ourselves in a great power
competition.
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And so this situation highlights the theme of my testimony
today, which is to look at how China has managed to make such
power gains over the past 20 years. I think answering this question
can provide some critical insights into how the United States
should increase its own competitiveness in this great power com-
petition.

In my written testimony, I go through this obviously in much
more detail. But my bottom line argument is that to date, China
has gained power and influence by focusing on areas where the
U.S’s ability and willingness to compete has been relatively weak,
and then leveraging China’s own strengths, its own comparative
advantages in new and entrepreneurial ways to build power in
those areas. Admittedly, China’s efforts have not always been suc-
cessful, but we know that its share of world power has increased,
suggesting that it succeeds more often than it fails.

In terms of China’s approach to building political power, it has
been mentioned that China only joined many of these international
institutions in the 1990s, and the United States largely supported
this change with the idea that the more China participated, the
more it would be socialized into the then-current norms and rules
of behavior. We know now that the logic of this U.S. support was
proven flawed.

But to me the problem is not China’s participation in inter-
national institutions. The central problem is that these institutions
have not adapted to ensure that China is accommodated in the few
cases where its aims are legitimate and that the institutions can
constrain Chinese behavior when Chinese aims are not legitimate.
The United States has also not attempted to build new institutions
to address contemporary issues.

As a result, China has been able to build up power by exploiting
many gaps in the international order by building alternative insti-
tutions, and then actually by shaping a lot of rules and norms in
its favor. There are many areas where these norms are either non-
existent or weak, and China has been actively working to shape
them so that they benefit China economically, politically, and mili-
tarily.

In terms of their approach to military power, I think this is one
area where their entrepreneurial approach is extremely clear.
China has long understood that to succeed in reaching great power
status, they had to avoid a strong response from the United States
to delay action. And they have done so by being relatively ambig-
uous to date, at least until the past couple of years, about what
their intentions have been.

There is nowhere I think that China’s entrepreneurial strategies
are more evident than their anti-access/area denial strategy. This
is when they focus on low-cost asymmetric capabilities designed to
erode U.S. military supremacy and to make it difficult for the
United States to come to the aid of our allies in the region in case
of a conflict with China.

Another area where they have been very entrepreneurial is in
their approach to building up power and influence in the South
China Sea. Instead of directly confronting the United States—in
my position and I would say from reading Chinese writings and lis-
tening to Chinese speeches, this is not controversial—is that China
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wants to be dominant in the Indo-Pacific region, and that domi-
nance includes pushing the United States military out of the re-
gion.

But to do so, they have not done it directly. They engage, for ex-
ample, in gray zone activities, which means that China increases
the risk of the United States in operating in the South China Sea
by harassing our vessels and aircraft with non-military platforms.
This makes it very difficult for us to respond.

In my written testimony, I go through great detail about China’s
strategy to control the South China Sea, and I do so only to high-
light one of my final points, which is that the South China Sea lies,
in my view, at the center of this geopolitical competition.

To sum up, I do not think it is fair to say that China has been
outcompeting the United States. In many ways the United States
has not been competing. We have not been present in many of
these areas and many of these countries where China has focused
on building its influence when they use industrial policy or infra-
structure building. The amount of money that the United States
has focused on these efforts has been quite small.

And when it comes to the military, while balancing is a step in
the right direction, the United States military still does not have
the platforms, the posture, the basing, and the training that it
needs to ensure it prevails in most conflicts in Asia.

Washington needs to get back into the game. We need to start
competing again. And I do not think we should do so by lowering
our standards to China’s level. While imperfect in implementation,
the values and principles behind U.S. global power and leadership
ensure that others also benefit. China’s Achilles heel in my mind
is that its leaders have failed to articulate a vision of Chinese
dominance that is beneficial for anyone but China. In the pursuit
of economic, political, and military power, I believe the protection
of liberal values needs to be our guidepost and a priority.

There are many things that we can do to be more competitive—
and I am happy to address some of those in the Q&A. But I do
think Washington needs to embark on a program of institution
building and take seriously the idea that we need to shape inter-
national norms in our favor and fill gaps so that China cannot ex-
ploit the international system to its benefit.

And we need to leverage our own strengths against Chinese
weaknesses, one of which is our allies and partners and ability to
build coalitions. This is not a great power competition between the
United States and China. This is between China and the United
States with our allies and partners. And being competitive does not
mean confronting China and undermining China. It means making
ourselves a more attractive global partner.

It will take immense political capital to facilitate such coopera-
tion among nations, but this is the only way I believe to ensure
that the United States, in conjunction with its allies and partners,
maintains the vast share of power and influence in the inter-
national system, which I believe is to all countries’ benefit.

Thank you very much.

[The prepared statement of Dr. Mastro follows:]
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Chairman Risch, Ranking Member Menendez, and distinguished members of the
committee, thank you for the opportunity to discuss some of the ways China is chal-
lenging U.S. primacy in the region and in the international system more broadly.
Before I begin describing the tactics China has been employing to accumulate power
and influence, at times at the United States’ expense, I want to be upfront about
the strategic framework that colors my thinking.

First, I do not believe China is inherently a threat to the United States. But
China has defined its interests and goals in such a way that they conflict with those
of the United States. Specifically, China believes that dominance of the Indo-Pacific
is central to its security and interests, meaning that Beijing cannot feel secure with
the U.S. forward presence in the region. And the United States cannot protect its
own interests and national security without the ability to operate there. Thus, we
have a serious conflict of interest.

Second, China prefers to use political and economic tools to achieve its security
goals, but as its military becomes more proficient, it will not shy away from using
this tool as well if the issue at hand is important and the other tools do not suffice.
In other words, I believe Chinese leaders are being truthful when they say they
would prefer to achieve China’s goals peacefully. But this just means that they hope
the United States and others will fully accommodate their position without a fight.

Lastly, I believe China’s territorial aims are limited. It wants control over the
South China Sea, the East China Sea and Taiwan, and nothing more. Thus, if the
United States conceded to China the sphere of influence of Northeast, Southeast,
Central, and South Asia, our points of contention would be greatly lessened. How-
ever, I also believe these demands are too much and that the U.S. cannot concede
to them without seriously jeopardizing its own security and that of its allies and
partners in the region. In other words, it is easy to avoid conflict if you give the
other side everything it wants.

THE STRATEGY BEHIND CHINA’S RISE

China’s rise has been meteoric in pace and astounding in scale. Since Deng
Xiaoping’s market reforms in 1979 that shifted China to a more market-based econ-
omy, Chinese gross domestic product growth has “averaged nearly 10 percent a year

. and has lifted more than 800 million people out of poverty.”! Today, China is
the second-largest economy and the largest single contributor to world growth since
the 2008 financial crisis.2 Between 2005 and 2018, China invested around $1,941.53
billion (USD) worldwide.3 In the same time frame, nominal Chinese military spend-
ing increased from $76.6 billion (USD) to $228.2 billion.4

China has managed to translate its economic growth into vast economic, political,
and military power on the world stage. On the most basic level, power is the ability
to get other countries to do what you want. China’s system and values are generally
less attractive than those of the United States. China also does not have allies or
even the long-standing relationships that the United States has around the world,
its military is still greatly inferior to that of the United States in power projection
capabilities, its economy has been smaller, and it entered an international order in
which the United States wielded a disproportionate degree of influence. But even
with all these disadvantages, Chinese relative power has grown to the point that
we now find ourselves in a great power competition.

This situation highlights the theme of my testimony today: how China has man-
aged to make relative power gains from its weaker position over the past 20 years.
My bottom-line argument is that China has consistently chosen a position in the
international system from which it can best limit the degree to which other states’
policies affect it and from which it can influence the nature and terms of competi-
tion. For example, China spent much of the 1990s and 2000s finding places and
issues where the competition among states was the weakest—military operations
other than war such as peacekeeping and infrastructure development as a key com-
ponent of economic aid and engagement with specific countries in Africa, Latin
America, and Asia that had a weak U.S. presence. China then leveraged its
strengths and took entrepreneurial actions to outmaneuver the United States, tip-
ping the balance of power in its favor. Admittedly, China is not always successful
in its endeavors. But its share of world power has increased, suggesting that it suc-
ceeds often enough. I argue that this is not because the United States is insuffi-
ciently competitive on the world stage as a political, economic, or military partner,
but because Washington has simply not been competing.
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CHINA’S APPROACH TO BUILDING POLITICAL POWER

The United States set up international institutions after WWII as means of pro-
moting cooperation and constraining states in ways that encouraged responsible,
stabilizing foreign policy choices on the part of the participants. This experiment
has largely been successful. States are more cooperative than ever before, and the
rate of interstate conflict is at a historical low. (And the interstate wars that do
erupt are shorter and less violent.) These institutions also facilitate the promotion
of structures, norms, principles, and values that support U.S. power and reduce the
transaction costs of diplomacy, making it easier for the United States to exercise
its power.

For these reasons, China avoided international institutions during the Cold War
and criticized them as tools of U.S. hegemonic power. In the 1990s, however, Chi-
nese leaders decided it would be to their benefit to become less isolated economically
and politically, so China joined almost all of the existing institutions. The United
States supported this change, as American strategists believed that the more China
participated, the more it would be socialized into the then-current norms and rules
of behavior.

The logic behind the U.S. support has proved flawed. This does not imply, how-
ever, that the inclusive approach is incorrect. That others benefit from U.S. leader-
ship is one of the greatest competitive advantages the United States wields over
China. And there is little evidence that China wants to overturn the current order,
as Beijing benefits greatly from aspects of it. As a member of the permanent five
with veto power, China has gained significant power over international security
from its participation in the United Nations Security Council. As of April 2018, the
World Bank had lent China more than $60.495 trillion for 416 projects on domestic
growth in transportation, urban development, rural development, water resources
management, energy, and the environment. China’s accession to the World Trade
Organization (WTO) expanded China’s access to foreign markets, leading to a surge
in exports that fueled its impressive economic growth.

The biggest issue is not China’s participation in international institutions. The
central problems are not only that these institutions have not adapted to ensure
that China is accommodated when its aims are legitimate and constrained when
they are not, but also that the United States has not attempted to build new institu-
tions to address contemporary issues. As a result, China has been able to build up
its political power in three ways: by exploiting blind spots in the international order,
by building alternative institutions, and by shaping roles and norms in its favor.
The result of this strategy is twofold. First, China is more inured from international
pressure, making it more difficult to shape Chinese behavior. Second, states are de-
pendent on Beijing economically and politically, which allows China to compel oth-
ers to accommodate its will. States’ desire to avoid Beijing’s wrath to not become
targets of its political warfare or economic coercion makes many, including allies
and partners of the United States, unwilling to support U.S. policies that push back
against China or condemn some of its irresponsible behavior.

Exploiting Strategic Blind Spots. First, the U.S.-led world order has weaknesses
and gaps that China has successfully exploited. When China began to enter inter-
national institutions, some parts of the world were largely outside the U.S.-led
world order and consequently were not benefiting from it. Thus, China initially
chose to focus on increasing its influence in parts of the world where the U.S. pres-
ence was weak or nonexistent. These areas included unsavory regimes that the U.S.
had abandoned such as North Korea, Myanmar, and Zimbabwe. China’s relation-
ships with these regimes increase its political power without threatening the United
States. They also included parts of the world that the United States had neglected.
China did not supplant the United States in Central Asia or in many African coun-
tries; the U.S. was simply not there. U.S. companies in particular have been con-
spicuously absent. For example, in Ecuador, Chinese companies invested $1.8 billion
USD in 2005, while U.S. companies invested less than $50,000.5

Second, Beijing actively builds defenses against aspects of the order that are unfa-
vorable to its interests. It has done so, for example, by infiltrating groups to render
them ineffective, as in the case of the U.N. Human Rights Council (UNHRC).6 With-
in the UNHRC, China has used its position to shield itself from criticism about its
domestic human rights violations and change norms surrounding transparency and
accountability in dealing with human rights violations in other countries.” For in-
stance, China has blocked the accreditation of certain nongovernmental organiza-
tions that criticize or investigate human rights violations. It has also emphasized
principles such as “sovereignty” to shield states from having to disclose certain in-
formation about domestic human rights violations.8 The United States, instead of
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strengthening its role in the UNHRC to ensure that the institution performs as
originally intended, has conceded ground by withdrawing from it.

When it does not infiltrate international organizations to render them ineffective,
Beijing repurposes institutions for its own strategic purposes. For example, it uses
INTERPOL’s “red notice” system to track down dissidents. Since Meng Hongwei,?
a former Chinese vice minister of public security, was elected the leader of
INTERPOL in 2016, INTERPOL has released nearly 100 red notices for Chinese
dissidents abroad.10

Building Alternative Institutions. In some cases, China has worked to change the
rules of institutions to gain a greater official say in their activities and decisions.
It has sought to rewrite the rules in institutions like the WTO, the International
Monetary Fund (IMF), and the World Bank to increase its voting power to be com-
mensurate with its economic stature. For example, during the 2001-09 WTO Doha
development rounds, China led a group of developing countries in pushing back
against the developed nations to demand better trade deals for developing nations
worldwide.!1 At the IMF, voting power and governance are based on special drawing
rights (SDR), or an international reserve asset.!2 In 2015, China fought to make the
renmliglbi part of the SDR, and its quota share increased from 4 percent to 6.41 per-
cent.

Yet when China believes it cannot achieve a level of influence commensurate with
its economic status, it is often prepared to create its own institutions. For example,
the Asian Infrastructure Investment Bank (AIIB) shows China’s willingness to
found organizations that further its interests but that are still tied to the inter-
national trade system. After years of arguing for better infrastructure investment
in Asia at the World Bank and the IMF, China launched the AIIB in 2016 to invest
in projects that were “high quality, low cost” in infrastructure and connectivity.4
In the most recently available Annual Report (2017), the AIIB claims to have 84
approved members and over $4.22 billion USD worth of investments in projects and
funds.'> The United States has no influence in this institution because Washington
refused to participate.

The most significant initiative for building and exercising Chinese power globally
is the Belt and Road Initiative (BRI). Since 2013, over 70 countries have signed con-
tracts for projects under the BRI, and it is reported that between 2013 and 2018
China spent a total of $614 billion USD on BRI projects.16 In Africa, the BRI has
built airports, railways, manufacturing hubs, and infrastructure improvements with
significant investments in Nigeria, Ethiopia, and Kenya. In Europe, the BRI has
made inroads in central and eastern Europe and has recently been in dialogue with
Portugal and Greece (with a specific interest in port access). In Asia, the BRI has
made significant investments in railway and port construction, with proposals in In-
donesia, Laos, and Malaysia.l?

But the initiative is not just about building infrastructure. Through the BRI,
China is attempting to leverage its economic power for political and security pur-
poses, which include making the world a safe place for authoritarian governments.
Nadege Rolland, in her definitive book on the BRI, writes that “BRI is intended to
enable China to better use its growing economic clout to achieve its ultimate polit-
ical aims without provoking a countervailing response or a military conflict” to
achieve its ultimate goal “of establishing itself as the preponderant power in Eur-
asia and a global power second to none.” 18 Many of these countries take Chinese
funding because they have few other options—and the Trump administration’s ini-
tiative to dedicate $113 million to new technology, energy, and infrastructure initia-
tives in emerging Asia is far from sufficient to change this calculus.

Shaping Rules and Norms in China’s Favor. Third, China has sought to establish
new standards, rules, norms, and processes to give it a competitive advantage where
the established order is weak, ambiguous, or nonexistent. For example, China is try-
ing to shape governance and policy in artificial intelligence in ways that give its
companies an edge, legitimize its internal social uses of technologies such as face
recognition software, and weaken the voices of independent civil society actors who
inform the debate in North America and Europe.

In the cyber realm, China has been pushing an idea of “cyber sovereignty” that
considers cyberspace to be primarily governed by states and recognizes the legit-
imacy of every state’s efforts to govern content within its borders, rather than just
ensuring the functioning of the internet. This idea stands in contrast to the United
States’ desired model, which is multilateral and guarantees a role for nonstate, civil-
ian actors. To shift the norm in its preferred direction, China has put the brakes
on U.S.-led norm building in the U.N. Group of Governmental Experts (the main
norm-setting body for Western governments in cyberspace) and has held its own an-
nual World Internet Conference in Wuzhen since 2014. China has been watching
the 2016 U.S. election hacking with keen interest to see if Western countries will
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start to follow China’s lead in favoring content controls over the internet and will
walk back from the ideas set out in the UNHRC’s “internet freedom” speech.

In the maritime realm, the United States insists that freedom of navigation of
military vessels is a universally established and accepted practice enshrined in
international law, but not all countries accept this interpretation. Argentina, Brazil,
China, India, Indonesia, Iran, Malaysia, the Maldives, Oman, and Vietnam argue
that warships have no automatic right of innocent passage in their territorial seas.
Twenty other developing countries (including Brazil, India, Malaysia, and Vietnam)
insist that military activities such as close-in surveillance and reconnaissance by a
country in another country’s exclusive economic zone (EEZ) infringe on coastal
states’ security interests and therefore are not protected under freedom of naviga-
tion. China is exploiting this lack of consensus, and that the United States has not
even ratified U.N. Convention on the Law of the Seas, to its advantage. It is seeking
to establish a code of conduct with Association of Southwest Asian Nations (ASEAN)
éountries that could legitimize Chinese expansionist activities in the South China

ea.

CHINA’S APPROACH TO BUILDING MILITARY POWER

Chinese leaders and strategists have long understood that to rise to great power
status, they must avoid a strong negative response from the U.S. In the late 1990s,
China adopted a strategy of reassurance that emphasized “regional economic inte-
gration and multilateral confidence building in an effort to assuage the fears of Chi-
na’s neighbors during its ascendance to great-power status.”1® Chinese military
modernization came last and is therefore a relatively new phenomenon. Ten years
ago, Chinese defense spending was a third of what it is today. By all standard meas-
ures, the Chinese military was backward. Its navy was a glorified coast guard that
could not sail beyond visual range of the coastline. Its pilots, poorly trained and
with few flight hours, did not fly at night or over water. Its nuclear forces still relied
on liquid fuel and storage in silos, both of which greatly reduced its survivability.
And none of the services had modern, mechanized equipment. Indeed, the mecha-
nization of the Chinese military is only scheduled to be completed 2 years from now.

Once China did begin modernizing, it focused on defensive military capabilities
first. China’s desire to engage in “military operations other than war” such as peace-
keeping, humanitarian assistance, and disaster relief under Hu Jintao’s New His-
toric Missions reassured many that China planned to use its military for the global
good. China has been the number one contributor of peacekeeping troops among the
permanent five since 2012.20

This is all to say that China’s overwhelming economic power and military capa-
bilities are relatively new phenomena and that there is a clear connection between
China’s increasing clout and its shift from reassurance to a growing reliance on co-
ercion to achieve its goals. In its defense policy, China made a conscious shift to
prioritize the military as a key tool of national power and to leverage it for national
security purposes, especially the aim of protecting its territorial integrity and sov-
ereignty as defined by China. Xi Jinping has put the military at the forefront of Chi-
na’s efforts to achieve national rejuvenation. A strong military is one of the key com-
ponents of the China Dream, and Xi has called on China’s armed forces to be pre-
pared to fight and win wars. This assertiveness is no longer new; it began in 2009
with coercive diplomacy in the South China Sea. This fact suggests that China’s re-
liance on coercion will only increase. It is also telling that Chinese leaders and strat-
egists perceive coercion as an effective strategy.

Two reasons explain why Deng’s approach of keeping a low profile was jettisoned
for a more assertive, confident, and proactive foreign policy. First, the previous pol-
icy of taoguangyouhui was seen as insufficient to protect national interests because
it did not persuade others to respect China’s interests in the region. Second, while
some admit that the United States and China’s neighboring countries are uncom-
fortable with the new approach, they argue that it is more practical and effective
than letting China suffer disgraces and insults for the sake of “biding its time.”
Many Chinese thinkers complain that the potential benefits of keeping a low pro-
file—a positive international image or greater support and friendship from neigh-
boring countries—have not materialized.2! Neighboring powers were suspicious of
China’s rise long before the foreign policy shift, and the behavior of other South
China Sea claimants during that period suggests that an “unprincipled” strategy
like “biding time” does not command respect or prevent countries from harming Chi-
na’s core interests.22

Perhaps nowhere is the challenge of China’s entrepreneurial strategies more evi-
dent than in military competition. First, China’s anti-access area denial (A2AD)
strategy, in which it developed relatively low-cost asymmetric capabilities to erode
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U.S. military supremacy, significantly complicates any U.S. plans to come to the aid
of Japan, Taiwan, or the Philippines in the event of a conflict with China. China
is also building economic and political power that it can leverage during a time of
conflict to convince countries not to host or support U.S. military operations. This
strategy includes using all the tools at its disposal to create wedges between the
U.S. and its allies so that countries such as Japan or Australia will chose to stay
neutral in a conflict between China and the United States over Taiwan or the South
China Sea, for example.

Second, instead of directly confronting the United States to push it out of the
Asia-Pacific with military force, China has engaged in gray-zone activities. Specifi-
cally, China has increased the risk to the U.S. of operating in the South China Sea
by harassing U.S. vessels and aircraft with nonmilitary platforms. In this way, it
maintains a degree of deniability that discourages a U.S. response. With these tac-
tics, China has made significant political and territorial gains without crossing the
threshold into open conflict with the United States or rival claimants, especially in
the South China Sea. These strategies help China build relative power vis-a-vis the
United States. Beijing also strives to reduce U.S. credibility as a security partner
and ally to erode the U.S.-led security order in Asia.

China’s Strategy to Control the South China Sea. China’s strategy of focusing on
areas where competitive forces are weakest and then leveraging its comparative ad-
vantages is strikingly evident in its strategy to control the South China Sea—an end
China is actively pursuing.

On the military side, Beijing is positioning itself in a way that weakens the con-
ventional U.S. deterrent against China. China wants the ability to deny foreign
military vessels and aircrafts access to the sea and airspace over the South China
Sea. It has been making progress toward this goal by building bases in the South
China Sea, specifically on Fiery Cross, Subi, and Mischief Reefs in the Spratlys
(known as the Big 3). All these bases will have approximately 10,000 foot runways
and the airfield support facilities (including reinforced hangars) to accommodate
fighters, bombers, tankers, large transport, patrol airborne early warning, and air-
craft refueling.23 China’s largest island in the Paracels, Woody Island, is also Chi-
na’s largest military outpost in the South China Sea. China has developed airstrips
and port facilities and placed permanently stationed military personnel and tempo-
mlril}:i ggployed fighters, surface-to-air missiles, and anti- ship cruise missiles on the
island.

These bases will eventually house systems that will expand the reach and in-
crease the layers of China’s A2AD capabilities and the range of China’s own power
projection capabilities. For example, if China were to deploy H6-K bombers to the
Big 3, it could then hold U.S. defense facilities in northern Australia and Guam at
risk. If they were stationed at Woody Island, almost all of the Philippines, including
the five sites selected for U.S. base development, would fall within range.25 If China
put HQ-9s and anti-ship on Woody Island and Fiery Cross Reef, Subi Reef, or Mis-
chief Reef, it could hold any U.S. assets that dared to operate in most of the South
China Sea at severe risk.

I could spend pages laying out the possible combinations and what they mean for
U.S. operations. But the bottom line is that while China is building facilities to
house military systems, they are still in the initial stages. In May 2018, the Chinese
landed a H6-K bomber on Woody for the first time. HQ-9 anti-aircraft missiles
were first reported on Woody Island, an island disputed by China, Taiwan, and Viet-
nam, in 2016 (though they were removed in 2018 and then redeployed).26 Since
April 2016, China has deployed, at various times, Y-8 military transport planes,
YJ-12B cruise missiles, and HQ-9B surface-to-air missile systems on each of the
Big 3.27 In February 2019, after the People’s Liberation Army Navy conducted a
monthlong series of drills in the South China Sea, an anonymous source mentioned
that the People’s Liberation Army Strategic Rocket Force was looking to deploy its
HQ-9 anti-air missiles and YJ anti-ship missiles on Woody Island on a permanent
basis.28 We should thus expect the pace and scale of future deployments to increase.
With these deployments, China will be in a position to enforce an overly expansive
air defense identification zone or eventually even a maritime exclusion zone in the
region, which will put the burden of escalation on the United States if it chooses
not to recognize the zones. This means that the present moment is a crucial time
for U.S. policy. If Washington hopes to deter or prevent the militarization of the
South China Sea Islands, it has to take a tougher stance now.

Yet China’s preferred strategy is to sidestep, rather than confront, the United
States and to cajole other countries into agreeing to resolve their claims on terms
favorable to Beijing. China calls this the “dual-track” principle, according to which
regional neighbors negotiate to resolve disputes and cooperate to maintain peace
and stability.2® This doctrine implies exclusion of the U.S. and other non-regional
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powers, as well as international institutions. For example, after the Permanent
Court of Arbitration (PCA) ruled in favor of the Philippines in its case against
China in 2016, China deemed the PCA illegitimate because the Philippines had vio-
lated the Declaration on the Conduct of Parties in the South China Sea by taking
the case beyond the concerned parties.30

China also uses influence operations and predatory economics to coerce neigh-
boring countries to reorder the Indo-Pacific region to its advantage.3! For example,
after the PCA ruling, the Philippines’ President Rodrigo Duterte said he would “set
aside” the ruling “in the play of politics” to avoid “impos[ing] anything on China.” 32
This position was widely attributed to Duterte’s view of China as an “essential ally”
that he hoped would fund his infrastructure plans in the Philippines.33 At the July
2016 ASEAN meeting, Cambodia—a close political ally of China’s—blocked any
mention of the PCA ruling, effectively shielding China from any ASEAN-led multi-
lateral approaches to dealing with Chinese actions in the South China Sea.34 Laos,
which heavily relies on Chinese investments, supported Cambodia’s block, dem-
onstrating China’s ability to leverage its economic and political clout over small re-
gional neighbors.3> China has tried to insert language that would prevent countries
from engaging in military exercises with countries from outside the region (read: the
United States) unless the parties concerned, such as China, do not object.

The Implications of Chinese Control. If China controlled the South China Sea, the
restrictions it would impose there would likely depend on the activity. On the more
permissive side, China has not shown interest in disrupting commercial transit
through the South China Sea. In 2016, global trade transiting through the South
China Sea reached $3.37 trillion USD, with most exports coming from China, or
about 39.5 percent of the total Chinese trade goods passing through these waters.36
These commercial activities benefit China, and there is little incentive to disrupt
them wholesale.

However, China has shown a great willingness to engage in economic coercion to
signal its displeasure with other countries’ foreign policies, and if it controlled the
South China Sea, it might disrupt selectively and periodically to the same end. In
2010, after a territorial dispute with Japan in the East China Sea, China imple-
mented a rare earth minerals embargo against Japan. (This ban was later extended
to include the United States and Europe after the Obama administration called for
investigations into whether this ban violated international trade law).37 In 2017,
after South Korea confirmed its purchase of the U.S. Terminal High Altitude Aerial
Defense battery, China retaliated against South Korean companies in China and
significantly reduced Chinese tourism to South Korea. A year later, the Bank of
Korea estimated that this backlash had reduced South Korea’s economic growth rate
by 0.4 percent.38 In other words, while China will not seek to deny commercial ac-
cess to the South China Sea as it will deny military access, it may periodically hold
commercial interests at risk as part of a campaign to coerce a country to concede
on something.

In the middle of the spectrum would be China’s approach to the exploited natural
resources in the waters that fall within the nine-dash line. These resources include
oil and gas deposits and fisheries. An estimated 190 trillion cubic feet of natural
gas and 11 billion barrels of oil reserves lie within the South China Sea, and access
to these energy resources is crucial for all of the claimants involved.3® On the fish-
eries side, the South China Sea is in the top five “most productive fishing zones,”
with half of the fishing vessels in the world operating in these waters and account-
ing for over 10 percent of the global fish catch.40

China has proposed a number of joint cooperative ventures with other claimants.
Since 2007, China and Vietnam have conducted regular joint Gulf of Tonkin explo-
ration ventures,*! and China and Brunei embarked on joint oil and gas development
ventures last year.42 In 2017, China supported the idea of a joint energy venture
with the Philippines that would develop oil fields and exploration and exploitation
in the South China Sea.43 This is the aspect of their strategy that Chinese leaders
highlight to present their position as fair, legitimate, and peaceful. An analysis of
the statements made on the South China Sea by members of the Political Bureau
of the Communist Party of China Central Committee, for example, show these lead-
ers use terms such as “cooperation” and “political solution” six times more fre-
quently than competitive themes such as “sovereignty,” “military,” “tension,” “free-
dom of navigation,” or other U.S. themes.44

On the other end of the spectrum, China would be the most restrictive about mili-
tary activities, which is why the issue is central to U.S. national security. Chinese
domestic law attempts to extend more state power over China’s EEZ than inter-
national law allows, including jurisdiction over hydrographic surveys, military sur-
veys, and intelligence gathering.#5 China believes the EEZ does not constitute the
high seas, and therefore the U.S. does not have the right to conduct intel gathering
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activities or other military activities there.46 China also claims the Paracels and
Spratlys, including the artificial islands. Each is surrounded by a 200-mile EEZ, and
China argues that the islands should be treated as archipelagos, which means the
waters between them would be territorial waters (according to international law).47
It is through this manipulation of international law that China deems the South
China Sea within its EEZ and claims that the U.S. military is not allowed to oper-
ate there.

Much more is at stake for the United States if it concedes to China in the South
China Sea. First, China currently claims nearly the entire East and South China
Seas as its historic waters and EEZ.48 If China proves successful at changing the
interpretation of maritime law so that the EEZ is equivalent to territorial waters,
then (1) the United States will be unable to conduct operations vital to U.S. national
security in much of the world’s oceans and (2) “freedom of navigation near the shore
will be diminished, impairing naval and air operations and diminishing power-pro-
jection and forced-entry capabilities of amphibious forces.” 49

Politically, U.S. acquiescence to Chinese coercive diplomacy could increase anxiety
among U.S. allies and strategic partners, leading to Asian policy changes that could
undermine regional stability.?®© Moreover, U.S. deterrence against China would be
severely weakened. Without the ability to operate militarily in the South China Sea,
given the tyranny of distance, the United States’ ability to hold China at risk would
be greatly reduced. This is the whole point of China’s South China Sea strategy—
to push the U.S. military out so that China can do whatever it wants without hav-
ing to answer to the United States. For deterrence purposes, the United States
needs to be able to threaten China with unacceptable costs. It cannot do so if the
U.S. military does not maintain a presence in Asia and the ability to operate freely
around China. And the United States cannot protect and defend South Korea,
Japan, Taiwan, or the Philippines without the ability to operate in the waters sur-
rounding China. This is simply the reality of current technology.

To sum up, China is not outcompeting the United States; the U.S. is not com-
peting. China is gaining power and influence at the expense of the United States
by focusing on areas where the U.S. ability and willingness to compete have been
weakest and then leveraging its strengths in entrepreneurial ways to build power
in those areas.

Washington needs to get back in the game, but without lowering its standards to
China’s level. While perhaps imperfect in implementation, the values and principles
behind U.S. global power and leadership ensure others benefit. China’s Achilles’
heel is that its leaders have failed to articulate a vision of Chinese dominance that
is beneficial for anyone but China. In its pursuit of economic, political, and military
power, the protection of liberal values needs to be a guidepost and a priority.

The South China Sea lies at the center of this geopolitical competition. The
United States has to move beyond symbolic displays of force such as the freedom
of navigation operations to include actions that improve the United States’ ability
to operate in those waters. This could include building a new institution or coalition
of like-minded states that patrol the waters and protect all countries’ rights of free-
dom of navigation in the South China Sea. Or the U.S. could make peace in the
South China Sea a real diplomatic priority, getting all parties to the negotiating
table, and if China is unwilling to participate, the U.S. could bring the other claim-
ants together without Beijing to establish a consensus at least among them that
supports U.S. interpretation of freedom of navigation. And if the United States
wants to deter the militarization of these islands, which threaten U.S. sovereignty,
it has to threaten unacceptable costs on China, for example, by communicating to
Beijing that the United States will build its own bases in the area in response.

Beyond the South China Sea, Washington needs to embark on a program of insti-
tution building that will shape norms in our favor and fill the gaps in the order that
China has been able to exploit. The United States needs to leverage its own
strengths against Chinese weaknesses, one of which is the ability to build coalitions.
This should not be a great power competition between China and the United States
but between China and the United States along with its allies and partners. China
cannot outspend the United States and the European Union together. For example,
it cannot prevail in a regional conflict against the United States, Japan, and Aus-
tralia. So, if China uses economic coercion against a country, U.S. allies and part-
ners should ban together and sanction China. We should be patrolling the South
China Sea together to ensure that every country, even those that are not treaty al-
lies of the United States, has the ability to sail and fish there. And the U.S. needs
to lead by example. If Washington is unwilling to stand up to China as the most
powerful nation in the world, it cannot expect anyone else to do so. It will take im-
mense political capital to facilitate such cooperation among nations, but it is the
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only way to ensure the United States, in conjunction with its allies and partners,
maintains the vast share of power and influence in the international system.
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The CHAIRMAN. Thank you.

We will now go to a round of questions. I am going to take just
a brief shot here at the beginning.

Dr. Mastro, that was an interesting observation you made re-
garding China’s work around the world where they build infra-
structure. They are really focused on that. We see that everywhere
where we go where their hands are involved in that. And interest-
ingly, our hand is there too, but instead of infrastructure, it is on
humanitarian aid.

What do you think about the balance of the spending, our doing
it on humanitarian aid and their doing it on infrastructure build-
ing? How would you address that?

Dr. MASTRO. Mr. Chairman, I think this really highlights the
point of the fact that we need to look at our own comparative ad-
vantages instead of trying to respond to China by doing exactly
what they do. So a lot of countries do have this demand for infra-
structure, and I think the United States needs to get more involved
in that game. But, on the other hand, humanitarian aid, assist-
ance, disaster relief—these are some of the ways that the United
States has provided leadership in the international system that are
to the benefit of other nations and where China is actually rel-
atively weak. And so I think we should be doing much more of this
humanitarian aid and highlighting to the countries around the
world that this is a service that the United States provides that
China does not provide.

The CHAIRMAN. Do you agree that—what I find—I do not know
if others find this too, but that particular item, and that is us doing



28

humanitarian things, the Chinese doing infrastructure things
where they are actually trying to get their hands on something in
a country, is becoming better and better known around the world.
Each of us, the United States and China, is developing a reputation
in that regard. Do you agree or disagree with that?

Dr. MASTRO. I agree with that. I think in general China prefers
weaker partners, and that is another fundamental difference be-
tween us and the Chinese. Now, the jury is still out on how suc-
cessful their strategy is going to be because I think countries are
learning that over time it is not beneficial for them to be in that
weaker position vis-a-vis China as the Chinese are willing to use
coercion to ensure that their will is accommodated.

But those countries need alternatives. For example, one of the
areas the BRI, the Belt and Road Initiative, first entered into was
Central Asia. This is not a place where China was replacing the
United States. We were not present not only sort of politically and
militarily, but also economically. So we need to be able to provide
countries with alternatives to this cheap investment.

The CHAIRMAN. Senator Menendez.

Senator MENENDEZ. Thank you, Mr. Chairman.

Thank you both for very thoughtful testimony.

Let me say it seems that there are as many opinions regarding
China’s global intentions as there are analysts, with some saying
that it is strictly economic, while others saying they seek to change
the global system of governance, and still others asserting that
China only wants to achieve regional hegemony.

So I would like to ask both of you, in your view, what does China
want in the near term, in the long term, and why? And secondly,
what are in your views the three most important things the United
States can do to protect its interests in all of its dimensions vis-
a-vis China?

Senator TALENT. You have really asked a $64 question, Senator,
which is what is the ultimate object of these policies. I refer in my
statement to the fact that they are seeking a kind of hegemony in
East Asia, but what does that really mean? I think I want to an-
swer that with reference to one of the reasons that they are doing
it. In my statement, I talk about sets of reasons. One set of reasons
is nationalistic and historical.

So a Japanese scholar said to me a few years ago when I was
visiting, he said you have to understand we view the world hori-
zontally and they view it vertically. So we view the international
order as one in which nations relate to each other basically accord-
ing to agreed-upon rules and resolve disputes according to those
rules and resolve them peacefully where there are no rules, nego-
tiate peacefully.

He said they view the relations between nations as one in which
the larger and more powerful nations naturally get the benefits.
And if you think in terms of the history, their way of looking at
the world has actually been the predominant way in which nations
have related to each other through most of history. I am not going
to even attack them for this. And I think they are more comfortable
in that kind of a setting just as we are more comfortable in ours.

The order that we and our allies and most of the world has built
comports with our values. We believe it preserves the peace, and
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it is one in which we have prospered and, as Dr. Mastro said, many
nations have had an opportunity to prosper.

So I do think as an ultimate objective they want to move the
world more in the direction of their view of how nations ought to
relate to each other.

Senator MENENDEZ. Any suggestions on the top two or three
things we should be doing?

Senator TALENT. Well, look, I have to say I put an attachment
to the Senators, which we got from PACOM a few years ago, show-
ing how the balances of forces in the region has changed from 1999
to 2016. And it shows the disproportion in terms of Chinese num-
bers, platforms, ships, planes, et cetera in the region.

I think we and our allies have to think very thoughtfully about
how we are going to begin effectively redressing that balance be-
cause I think I am very concerned that if we do not effectively
deter kinetic aggression in the region better than I think we are
doing now—I agree with Dr. Mastro that operationally we have a
lot of advantages. But if we continue to allow the balance of power
to shift, there is a danger that they may get opportunistic and may
move quickly in some area. And I am really concerned about Tai-
wan, for example, becoming a flashpoint. What we do not want is
a confrontation to become escalating armed aggression.

So the point is that—and I will be try and be quick. The armed
services, by preventing that, are also the foundation for the tools
of soft power to work. So I would say we need to restore the deter-
rent more strongly. We need to build tools that allow us to get our
narrative out, which we are not doing effectively. I think you have
laid the basis for that with ARIA. And I would work on how the
State Department can be more effective in that.

And then I think we have to think very strongly about how we
can make the WTO more effective and on a multilateral basis in
dealing with the broader set of tactics. WTO tools are not suffi-
cient.

[The information referred to follows:]
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Senator MENENDEZ. Let me turn to Dr. Mastro.

Dr. MASTRO. I think China, as I mentioned, wants to dominate
the Indo-Pacific, but it just wants veto power everywhere else. So
I do not think they really want to replace the United States. They
just want to displace the United States in order to widen their own
freedom of maneuver. China wants, in capitals around the world,
countries to ask themselves, first, what would China think and,
second what would the United States think.
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I would say in terms of the global system, they do want to
change it, but they do not want to overthrow it. It is not that they
hate all aspects of it. Some they benefit from. But the aspects that
they do not benefit from, they either render those ineffective like
in terms of the human rights commissions or they try to change
those institutions from within.

In terms of the three things that we should do about it, first I
just want to double down on restoring the deterrent. Right now,
this is China being deterred. We are seeing the best of Chinese be-
havior right now, and that is because China does not have faith in
its own military capabilities. But that is not going to be the case
forever. They have embarked on a massive military reform pro-
gram that, by their estimation, should be done by 2025. I am very
concerned if the United States does not make some significant
changes, not only in the quality of some of our platforms, but the
quantity, because that becomes very important in conflicts, that
China is no longer going to be deterred by that time frame.

The second thing I think we need to do is invest at home. Now,
I am a military specialist, but I look at the economic power as the
basis for U.S. power in the world. I heard a statistic yesterday that
China is now graduating more data scientists out of one university
than we are in all of our universities combined. And so I think pro-
viding the necessary incentives for research, development, and im-
proving our education at home is one way we need to compete.

And lastly, we need to get serious about global leadership. In my
view an America First strategy is a very Chinese strategy. We need
to be thinking more about our role in the world, and that includes
building new institutions. I am not surprised that institutions built
decades ago cannot handle what to do about cyber, what to do
about attacks in space, and other norms of behavior in terms of the
standards for Al, for example. So we really need to get serious
again about building institutions and enhancing our global leader-
ship.

Senator MENENDEZ. Thank you.

The CHAIRMAN. Thank you, Senator Menendez.

Senator Rubio.

Senator RUBIO. Thank you both for being here.

There is a concept: war of choice. It is where a nation sort of
picks a time and place of their choosing in which to engage mili-
tarily—somewhere where they think they can wrap up the conflict
quickly, but they do it, first, to project power, to sort of send the
message that we have capability. Second of all is to build capacity,
to learn where their weaknesses are and build upon it.

What, in the short- and mid-term, do either of you think is a risk
of a war of choice by China, whether it is a border conflict with
Vietnam that they could quickly wrap up, a Taiwan contingency,
but some military engagement in which they are able to choose the
timing and the place of it, they can wrap it up before there could
be U.S. or other invention, and in the process sort of prove to the
world some muscularity, some of their capability, and also learn a
little bit about their weaknesses, in essence, use it almost as a low-
risk military exercise?

Dr. MASTRO. Sir, I think the likelihood of that is quite high, espe-
cially in the timeline that I laid out. So one of the big issues with
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the military reforms was that the Chinese military has never con-
ducted a joint operation before, the idea that the air force and the
navy could work together. In most contingencies, such as Taiwan,
the South China Sea, and the East China Sea, that is what is nec-
essary.

So when Xi Jinping came into power, he took a look at the mili-
tary forces and decided they were not ready to fight and win. And
so he has this phrase of preparing for military struggle, and that
was the whole reform period.

In my view, they need to test those capabilities against oppo-
nents that they know they can win against because there are also
domestic political factors here. The Chinese people are paying at-
tention to how much money they are spending on the military,
even as the economy is slowing. So it would look very bad for the
Chinese not to perform well. They need to make sure that they can
perform well before they take on a reunification with Taiwan or a
U.S. treaty ally that can bring in the United States.

My bets are on a naval skirmish with Vietnam. I think it prob-
ably will not be on the border because they are not practicing as
much ground operations as they are air and naval operations. But
I think we might see some more forceful actions after they milita-
rize the islands in the South China Sea in which they try to occupy
some of the islands that are currently occupied by others.

Senator TALENT. Yes. I think they are legitimately, sincerely con-
cerned about their operational capabilities. This is a constant
theme. It is very significant that they have undertaken this reorga-
nization of the armed forces. It is their parallel to the Goldwater-
Nichols reforms that we engaged in about 35 years ago. Xi Jinping
constantly talks about the need to train for combat. They talk
about the five incapables, their concerns about what their military
can do operationally, and I think they respect the operational effec-
tiveness of the United States.

So I think they would like to get through that reorganization be-
fore they actually test it. I think they may be underestimating how
long it is going to take to really make that work. They may say it
is done, but they may not really have matured as a force. But I
think when that is done, I agree, I think they will attempt some-
thing probably with one of their neighbors. I do not think Xi
Jinping—I mean, he talks about having a world-class military in
2035. He is going to be in his 80s. I do not think even if he thinks
he is going to be in power, that he wants to wait that long. So I
think they will be patient until they work their way through that.
They could continue to be patient, as long as they feel they are
winning by the salami slicing, but they could also move.

And I will just add this. One of the dangers of the United States
moving as you all and the executive branch have moved in the last
few years to rebuild the tools, to come up with a relevant doctrine,
to build new institutions is the more effectively they see us doing
this and, in particular, if we are successful in some local kinds of
confrontation, the greater danger that they may decide to express
their intentions and their ambitions militarily.

And there is a parallel for that, of course, in the late 1930s, early
1940s when we used economic tools very effectively against another
rising Asian power, and they decided that they would try and take
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us out. Now, I do not think that they are planning that. I do not
think they want that, but I do not think it is impossible either.

The CHAIRMAN. Thank you, Senator Rubio.

Senator Coons.

Senator COONS. Thank you, Chairman Risch, Ranking Member
Menendez, for organizing this briefing, for your compelling opening
statements.

And thank you, Senator Talent, Dr. Mastro, for sharing your ex-
pertise with us today.

It is hard to think of any challenge more consequential to the
world we live in today and the world we will live in tomorrow than
an ascendant China. If politics is to stop at the water’s edge, then
surely this committee can and should work together with our ad-
ministration to develop a sustained and bipartisan strategy for
dealing with China. And I look forward to working with members
of this committee to shape legislation that will form our country’s
response to China’s challenge.

Last year, I worked closely with a number of members of this
committee to pass the BUILD Act, which will create a 21st century
Development Finance Corporation that will guarantee roughly $60
billion a year in private sector investment. It has revamped tools
with our private sector to be more effective. That finance corpora-
tion will be up and running by October, and I look forward to work-
ing with the administration and members of this committee to en-
sure it provides a transparent alternative to China’s Belt and Road
Initiative through American investments consistent with best inter-
national practices in labor, environment, and social standards.

China will be holding a major Belt and Road conference in April.
I think international participants should know there are alter-
natives to China’s much larger Belt and Road Initiative.

Dr. Mastro, if I could, how should we ensure that international
officials who attend that conference understand the risks of Chi-
nese investment and that the United States has new tools available
to facilitate investment in developing countries?

Dr. MASTRO. Sir, thank you for that question.

I think the first issue—and it is a very difficult issue, and I do
not mean to suggest that this is the case for all leaders, but in
some cases in the Belt and Road Initiative, it is not that the lead-
ers of places do not know, but in some cases they are being bribed
by the Chinese to accept the Chinese money over other sources of
money that might be better for their country. I think the bigger
issue here is a good governance issue that is going to be difficult
for the United States to compete in some countries where leaders
would prefer to take whatever the Chinese are giving them over
what the United States gives them.

But there are many that want higher quality, even infrastruc-
ture. I spent a couple weeks driving through Central Asia, and just
anecdotally people would say, “The Chinese built this road. It will
last us 4 or 5 years. We wished someone else was willing to build
it.”

So in terms of getting the word out about what the United States
is doing, especially partnerships with the private sector to encour-
age more private investment abroad, I think a lot of that is going
to fall on the State Department in terms of our relationships with
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these countries. We could even think about holding our own types
of fora to bring different countries together or an institution that
could bring countries together to focus on good governance, good
practices in terms of infrastructure.

Also, I think there is an aspect of that in which the United
States has to ensure that it has its own house in order in terms
of infrastructure to provide that positive example to other countries
around the world.

Senator COONS. Dr. Mastro, I agree with the response you gave
to an earlier question that sort of posited should we be investing
more in infrastructure or sustaining our humanitarian work
around the world. And I think the answer is to do both and do
them better and make sure that our programs are efficient and tar-
geted. But the good will that we have earned, the close alliances
and values-based partnerships we have earned through effective
humanitarian relief around the world we have to also complement
by showing up. Most African heads of state I have met with in the
last 8 years would prefer American investment, American tech-
nology, American partnership, but we have gotten out of that work.
I think we need to reengage and compete.

Senator Talent, thank you for your service on the commission
that you described. Your 2018 report includes ten key recommenda-
tions, including requiring a number of reports from different parts
of our government to ensure that every major U.S. Government de-
partment and agency is appropriately preparing for the challenges
that China presents. I will give just quick examples.

The report recommends the DNI conduct an assessment of Chi-
na’s access and basing facilities along the Belt and Road Initiative,
and it directs the Department of Defense and Homeland Security
to examine the implications of changes to the Chinese coast guard’s
command structure.

Given this robust reach and range of recommendations, would
you recommend that Congress take up debate and pass a statute
directing that these recommendations be implemented to ensure
that they are heard and followed in the executive branch?

Senator TALENT. Yes. I fully supported the recommendations,
and you could do it, I think, in appropriations or by statute, what-
ever would be a good way of doing it. I do think that we have to
be aware and assess constantly what the intentions of the Chinese
are in a number of different areas. And we are developing that ca-
pability now. Again, we are in a time of transition, but we have to
be able to make those assessments.

If T may just comment on your earlier question very briefly, I
think there is a real opportunity for us here with the BUILD Act
because, as the committee knows, the Chinese narrative regarding
One Belt One Road is in some trouble. There are a number of dif-
ferent countries—you mentioned Africa, Sri Lanka, a whole lot of
places—where people are having a hangover after doing these deals
and realizing what it means in terms of their debt. They see Chi-
nese companies bringing in Chinese workers. They see environ-
mental standards degraded.

And so I think in terms of the competition and the policy, we
could do a lot with a little if we could amplify the narrative while
we were doing it. And I hope in implementing and overseeing the
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implementation of the BUILD Act, you pay real attention to using
what we are doing. And it is a very legitimate narrative that we
are doing it the right way and helping people.

And I would not underestimate the impact on Beijing of even
small investments in strategic places. They are really throwing
their weight around in Southeast Asia now, and if we go in there
with some investments in a different model, the lights would go on
in Beijing at night and they are going to have to figure out what
we are doing. It is a way of countering and occupying them and
taking the initiative.

Senator COONS. The new structure of this new development and
finance institution literally encourages and allows us to do things
in a multilateral way with the Australians, with the Japanese,
with the New Zealanders, with the Scandinavian countries. And so
I think it allows us to reengage with some of our critical allies in
exactly that work.

I am looking for cosponsors for a bill that would implement the
recommendations of your report, and I hope to be introducing that
legislation soon.

Thank you both for your testimony.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you.

Senator Gardner.

Senator GARDNER. Thank you, Mr. Chairman.

Thank you both for your testimony today.

Chairman, thank you very much for holding this hearing, and
thanks again for the work this committee is doing and has done on
China. We are at a true inflexion point in the relationship between
the United States and China. The questions we have to ask: what
tradeoffs will be made? What costs are we willing to endure with
those tradeoffs? Whose values will determine and shape the future
of trade, diplomacy, human rights, rule of law?

As stated in our National Security Strategy, for decades U.S. pol-
icy was rooted in the belief that support for China’s rise and for
its integration into the post-war international order would liber-
alize China. Contrary to our hopes, China expanded its power at
the expense of the sovereignty of others.

The challenge before us now is identifying what policy tools the
United States has at its disposal and how we shape and execute
a comprehensive and effective strategy to deal with Beijing and to
chart a new course for U.S.-China relations.

This is why in the 115th Congress, Senator Markey and I held
four hearings in our subcommittee dedicated to China, including a
three-part series of hearings titled “The China Challenge,” which
examined how the United States should respond to the challenge
of a China that seeks to upend and supplant the U.S.-led liberal
world order. The hearings examined security, economic, and human
rights implications of a less than peaceful rise by China.

At one of our hearings, Dr. Graham Allison of Harvard Univer-
sity astutely observed as realistic students of history, Chinese lead-
ers recognize that the role the United States has played since
World War II as the architect and underwriter of regional stability
and security has been essential to the rise of Asia, including China
itself. But they believe that as the tide that brought the United
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States to Asia recedes, America must leave with it. Much as Brit-
ain’s role in the western hemisphere faded in the beginning of the
20th century, so must America’s role in Asia as the region’s historic
super power resumes its place.

That is why Senator Markey and I led the passage of the Asia
Reassurance Initiative Act, which was signed into law on December
32(list, 2018. We will not simply allow America to recede with the
tide.

In order to deal with an assertive China, we first and foremost
need a stronger network of allies and partners in the Indo-Pacific,
as you have stated. That is exactly the intent of the Asia Reassur-
ance Initiative. And I hope the administration will fully fund and
fully implement the strategy and the funding that is mandated by
the legislation.

We have talked in this hearing about the needs for security. It
authorizes dollars for an Asia-Pacific security initiative, counterter-
rorism, maritime domain awareness, South China Sea freedom of
navigation operations. It authorizes legislation to address intellec-
tual property theft in China, legislation dealing with cyber initia-
tives, legislation that could create a cyber league of the Indo-Pacific
states to counter China’s behavior when it comes to their approach
to the Internet and the cyber field.

This is an opportunity for this Congress to build out on that.
China has no qualms or doubt about the direction that it is headed,
the leadership that it seeks, the dominance that it pursues. Many
of our values are and will be in direct conflict with China, but we
must build on the strategy of the Asia Reassurance Initiative, be
ever present throughout the region, and never forget the long-term
interests of the United States will be met and delivered or denied
in Asia. A great power competition defined American
exceptionalism. We will not let it write the last chapter of U.S.
power.

The question I want to start with is this. If we simply want
China to be a less concerning business environment to do business
in—we talked about this yesterday, Dr. Mastro. If we simply want
China to be a less concerning place to do business in, to deal with,
and yet we want more trade, we want more opportunity there, we
are simply tying ourselves to a nation whose human rights and
governance is at odds with our own, making it more difficult to ex-
tract ourselves later on or to influence future behavior when they
do not change their behavior. Can we do both? Senator Talent, Dr.
Mastro?

Senator TALENT. How do we influence their behavior in terms of
their economic

Senator GARDNER. If our interest is simply to make more trade
deals with them, to invest more with them, are we simply making
a deal with a country whose human rights are at odds with ours,
whose beliefs and rule of law are at odds with ours, or can we use
that to change their behavior in a significant——

Senator TALENT. Oh, I think we can use economic tools to change
their behavior. I think the problem—and the administration is ex-
ploring doing that. I mean, it is doing that. It is using the leverage
and the tools that it has available. And I think we have a lot of
clout in that standpoint because we have a big trade deficit with
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China. We are a big customer. In other words, to the extent that
trade becomes an issue, they have more to lose than we do, and
I think that they view it that way.

I think the problem we are going to have with this is that they
know that that economy needs to grow not only so that they can
get the resources they need to support the objects of the state, to
fund the military buildup and the others, but also because the Chi-
nese leaders are very well aware they need a measure of legitimacy
with the people. They cannot do it all through repression. And as
you know, the deal is the Chinese Communist Party continues to
rule the country, and they deliver a better quality of life to the Chi-
nese people.

Now, they are not going to engage in the economic liberalization
that would mean giving up control of vital parts of the economy by
the Chinese Communist Party. So they have got to get that wealth
somehow. And what I have said very often—I have written this in
additional views on commission reports—I think they are going to
be moving in the direction of more of the same kind of illicit activ-
ity we have seen in the past because they have to figure out ways
to get growth.

I think the economy is slowing more than they admit. I think the
imbalances are a big problem. They have a lot of weaknesses. I
think their currency is in some trouble.

I do not think deals with them are the way to go, and I do not
think it is going to change behavior. I do not think they have much
choice but to continue trying to do what they are going to do be-
cause they are not going to take the next step to have a truly lib-
eral market economy.

Senator GARDNER. Dr. Mastro.

Dr. MASTRO. Sir, I think one of the difficulties of the United
States leveraging economic power is like economic sanctions. One
country doing it alone does not have a great impact because China
can substitute its trade by going somewhere else. And I do not
think they are going to make some of the structural reforms that
we want because primarily the party wants to stay in power, and
there is no amount of threatening we can do that would cause them
to make changes to human rights or to the economy domestically
if they think it will undermine their power.

So I really think this is an area where coalitions matter because
China will only stop its behavior when it does not work. And so
today they are able to engage in the theft of IPR or to force foreign
companies to give them technologies and information because all
countries are allowing it. And so I think the focus of our efforts
should be less on China and more on ensuring that we are on the
same page with private business and companies. I think in the
United States we now are, though that was not always the case.
But private businesses are not on the same page with their govern-
ments elsewhere in other countries, in some cases with our allies
and partners.

So if the international community somehow could come together
and say just because China is only targeting the Philippines today
or only targeting South Korea today or only targeting the U.K.
today, we do not want to take the economic cost associated with
that. So we all turn a blind eye. And the bottom line is unless the
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United States, the most powerful country in the world, stands up
to China in these areas, no other country is willing to do so.

I think it is a step in the right direction for the United States
to be willing to absorb some costs itself economically to signal to
China that this behavior will not be tolerated. But in the end, we
really do need to think about the international system and building
more pressure globally on China to stop, whether it is cyber-en-
abled espionage or the stealing of intellectual property.

Senator GARDNER. Thank you both.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you.

Senator Romney.

Senator ROMNEY. Thank you, Mr. Chairman and Ranking Mem-
ber, for calling this hearing. Most instructive and informative.

And I appreciate very much both of you being here and testifying
today and the work that you are doing on an ongoing basis.

It is said, obviously, that demographics are destiny, and they
have what? Approaching 1.4 billion people. And so they are going
to be about four times our size. What that means is that ultimately
their economy will be larger than ours. At some point, it will be
substantially larger than ours, and their investment in the military
could be greater. Their investment in technology could be greater,
education, and so forth.

So in a setting like that, in my view, the only way that one is
able to succeed and prevent that from occurring would be for us to
link arms in a very strong way with our allies around the world
that share our values, economic values, human rights, and so forth.
And that allows us to have the same economic and, if you will, de-
mographic clout that it will have.

I am concerned that there is a perception that somehow China
will be dissuaded from action by virtue of shame or by being called
cheaters or the people who thieve intellectual property. My percep-
tion is the things that we consider to be shameful, they consider
to be praiseworthy and laudable and they celebrate. And they only
will respond to things which they believe are in their self-interest.

In changing the perception of self-interest, I believe it is essential
for us, as you both indicated, to have a much stronger series of ac-
tions to strengthen our relationship with allies. We have all said
that, but I am interested in your perceptions as to what things we
can do in the region and globally to specifically strengthen our as-
sociations with our allies militarily and economically and dip-
lomatically such that we present a much stronger face to China,
such that they recalculate what is in their self-interest. They de-
cide that instead of fighting and pushing that they are better off
to work together with us. So I would appreciate your thoughts
about specifically the sense we have now.

Some of us celebrate that the EU is trouble. I do not celebrate
that. I want the EU to be stronger. We tell nations, hey, you go
off and do your own thing. No, no. We need to all come together
because what is in the best interest of the United States of Amer-
ica is also in the best interests of these other countries, and com-
bining with them is essential for us long-term.



39

So how do we strengthen those ties? What should be our prior-
ities? What actions should we take to be stronger with our alli-
ances as opposed to more atomized?

Dr. MAsTRO. Well, sir, I will answer your question.

First, I just want to highlight I completely agree about the eco-
nomic power issue. China’s economy might be bigger than that of
the United States, but that of the United States and the EU, it will
not be. So thinking in terms of these coalitions is very important.

And going back to the cyber-enabled espionage, this is a perfect
example of what I highlighted of how they exploit weaknesses in
the system. This was something that countries did not really do be-
fore until China started doing it on such a grand scale. So we have
to find our weak spots before the Chinese do in a lot of cases.

In terms of improving our relationships with allies and partners,
my concern is I do not think we are really trying to do that right
now. In a lot of cases, it really just requires good diplomacy, and
especially with the EU. One of the issues is that our European
partners would say that they do not really have any security con-
cerns with China. You know, China is an economic partner to
them, and the security concerns lie in the region and they lie be-
tween China and the United States and no one else.

So I think what we need is less a China strategy and more a new
type of U.S. foreign policy that with it highlights how U.S. leader-
ship in the world is beneficial for everyone and how, if China un-
dermines that leadership in Asia, for example, that will have great
impact on what the United States and the European Union can do
in regions that are potentially more important to our European al-
ies.

I argue that we need to be more entrepreneurial in our ap-
proaches, but I do not have something amazingly innovative for
you besides the fact that I think we need to show up. We need to
invest more in our diplomatic efforts in the region, invest more in
economic investment in Europe, and try to convince them that the
security issues that are existent in Asia impact them as well.

Senator ROMNEY. Thank you.

Senator TALENT. I think the most effective immediate reassur-
ance of our allies in the region and potential partners and the
thing that would cause them to want to work with us comes down
to something pretty simple, Senator, which is rebuilding the armed
forces to the point where we can increase our forward presence in
the region. In other words, that will be a sign of our commitment.
That will assure them that we are capable of deterring actual Chi-
nese aggression, which Senator Rubio asked about, and it is really
the indispensable attribute of a world leader.

I think it can have a similar impact that Reagan’s rebuild did in
the 1980s. The armed forces both perform a really important func-
tion, but also send a really important and reassuring message and
will suggest to other countries like the ASEAN countries that the
wind is still blowing in America’s direction. They do not need to
and should not cut a deal with China.

Now, one specific economic tool the commission recommended is
instituting with other countries what is called—and I had to get it
to read it because this is not my area of expertise—a non-violation,
nullification, or impairment case against China. There is a provi-
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sion in the WTO that permits countries to bring a sort of global
case against a country, not based on any specific violation but say-
ing that a number of different actions taken together—Mr.
Portman probably could give you chapter and verse on this given
his experience—is nullifying the benefits of WT'O membership to a
number of other countries.

Dr. Mastro mentioned the fact that we have not updated or
worked on new institutions that are appropriate for 21st century
challenges like this one, and I really think—I know this is part of
your remit and also I guess the Finance Committee—to look at the
tools of the WTO. And it is going to be much easier—it is still hard,
but much easier to use the existing institution in innovative ways
than it will be to try and come up with some new institution for
controlling illicit economic activity. And this is what the commis-
sion recommended.

Senator ROMNEY. Thank you.

The CHAIRMAN. Thank you.

Senator Cardin.

Senator CARDIN. Well, let me thank both of our witnesses.

Clearly, as the chairman and ranking member stated in their
opening statements, there are multiple issues and challenges in re-
gards to our relationship with China.

But I want to follow up first, if I might, on the trade front. We
had a hearing yesterday in the Finance Committee on WTO and
how it has evolved over the last 25 years and the fact that when
we entered WTO, we had a lot of hope that it would deal with non-
market economies in a way that we would have a more level play-
ing field as these economies emerged.

And then shortly after we established WTO, we had the discus-
sion about China’s accession to the WTO. And it was a controver-
sial issue here in Congress, and we recognized that we had to deal
with China. We wanted to use international norms to deal with
China, and we were hopeful that by joining the WTO, it would
evolve over time to deal with the challenges of non-market econo-
mies. At the ministerial meetings over the last decade, there has
virtually been no progress made on dealing with these issues.

So I sort of want to get at least your views as to what should
be our agenda, the bilateral discussions between the United States
and China, the multilateral discussions. There will be a ministerial
meeting in 2020 with the WTO. But we have allowed China to
emerge as a major economic power without having to comply with
normal standard trade rules. I would argue its number one objec-
tive is to be a world dominant economic power and then to use that
for its influences globally. But it is focused on becoming a world
economic power, and we are allowing that to take place without
having a fair, level playing field.

I applaud the President’s efforts in the bilateral discussions to do
this. It is going to be challenging to see that happen if we do not
have multilateral support for our discussions with China. And of
course, the United States is not part of TPP, which would have
given us a broader bargaining unit in order to deal with the chal-
lenges of China.

I give you one example that has come to my attention of an im-
mediate problem is that China uses Mongolia’s cashmere as a way
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to get value for export, and Mongolia does not have the right to di-
rectly use the general system of preferences to get their cashmere
here in the United States. It is an issue we are going to work with
a separate bill. But it just shows how strategic they are in every
industry to try to get an economic advantage and control that
through its central government rather than through market forces.

How can we be strong with our trading partners to change the
international trading rules so non-market economies do not have
the type of advantages they have today as witnessed by China’s
growth?

Dr. MASTRO. Well, sir, I think this really highlights a point from
the previous question about what the United States can do to reas-
sure, and while I think obviously I believe in the effectiveness of
the military as a tool of national power, a lot of countries in the
world and many of our allies and our partners do not face the mili-
tary threat of China. They are primarily concerned about trade and
economic issues, and they want to see leadership from the United
States in this area.

But China is the number one trading partner of many of our al-
lies. I think China is one trade agreement away from having more
formal trade agreements in Asia than the United States.

Senator CARDIN. Are we making a mistake by doing it alone, bi-
lateral without multilateral discussions?

Dr. MAsTRO. Well, sir, there are many free trade agreements
that we could do bilaterally in the region that we have not signed.
We also need to move forward. Maybe TPP was not the best an-
swer, but we do need to take seriously the economic arrangements
that we have with countries around the world. And that is difficult
given that the United States has to be serious about free trade and
there are some protectionist tendencies

Senator CARDIN. And how do we deal with the local pressures of
commerce, the light, inexpensive products? So they will take the
short-term gains of having inexpensive products enter our market
when we lose the long-term capacity of economic growth.

Dr. MasTrO. Well, sir, I would just say that is a very difficult
question. And one of the big issues, for example, in terms of pres-
suring China to make market reforms like not requiring joint ven-
tures, for example, is if the United States is the only one doing it,
U.S. businesses are going to be harmed and less competitive com-
pared to businesses from other countries. And so in this back and
forth between China and the United States, we really have to push
other countries as well to take as much of a stance on these issues
or else we will be more at a disadvantage if we are the only ones
doing it.

Senator CARDIN. I would just conclude on this. I agree with that.
But it seems to me the way this has been set up with just the bilat-
eral discussions, while we are having trade disagreements with our
traditional trading partners on other issues such as aluminum and
steel and auto parts, that it puts us in a weaker position in trying
to get the type of good governance concessions in the trade discus-
sions with China that we desperately need to have.

One of the good things about TPP was that we had a good gov-
ernance section in that bill to deal with non-market economies be-
cause there were non-market economies in TPP. It is going to be
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challenging for the United States alone to be able to negotiate
those types of terms in a bilateral discussion.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Senator Cardin.

Senator TALENT. Mr. Chairman, can I just say a couple things in
response to Senator Cardin, and I promise I will be very brief.

The CHAIRMAN. Senator, that is always a risk, but I am going to
take it.

Senator TALENT. Multilaterally, I mentioned to Senator Romney
there are tools available at the WTO. They have not been used very
extensively for a number of countries to bring a case based on glob-
a}l’1 kinds of illicit activities, a range of illicit activities. I would do
that.

Bilaterally, I think we ought to set an example around the world
by enforcing our own laws. You are probably aware that Chinese
companies listed on an American stock exchange do not comply
with the rules of the SEC and the auditing requirements because
we are not permitted to audit the Chinese auditing firms, and yet
we continue to allow them to be listed. When I saw that, I thought
why in the world.

And the other thing is I think you should consider developing
tools as we get into this back and forth trade, whether multilateral
or bilateral. There are going to be sectors of our economy that get
hurt. You addressed—the farm issue is one. But consider other
kinds of tools to assist companies that are taking damage when the
Chinese react. I think it would be an interesting tool that would
empower administrations.

The CHAIRMAN. Thank you, Senator Cardin.

I am next going to call on Senator Portman, but before I do, I
want to note that in this hearing we really have not touched at all
on the type of infusion that the Chinese have done in our institu-
tions, be they national labs, be they the education system, or as
you just referred to, Senator Talent, our stock markets and that
sort of thing. And that is probably an item for a hearing in and of
itself because it is so broad.

But I do want to include in the record the 93-page report that
was issued February 22nd, 2019 by the Permanent Subcommittee
on Investigations, which is a subcommittee of the Committee on
Homeland Security and Governmental Affairs, entitled “China’s
Impact on the U.S. Education System.” It deals with the Confucius
Institutes and those kinds of things, all of which was chaired by
our own Senator Rob Portman. So I am going to put that in the
record.

The Staff Report referred to was appended to a subcommittee
hearing held on February 28, 2019 (S. Hrg. 116-30/Jacket 36158,
pp. 80-175)

[The material referred to above can be accessed at the following
url:]
https://www.govinfo.gov/content/pkg/CHRG-116shrg36158/pdf/CHRG-
116shrg36158.pdf

The CHAIRMAN. And with that, I will yield to Senator Portman.
Senator PORTMAN. Thank you, Mr. Chairman. I appreciate your
holding this hearing. It is another good opportunity for us to take
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a broader view here. We have talked about military, soft power,
trade tools, so much to do with regard to China.

I will, if it is okay, ask a question in a moment about the Confu-
cius Institutes. And the chairman is right. We had an 8-month in-
vestigation, and we found some disturbing things about lack of rec-
iprocity and lack of transparency that I want to touch on with you,
Mr. Talent.

Thanks to both of you and, Jim, for your service on the commis-
sion over the years.

Just quickly on the trade issues at the WTO, a lot of good points
made this morning by Senator Romney, Senator Cardin, and oth-
ers. China has wanted to get out of non-market status for a long
time. As you know, we have been the ones that have pushed back.
We have to continue to push back. They are a non-market econ-
omy. Unfortunately, under this new administration in China, they
have been even more focused on their state-owned enterprises.

And we also have to deal with this issue of China self-certifying
their developing status. Because of this growing economy that they
have, they are taking advantage of what developing countries, truly
developing countries, are able to use in the WTO system.

And so there are things that can be done, as you say, within the
system. Nullification would require us to get the EU and Japan
strongly on board. They have reason to do that. And I agree with
you that we need to be more multilateral in how we approach it.

But I will say this administration has done the right thing in my
view with regard to the 301 case, as tough as it is for some of my
Ohio farmers and manufacturers and others. And I hope—we all
have to hope—that by the next few weeks we will have some good
news coming out of those negotiations. If so, we will for the first
time have dealt with some of the structural issues.

You are right. We need to use our own tools more. We have a
269 percent tariff in place on rolled steel from China right now, as
an example, because we did pass legislation here 3 years ago,
which we are now using much more aggressively to go after dump-
ing and subsidization. But it is way broader than that, and intellec-
tual property obviously is the focus of the 301.

On the Confucius Institutes just quickly, what we found out was
$158 million has gone from the Chinese Government into these
Confucius Institutes over the last half dozen years. And it is amaz-
ing to me that we do not hear more from the academy on this be-
cause you got about 100 colleges and universities that have Confu-
cius Institutes now. And they come with strings attached, and I
think those strings can compromise academic freedom.

I do not know if you have looked into this much, but any
thoughts you had on that, Jim, would be appreciated. The Chinese
Government vets and approves all the Chinese directors, the teach-
ers, the events themselves, the research proposals, the speakers at
Confucius Institutes. Chinese teachers also sign contracts with the
Chinese Government saying that they will follow Chinese law and
conscientiously safeguard China’s national interests. Any thoughts
on the Confucius Institutes?

Senator TALENT. Yes. The influence goes beyond just the Confu-
cius Institutes because the influence of the money, the participa-
tion—it is causing scholars in the field in some cases to self-censor,
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to be very careful about what they say because they will not have
access to grants, they will not be able to travel to China as they
need to. It is a real problem.

I would encourage you even to broaden the approach and look at
the work of the United Front Work Department, which is in charge
of the Confucius Institutes. It is, I think, one of the oldest organs
created by the Chinese Communist Party. They have hired tens of
thousands of new cadres or employees under Xi Jinping. This
whole concept of sharp power—you know, we are used to soft
power, smart power, hard power. Sharp power is gray war tactics
that they use extremely effectively to disrupt, confuse the narrative
in other countries, and they are doing it through higher ed.

I do think we should not view the Higher Academy as like our
enemy in this. I mean, they did not know what was going on any
more than many other people did.

But, yes, there is a broader narrative, and I think it is important
that the committee become aware of the facts. And again, this is
an area where we have to develop tools for countering effectively.

Senator PORTMAN. One of the tools—Dr. Mastro, I want to hear
from you—that we tried to develop is to have our own ability to
have a presence in Chinese universities, colleges, educational sys-
tem. We have failed in that because we have been blocked from
doing that. That is the reciprocity concern that while you have a
growth of Confucius Institutes—by the way, there are also about
1,000 K through 12 institutions that have Confucius Institutes pri-
marily focused on Chinese language, as I understand it. We focus
more on the colleges and universities, but it also is K through 12.
We cannot do that in China. In fact, we are pulling back. As of this
summer, we will have no U.S. State Department presence in terms
of our own American values and history being taught in China. Dr.
Mastro?

Dr. MASTRO. So I think these Confucius Institutes and in general
the department that was previously mentioned is extremely entre-
preneurial in that China combined covert operations with public di-
plomacy, which is something that the United States does not do.
And this is why they have been able to really have such influence
on academic discussion to a degree and also instruction because the
main goal of this funding is to shape the conversation about China
to ensure that people are not saying things about China in the
United States and other countries. This is a big issue about polit-
ical interference that goes against what the party wants people to
say.

I do not think, bottom line, it is bad to take any money from the
PRC, to tell universities that there might be a big funder that
comes from China and so you should not engage with them. That
might not be the right approach. But there needs to be serious con-
straints on the amount of influence that China can have so it does
not restrict academic freedom. For example, universities should be
able to choose their own instructors for these institutes. If they
then, like with other donors, want to say and we thank the People’s
Republic of China for their donation, that is fine.

But this level of control and the lack of reciprocity is a real issue.
I myself have spent time in Beijing studying, and the amount to
which the foreigners have to be kept separately from the Chinese
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students at that time—I cannot confirm now, but at that time, it
was illegal for me to enter a dormitory to engage with Chinese stu-
dents. So I think the United States needs to demand much more
of this reciprocity.

Senator PORTMAN. And Chinese monitors at all those institu-
tions.

My time has expired, and I apologize.

On the transparency issue, just so you know, it is not so much
the fact that these schools are accepting the funding. It is that they
are not reporting it. And in fact, we think that about 70 percent
of the schools are out of compliance with our own U.S. Department
of Education rules on that. So at a minimum, we should have reci-
procity and transparency so people know what is going on.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Senator Portman.

Senator Markey.

Senator MARKEY. Thank you, Mr. Chairman.

Senator Gardner and I were able to pass the Asia Reassurance
Initiative that was signed by President Trump in December. And
just more and more reports coming out of China makes it clear why
we need that legislation and why we have to work on a bipartisan
basis to continue to deal with this China threat.

This morning, the Wall Street Journal detailed an internal Navy
report stating that the United States Navy and its industry part-
ners are, quote, “under cyber siege.” This follows an earlier report
that a known Chinese hacking group is behind a series of cyber at-
tacks on American universities as part of an elaborate scheme to
steal research about maritime technology.

In fact, this morning’s Wall Street Journal article references let-
ters I sent this week to the Departments of Defense and Homeland
Security asking how they are ensuring that sensitive and classified
military information at research institutions and universities are
protected. After all, in this age of great power competition, it
should come as no surprise that Chinese hackers are targeting aca-
demic institutions with valuable information about U.S. military
capabilities.

Dr. Mastro, as someone who has worked in academia, in think
tanks, and for the U.S. military, how well do you think our govern-
ment is doing in ensuring that sensitive and classified material is
protected at research institutions and defense contractors and what
more should we be doing to ensure that that information is being
protected?

Dr. MASTRO. Sir, thank you for that question. It gives me an op-
portunity to really highlight what I think is one of the main issues,
which is that many people who do not focus on China or the China
challenge are relatively naive about some of the security challenges
that come with it, whether it is having sensitive information or re-
search at universities in which the main goal is the creation of
knowledge for knowledge’s sake or allowing Confucius Institutes to
be funded. In many cases, people who are outside of this field do
not understand those risks. And so it is less I think that the gov-
ernment is not protecting that information, but more that a lot of
those protections are not necessarily in place in some of these
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places that the Chinese are able to find certain weak spots whether
it is in the networks——

Senator MARKEY. But bottom line, that just means we are not
d}(l)ingbthe job. If they can find weak spots, then we are not doing
the job.

Dr. MASTRO. Yes, sir. I agree. I was trying to say it more dip-
lomatically. But, yes, I think we are not doing the job, and we are
not having a whole-of-government approach in which people in the
business community, in academia, and all fields and sectors under-
stand the challenge of China.

Senator MARKEY. I appreciate that.

Now, last week, Eric Rosenbach, who has extensive experience in
national security, testified that it was not fair to leave security up
to universities and that DOD should do more to help protect infor-
mation. Do you agree with that?

Dr. MASTRO. I do agree with that, but to be a bit pessimistic, the
DOD has its own issues with ensuring that its own networks are
Iélﬁ)teCted from hacking and has its own vulnerabilities vis-a-vis

ina.

Senator MARKEY. Good. You are becoming less diplomatic as this
question is going on. Excellent.

[Laughter.]

Senator MARKEY. The words just have to be said. It just has to
be said they are not doing the job, and it exposes the whole system
from top to bottom. And the Chinese are attacking and here are the
words. The U.S. Navy is under cyber siege right now.

So I would like now to stay on the topic of China and cybersecu-
rity. CNN reported on Monday that rural American telecom compa-
nies have installed equipment from the Chinese firm Huawei with-
in their cellular networks operating in close proximity to a field of
intercontinental ballistic missiles outside of Malmstrom Air Force
Base in Montana. According to James Lewis, a cybersecurity expert
at CSIS, the Chinese Government, quote, “could decide to interfere
with ICBM command and control or with ICBM personnel,” the
people manning the missile silos.

Dr. Mastro, with the recognition that we should be cautious
about generalizing too much about the nature of the threats, what
level of threat could foreign telecommunications technologies pose
to U.S. ballistic missiles and their associated command and control
networks?

Dr. MASTRO. Sir, it is my understanding from cyber experts that
the degree to which this presents a threat depends on the exact
technology, the system it is a part of, and what it is networked
into. And therefore, I think this really highlights the need not only
for the DOD to be focusing on cyber efforts but for there to be more
efforts for Silicon Valley and DOD to work together so that we
have the technical expertise necessary to be able to adequately an-
swer that question.

Senator MARKEY. So can we have a high degree of confidence
that our existing nuclear command and control networks, given the
advent of and deployment of Chinese advanced technology in close
proximity to the most deadly weapons on the planet, in fact may
be vulnerable? How high a level of confidence can we have? What
state of knowledge do we have?
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Dr. MASTRO. So, sir, I would say I am not equipped to say wheth-
er those towers themselves present a risk, but I would say, given
Chinese capabilities, the risks are there and their ability——

Senator MARKEY. Do you think it makes sense for us temporarily
to bring in outside cyber experts to help the Department of De-
fense? Would that make sense to you?

Dr. MASTRO. Yes, sir.

Senator MARKEY. Yes. And I thank you for that recommendation.

Would you agree with that, Commissioner?

Senator TALENT. Yes, I would. You know, they looted our defense
contractors 3 years ago. They are continuing to do it, and it is
going to get worse as 5G rolls out, Senator.

Senator MARKEY. No, I agree.

Senator TALENT. Because the number of devices that are going
to be extant is going to go up by a factor of something like 10, and
the Chinese are engaged in a major competition to control 5G. If
they do that and produce those devices, we are not going to be able
to trust anything that happens. And I will say I have a fair degree
of confidence in the cyber defenses of the Department itself. But I
would agree I think this is something we have to act on.

Senator MARKEY. Again, you are being diplomatic. You are say-
ing I have a fair degree of confidence.

Senator TALENT. You know what? You are right. And I will put
it this way. I have very little confidence in actors outside of the De-
partment certainly, and I am concerned about that. We have to as-
sume that they are going to be situationally aware about the capa-
bilities of our systems and our platforms in the event that there is
a conflict because they have reconnoitered it through cyber. You
have raised an outstanding point.

Senator MARKEY. My feeling about the Chinese is very simple.
They are not 10 feet tall, but they have a plan. What is our plan?
Who is our cyber leader in the Federal Government? Who is the
person whose name we all know that you would call and say what
do they know about this potential threat? We do not know that per-
son. And we can beat China in anything they do, but you need a
plan. They have one. What is our plan? And you cannot just have
a fairly high level of confidence. You just cannot wonder whether
or not these agencies are providing extra help to the universities
in order to protect the secrets that they have as well. We have to
have a plan, and somebody has to be able to articulate to this com-
mittee what that plan is otherwise they will exploit these secrets
to their advantage and our disadvantage and our allies’.

Thank you, Mr. Chairman.

The CHAIRMAN. Well said, Senator Markey. Thank you.

Senator Young.

Senator YOUNG. Thank you, Dr. Mastro and Senator Talent, for
being here today. Your testimony has been thoughtful, and it is
very much related to a topic that we have been exploring in a sub-
committee that I have chaired over the last couple of years.

We focused in my Multilateral Institutions and International
Economic Policy Subcommittee on China’s predatory economic prac-
tices. We have been inattentive as a country now for a couple of
years with respect to trying to address China’s practices through
a multilateral mechanism. I do see that improving somewhat, but
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it is kind of a drum that I keep on beating. And the question was
just asked by one of my colleagues, what is the plan? That question
is being asked in committee after committee, hearing after hearing.

Now, in 2017, Senator Talent, the commission that you serve on
called for a plan. It called for a plan to identify gaps in U.S. techno-
logical development vis-a-vis China and following this assessment,
develop and update biennially a comprehensive strategic plan to
enhance U.S. competitiveness and advance science and technology.
That is a plan.

I have related legislation calling for a national economic security
strategy to be created out of the National Economic Council. You
know, this is similar to what we do. We develop a National Secu-
rity Strategy and then a National Defense Strategy and a National
Diplomacy and Development Strategy. Why do we not have a na-
tional economic security strategy? And I may complement, frankly,
my legislation with the gaps in our technological development per
the commission’s recommendations. But this is just a huge gap.

China has a plan. It is on the website, you know, Made in China
2025. Anyone can google it. We at least know strategically where
they are headed. And it is hard to even know strategically what
our plan is. So we need to get our bearings on that front. So I am
very glad each of you has underscored that.

Is there a particular mechanism through which we ought to be
working multilaterally that just comes to mind, an optimal mecha-
nism? I would have thought the Trans-Pacific Partnership agree-
ment would have been helpful, but in a bipartisan way, there was
sort of a decision to abandon that approach. And I accept where we
are on that, though there may be a way back in.

We could work with a coalition of the willing, you know, G7 or
ASEAN partners perhaps. It would be a variant of a collective se-
curity arrangement where we would collectively agree—those par-
ticipating countries—to engage in a form of reciprocity. When any
one country has been injured through theft of intellectual property,
all the other countries would bring to bear their economic weight
against China, and suddenly we would have a lot more leverage,
something, Dr. Mastro, you indicated we need to have. We cannot
do this alone. We need the international community behind us if
we are really going to deal with the deeper issue of intellectual
property theft and forced technology transfers and all the things
the commission has identified here in your toolkit.

So give me your thoughts on, A) should Congress legislate the
creation of some sort of strategy? Should we mandate that not just
this administration, but each successive administration produces
one? And then, B) do you have in mind a particular sort of con-
struct where the U.S. can use our convening power to develop those
sorts of institutions that were developed in the post-World War II
time frame updated to this new environment where we are dealing
with a state capitalist model?

Senator TALENT. Yes. I like the idea of an economic strategic
plan. I think what you might want to do is rather than—the dan-
ger with this is trying to boil the sea, in other words, trying to
cover too much. I would take it step by step. I would identify, for
example, skills and technologies that are going to be necessary in
the national security workforce, and I would target assistance and
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aid in those areas. So, for example, we need—and I think the plan
is there to modernize nuclear infrastructure, the strategic arsenal,
but our skilled workforce has aged out or is aging out rapidly. So
Ihwould try and walk a little bit before you run. I would pick some
things.

I like the idea of operating multilaterally to try and recruit
smaller countries and to get them working together to deal with
Chinese abuses. Now, what I would do is approach our allies in the
region who are already working together much more than they
were before, I mean, like with the Quadrilateral group with the
Japanese, the Australians. And what you are going to need to do
is to provide reassurances to the smaller countries, because the
Chinese are going to react, and they are going to be concerned
about how they could be hit. So I think they are going to need reas-
surance, and I think it needs to come from a group of countries
that if they cooperate and help us, that we will protect them from
any kind of reprisals.

You are thinking along the right lines. I like the way you are up-
dating the strategy and the doctrine. I think if we bring a com-
mitted economic power of the United States to bear, I think a lot
of these things are possible going forward.

Senator YOUNG. Thank you.

Doctor, did you have any thoughts?

Dr. MASTRO. I just wanted to also agree with the convening
power of the United States. I think it would be best to think about
these new institutions, for example, if you had one that you were
focused largely on protection of technologies and IPR, of trying to
make it a new institution versus tacking it onto one of the existing
institutions largely because institutions are meant to be sticky.
They are meant to be difficult to change. And so a lot of the issues
that we have with our current institutional structure is that it is
outdated to deal with contemporary issues. If we went in that di-
rection, which I think is a positive direction, I would think about
starting a whole new institution versus tacking it onto the WTO or
something like that.

The CHAIRMAN. Thank you, Senator Young.

We have got a couple minutes before we have a vote starting. I
know both Senator Cruz and Senator Shaheen want to get in on
this. So, Senator Shaheen, you are next.

Senator SHAHEEN. Thank you. Thank you both for being here.

I am sorry that I missed the discussion. I understand that tariffs
have come up. But in response to the initial round of tariffs that
have been imposed by this administration, China has leveled retal-
iatory duties on a number of U.S. products that have really affected
particularly small businesses. New Hampshire, which I represent,
is a small business State, and we have seen a real impact on dairy
products, on seafood, on a number of our small businesses that do
business in China. And while I appreciate the need to get tough
with those countries who cheat—and I certainly would agree that
China has abused the rules—I wonder if there are other ways that
we can do it that do not put our American businesses at a competi-
tive disadvantage. And I wonder if either of you can speak to that.

Senator TALENT. Senator, yes. I think as we develop these tools
and refine how we are going to use them effectively against China,
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one of the things we have to consider is what is the down side be-
cause they are not going to sit there and do nothing when we put
10 or 25 percent tariffs on broad ranges of their products.

Now, I think there is a lot of precedent for the Congress pro-
viding assistance in a targeted way to particular businesses or seg-
ments of the economy that get hurt by the fallout in an economic
back and forth. I would encourage you to think in that direction.

Senator SHAHEEN. I do not want to interrupt, Senator, but with
all due respect, you have been a Member of this body. You know
how hard it is to get something like that done. And I would argue
that that would be very difficult under the current circumstances.

So I guess what I am really hoping you might suggest is are
there other incentives, disincentives, sticks or carrots that we have
with China itself that we could use in order to address——

Senator TALENT. Oh, other than tariffs or other than this eco-
nomic—yes, but I think the problem is that anything we do that
is going to be effective is going to provoke a response on their part.
And they will try to analyze what we see as our particular
vulnerabilities and leverage points, and they will try to hit those.
So I do not know that, going forward, we are going to be able to
use economic tools without them responding in a way that will
cause some damage.

I totally agree with you about the difficulty, although I would
suggest, if I might, Senator, that going forward there may be op-
portunities and potential, as the whole government adjusts to this
new era we are entering, to do things that might have been consid-
ered very difficult. But, no, obviously, getting anything done here—
I get it. It is hard.

Senator SHAHEEN. Dr. Mastro, do you want to

Dr. MASTRO. Ma’am, I think in general this idea of confronting
China directly and alone, whether it is in the economic sphere,
other spheres, is not the best strategy. To be competitive in the
international system, it is not about undermining China. It is
about being a better global partner. China can target us because
we are acting alone. They cannot put tariffs on the whole world.
And so I think we need to do a better job at multilateralism and
our diplomacy in that arena to get countries on board. But many
countries, including our allies and partners, are afraid of Chinese
retaliation, and that is why to date it is hard to get them on board
with U.S. policies. I think some of our own diplomatic efforts under
the Trump administration have not helped. So I would say we need
to think less about doing this alone in a bilateral trading environ-
ment and think more about how we can bring to bear pressure
from many different avenues.

Senator SHAHEEN. The budget document that was just sent over
to the Congress emphasizes the importance of great power competi-
tion and our need to be competitive with Russia and China. At the
same time, the budget calls for a 24 percent decrease in the State
Department in diplomatic initiatives. While we are doing that,
what we have seen from the Chinese is that they have increased
their budget by almost an equal amount for foreign affairs.

Can you just talk about the priorities of suggesting that the only
way we can deal with China and the great power competition is
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through military might as opposed to soft power and the impor-
tance of diplomacy?

Dr. MASTRO. One of the big issues, when you look at the history
of rising powers, is that rising powers always build power in a dif-
ferent way than the predecessor. That is what makes them com-
petitive. So just like the United States did not build colonies, China
is not going to build a system similar to the United States.

Historically, the United States has relied a lot on its military
power projection and foreign military intervention as key tools of
foreign policy. So moving forward, that consistently is what the
United States focuses on. But China has recognized the fact of that
is how the United States does business, and so it has focused most
of its efforts—now, in my testimony, I talk about some of the re-
gional challenges with the military—on political and economic
power. And they have been largely successful in those areas.

The bottom line is, of course, the United States needs to main-
tain its military edge. We need to be able to deter China and pro-
tect our allies and partners in the region. But the majority of coun-
tries are not focused on the military threat from China most of the
time. They are focused on the political and economic aspects of this
issue. So we should be investing much more in the State Depart-
ment, USAID, and other tools of U.S. power. Doubling down and
doing more of the same is not innovative and is not going to work
given how competitive China has been.

Senator TALENT. We are going to need a range of tools, and they
need all to be robust, Senator.

Senator SHAHEEN. Thank you.

The CHAIRMAN. Thank you.

Senator Cruz.

Senator CRUZ. Thank you, Mr. Chairman.

Welcome to the both of you. Thank you for your testimony today.

China is in my judgment the greatest long-term geopolitical rival
to the United States. Presidents in both parties have believed for
decades that America could turn China from a foe into a friend
through trade and diplomacy or that allowing China into rules-
based institutions would turn China into a rules-based country. In-
stead, sadly, the opposite has happened.

America cannot sever commerce with our largest trading partner,
nor should we. But we must recognize China for the threat it poses
to our national security.

There are three urgent matters before America and our allies:
number one, to insulate our vulnerability to Chinese espionage and
interference; number two, to deconflict our commerce from enabling
the party’s human rights abuses; and number three, to compete to
secure our interests. Let me focus principally on the first.

Many of us are increasingly concerned that China is gaining ac-
cess to American secrets by using non-traditional, all-of-govern-
ment or even all-of-nation approaches to espionage against us and
our allies. Huawei is a Communist Party-controlled surveillance
agency veiled as a telecommunications company. It has maneu-
vered itself into a dominant position providing infrastructure
across the globe, including to partners within the Five Eyes intel-
ligence network of Great Britain, Canada, Australia, and New Zea-
land.



52

Can you assess the risks presented by Huawei’s commercial par-
ticipation in the 5G build-out within these countries?

Dr. MASTRO. Sir, at the very least—now, I do not have the ability
to independently assess the degree to which Huawei is controlled
by the party and whether or not there are back doors that could
lead to vulnerabilities in civilian or critical infrastructure, as well
as impacts on military infrastructure.

But what I can say is at the very least, a Chinese company like
Huawei has to do what the Communist Party asks them to do even
if Huawei is 100 percent private. I am not an economist but based
on some of my studies, even private corporations have very close
government ties—even if they are 100 percent private, even if their
leadership has no love lost for the Communist Party, in the end if
you are going to operate in China and if it is critical enough for
Chinese national security and core interests that the party asks
you to do something, you have to do it. And so given those connec-
tions I think between companies in China and the government, we
have to be very careful on the national security front.

However, I think we have to be careful also not to—this is not
for Huawei, but other examples—use national security issues for
protectionist goals because that really undermines the areas in
which national security is really threatened.

And I think we need to think differently about counterintel-
ligence. We are in a different age of an intel threat that is very dif-
ferent than before. The insider threat is no longer someone that
just wants money or something like that. We have China who is
very proactive at getting information through cyber means but also
just mass. They are not very good at it, but they have so much ef-
fort going at it. So there really does have to be a broader effort in
the counterintelligence sphere, to your first point.

Senator TALENT. We should plan on the assumption that for the
purposes of the national security goals of the Chinese state, private
companies, companies that are technically private, are not private.
And as a matter of fact, they have been pretty explicit recently in
increasing the presence and visibility of the Chinese Communist
Party committees which are attached to every company, even pri-
vate companies.

And so I agree with Dr. Mastro, and we have said this in the
commission for a number of years. There are, obviously, differences
between state-owned enterprises and private companies for certain
economic purposes, but you have to assume they are all going to
do the will of the state.

And you mentioned 5G. This is a competition that the United
States must win, and the Chinese understand this and they are
pushing very, very hard. They are going to control the standards
if we are not careful, and they are going to control the devices. And
if they do that, then espionage is going to be very easy for them.

Senator CRUZ. Last year, I authored and passed an amendment
in the National Defense Authorization Act to prohibit DOD from
funding Confucius Institutes, which are one of the tools the Chi-
nese use to penetrate American higher education.

I have also introduced the Stop Higher Education Espionage and
Theft Act to require the FBI to designate foreign actors conducting
espionage in our colleges and universities.
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In your judgment, what further steps can Congress take to insu-
late our universities and research institutions from Chinese espio-
nage?

Dr. MASTRO. Sir, I do not mean to pivot, but can I add one more
concern from the point of higher education?

Senator CRUZ. Absolutely.

Dr. MASTRO. Which is to elevate the cases of scholars who are
punished or retaliated against based on their research or their
writing or even U.S.-based companies that will censor some schol-
ar’s work overseas. I myself have just canceled a trip in two weeks
to China because I am concerned about my own safety, and that
is the first time. I love going to China. I spend a lot of time there.
But I am concerned that this would not be a priority back at home
if, in retaliation for what is happening in the Huawei situation,
China started harassing or detaining U.S. citizens. And so the intel
aspect is very important.

But we also have to recognize that individuals are being retali-
ated against that work in these institutions, whether it is to deny
them access, visas, or what have you. And so I think that also has
to be part of the national discussion.

Senator TALENT. And reciprocity ought to be the theme there.
For example, in the commission, we have looked—for years they
will deny—and this is a little outside higher ed. They will deny or
hold up visas to foreign reporters wanting to come into China, and
of course, we are letting Chinese reporters in the United States all
the time. When Senator Dorgan was on the commission, he and I
used to talk about why do we not respond in kind in those kinds
of situations. And why should they not keep doing it from their
point of view? We do not react.

Senator CRUZ. Thank you.

The CHAIRMAN. Thank you, Senator Cruz.

Senator Menendez.

Senator MENENDEZ. Very brief, Mr. Chairman, because I know
we have to go to vote.

This has been very instructive and I personally would like to fol-
low up with both of you at different times on some of the elements
I have not been able to get to.

But there used to be a cyber coordinator at State. The adminis-
tration got rid of it, and we have been working with offices on both
sides of the aisle to try to bring it back. I hope we can do that. I
think that type of action speaks to the disconnect between a
confrontational approach and a real policy and strategy to be com-
petitive at the end of the day.

And T just want to follow up, Dr. Mastro. In your very opening
statement, you said we have to start competing again. One of the
concerns I have is that every time we retreat from a leadership role
in the international context, we let China ultimately expand its
role on the global stage, whether that is the Paris climate agree-
ment, whether that is the Trans-Pacific Partnership, UNESCO,
just to mention some.

The impact of these moves has been twofold. It led some of the
country’s closest allies to begin hedging their bets and they are de-
creasing the weight they give to U.S. preferences in their own deci-
sion-making because they view the United States as unreliable.
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And secondly, when we withdraw from agreements such as TPP,
it shifts economic attention to other vehicles, in this case the re-
gional comprehensive economic partnership, a TPP-11 deal in
which the U.S. is not included. The result is the U.S. is at a dis-
advantage because it is unable to influence the content of either of
these agreements, thereby missing out on both the potential bene-
fits of increased access to these markets and the opportunity to
mitigate any potentially negative effects on the U.S. economy and
other vulnerable societies.

When we say we have to compete, we need to be in the game in
all of these things in order to be able to affect the outcome because
otherwise our preferences, which we used to lead the world in, are
largely going to be sidelined, and when we are sidelined, then
China takes advantage.

Is that a fair statement?

Dr. MASTRO. Yes, sir. I think one of the big issues is not so much
that China violates international norms, which is an issue, but the
problem is that there are a lot of areas in which those norms have
not been significantly set yet and they are ambiguous and they are
nonexistent.

And so we were just talking about 5G. I learned yesterday, in
terms of the Telecommunications Union, China sends very high
level representatives to ensure that standards are set in a way that
is competitive for their companies, and we do not.

And so it seems kind of on the softer side—in my written testi-
mony, I focus a lot on military power because I think that is an
important part of U.S. power, but this competition is everywhere.
And setting the norms, rules of behavior are very important. The
international system is not all-encompassing. There are many
areas where there continue to be gaps, and so that needs to be a
focus of U.S. efforts. I firmly agree with that.

Senator MENENDEZ. Thank you.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you, Senator Menendez.

Well, thank you sincerely to both of our witnesses. This is an in-
credibly important issue to the United States of America, and we
need to continue to focus on it and bring attention to all the many
issues we discussed today and many more that we did not quite get
to. So we will be doing some work in this area. But anyway, thank
you, both of you, for your testimony.

For the information of the members, the record will remain open
until close of business Friday. We would ask that if you do get
some questions for the record, that you give us as prompt an an-
swer as possible, understanding you are a volunteer, but we need
it to complete the record. So thank you so much.

And with that, the committee is adjourned.

[Whereupon, at 12:14 p.m., the hearing was adjourned.]
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ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD

RESPONSE OF HON. JAMES TALENT TO QUESTION SUBMITTED
BY SENATOR JOHNNY ISAKSON

Question. Personally, I believe the name of this hearing should have been “A New
Strategy for an Era of U.S.-China Competition”, because that’s that we need—a ro-
bust strategy to proactively address an increasingly competitive China from a holis-
tic perspective.

As you mention in your testimony, the Chinese Communist Party (CCP) has built
up its armed forces over the past 25 years, investing in the research of advanced
weapons and creating a navy that is now larger than our own.

The CCP is also using China’s growing economy to expand its influence. As you
say, the CCP is seeking to “leverage its economic strength to capture markets [and]
secure unfettered access to critical resources.”

Mr. Talent, what steps can we take to address Chinese competition from both a
security and economic standpoint? Particularly in Africa, where I consistently hear
concerns over China’s growing influence.

Answer. Thanks for the question. Here is my response. Senator Isakson has asked
the most important question. What is our strategy?

Strategic thinking requires choosing the highest order ends and the highest order
means by which the ends will be achieved. It has to come from the top levels of
political authority—the President and Congress. Once strategic clarity is achieved,
the middle and lower levels of government know what they are trying to achieve
and can effectively harmonize their efforts, nurture the tools by which they will ac-
complish the strategic goals, and plan and execute particular operations. Impor-
tantly, these tools and operations must be fully resourced to ensure the rhetoric of
strategy is manifested through concrete action.

T'll offer these as strategic goals in the competition with China.

Protecting the United States and its allies from aggression;

Protecting America’s right to trade and travel in the international “commons”
(sea, air, space, and cyberspace), and in the international economic system, freely
and on the same terms as other countries;

Preserving an international system where nations relate to each other according
to norms, rather than by size and power;

Preventing all armed conflict if possible, but in any event preventing escalating
armed conflict.

The highest order means to accomplish the goals should include the following.

Armed forces of sufficient strength, and sufficient presence in Asia, to decisively
deter China from attempting to achieve its goals through armed aggression;

Strong alliances and partnerships that validate American leadership and share
the burden of the competition;

The use of economic power to impose costs on China for any systematic violation
or subversion of the global trading system;

Effectively contesting China’s narrative about its intentions and actions so as to
preserve unity at home and among allies, and impose reputational costs on the Chi-
nese government for aggression, provocation, or violation of norms.

Choosing the right strategy is not enough by itself for success, but without it the
risk of failure goes way up. Conversely, a strategy without resourcing and action
is not credible. I believe that Committee members, either in a formal hearing or in
informal discussions, should work to try to identify a common strategy and the
means to implement it. What I've outlined above is a first cut for the Committee’s
consideration.

As regards a plan for Africa and other places where the Chinese are making in-
vestments: Congress should make certain that the appropriate Executive branch
agency has clear responsibility for monitoring those investments and assessing any
concrete national security implications. The United States should be fully prepared
to exact reputational damage on China when it invests, as it often does, in a man-
ner that corrupts local officials or rides roughshod over local labor, business, or envi-
ronmental interests. We should robustly fund our own development programs and
administer them with the strategic goals of the competition in mind.

Having said that, I don’t think the United States should get in a “whack a mole”
game everywhere on the planet where China makes investments. We need to iden-
tify areas of real concern based on the broader implications for the strategy. I will
say that I am particularly concerned about China’s ownership and influence in ports
around the world and China’s investment in digital infrastructure. Those trends
have serious economic and security implications for the United States and need to
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be the subject of a focused and well-resourced Executive plan. The Committee could
do good work by overseeing vigorously in those areas.

Let me add a point about corruption, which will be particularly relevant in Africa,
where many governments struggle with weak institutions and poor governance. Ac-
cording to Transparency International, in 2018, China ranked 87th among 180 coun-
tries surveyed—a fall of 10 places from its rank last year. Chinese companies oper-
ating abroad take their corrupt practices with them, which is detrimental to both
host government and economies, and U.S. businesses trying to do honest business
in these countries. For that reason, I would like to draw your attention to the
“China Initiative” recently announced by the U.S. Department of Justice. Among
other aspects, the Initiative’s goal is to examine how the Foreign Corrupt Practices
Act (FCPA) can be used to address behavior of Chinese companies unfairly com-
peting against American businesses. The Initiative is still in its infancy, but I would
encourage the Committee to examine its structure and implementation.

Finally, the U.S.-China Commission, on which I serve, made 26 recommendations
in its 2018 Annual Report to Congress to help bolster U.S. economic, security, and
diplomatic capabilities. In my view, the strategy should focus on making better use
of existing U.S. institutions and tools, and bolstering the capacity of smaller coun-
tries to manage pressure from China.

Excerpted below are some of the recommendations I think particular relevant to
your inquiry.

Protecting freedom of navigation.

Congress require the Director of National Intelligence to produce a National Intel-
ligence Estimate (NIE), with a classified annex, that details the impact of existing
and potential Chinese access and basing facilities along the Belt and Road on free-
dom of navigation and sea control, both in peacetime and during a conflict. The NIE
should cover the impact on U.S., allied, and regional political and security interests.

Capacity building in allies and partners.

Congress create a fund to provide additional bilateral assistance for countries that
are a target of or vulnerable to Chinese economic or diplomatic pressure, especially
in the Indo-Pacific region. The fund should be used to promote digital connectivity,
infrastructure, and energy access. The fund could also be used to promote sustain-
able development, combat corruption, promote transparency, improve rule of law, re-
spond to humanitarian crises, and build the capacity of civil society and the media.

Congress direct the administration to strengthen cooperation between the United
States and its allies and partners in Europe and the Indo-Pacific on shared eco-
nomic and security interests and policies pertaining to China, including through the
following measures.

Urge the administration to engage in regular information sharing and joint moni-
toring of Chinese investment activities and to share best practices regarding screen-
ing of foreign investments with national security implications, including develop-
ment of common standards for screening mechanisms.

Enhance consultations on mitigating the export of dual-use technology to China
and identifying other foundational technologies essential for national security.

Congress consider raising the threshold of congressional notification on sales of
defense articles and services to Taiwan to those set for major U.S. allies, and termi-
nating any requirement to provide notification of maintenance and sustainment of
Taiwan’s existing capabilities.

Protecting freedom of information and contesting China’s narrative.

Congress require the U.S. Department of State to prepare a report to Congress
on the actions it is taking to provide an alternative, fact-based narrative to counter
Chinese messaging on the Belt and Road Initiative (BRI). Such a report should also
examine where BRI projects fail to meet international standards and highlight the
links between BRI and China’s attempts to suppress information about and mis-
represent reporting of its human rights abuses of Uyghurs in Xinjiang.

Congress direct the National Counterintelligence and Security Center to produce
an unclassified annual report, with a classified annex, on the Chinese Communist
Party’s influence and propaganda activities in the United States.

Protecting U.S. critical infrastructure.

Congress require the Office of Management and Budget’s Federal Chief Informa-
tion Security Officer Council to prepare an annual report to Congress to ensure sup-
ply chain vulnerabilities from China are adequately addressed. This report should
collect and assess.

Each agency’s plans for supply chain risk management and assessments;

Existing departmental procurement and security policies and guidance on cyberse-
curity, operations security, physical security, information security and data security
that may affect information and communications technology, 5G networks, and
Internet of Things devices; and
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Areas where new policies and guidance may be needed—including for specific in-
formation and communications technology, 5G networks, and Internet of Things de-
vices, applications, or procedures—and where existing security policies and guidance
can be updated to address supply chain, cyber, operations, physical, information,
and data security vulnerabilities.

Congress direct the National Telecommunications and Information Administration
and Federal Communications Commission to identify (1) steps to ensure the rapid
and secure deployment of a 5G network, with a particular focus on the threat posed
by equipment and services designed or manufactured in China; and (2) whether any
new statutory authorities are required to ensure the security of domestic 5G net-
works.

O



