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U.S. STRATEGIC OBJECTIVES TOWARDS IRAN

THURSDAY, DECEMBER 1, 2011

U.S. SENATE,
COMMITTEE ON FOREIGN RELATIONS,
Washington, DC.

The committee met, pursuant to notice, at 10 a.m., in room SD-
419, Dirksen Senate Office Building, Hon. John F. Kerry (chairman
of the committee) presiding.

Present: Senators Kerry, Menendez, Cardin, Casey, Webb,
Shgheen, Coons, Udall, Lugar, Corker, Risch, Isakson, Barrasso,
and Lee.

OPENING STATEMENT OF HON. JOHN F. KERRY,
U.S. SENATOR FROM MASSACHUSETTS

The CHAIRMAN. The hearing will come to order.

Thank you all for being with us this morning.

I am going to just have very, very brief remarks because we want
to hear from the witnesses.

Obviously, I think everybody understands that the question of
Iran’s relationship with its neighbors and with the world is much
on everybody’s mind. There could not be a more critical challenge
in terms of proliferation and questions of terrorism in the region,
and I think every one of us are deeply, deeply concerned about how
we might be able to change this current equation in a way that is
rational and beneficial to all parties.

We have two very highly capable witnesses here this morning to
help us examine this complicated situation, and, I hope, help us
shed light on how we can positively influence Tehran’s behavior
and confront this question of nuclear weaponization. Wendy Sher-
man has appeared many times before the committee and today
marks her first appearance as the Under Secretary of State for
Political Affairs, and I am delighted to welcome her here in that
capacity. And appearing with her is David Cohen, the Under
Secretary for Terrorism and Financial Intelligence at the Treasury
Department. They are both very competent, dedicated, and experi-
enced public servants, and we are happy to have them here to
answer our questions today.

Obviously, with the Quds Force allegedly plotting to kill the
Saudi Ambassador to the United States right here in Washington,
DC, and now with the world’s nuclear watch dog agency, the IAEA,
issuing a very detailed and careful report about Iran’s activities
relative to nuclear processing, these two developments highlight
the breadth of the strategic challenge that we face.

o))
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So I am not going to say more. I want to learn here today and
listen carefully and I look forward to the testimony of both of our
witnesses.

Senator Lugar.

OPENING STATEMENT OF HON. RICHARD G. LUGAR,
U.S. SENATOR FROM INDIANA

Senator LUGAR. Mr. Chairman, I join you in welcoming our dis-
tinguished witnesses. I am hopeful they will illuminate administra-
tion strategy toward Iran’s nuclear program and other issues raised
by Iranian activities in the Middle East.

Iran continues to be a direct threat to United States national se-
curity, the security of our close ally Israel, and other United States
interests in the region. The October disruption of an alleged plot
to assassinate the Saudi Ambassador to the United States impli-
cated the Iranian Government. Just days ago, the regime appeared
to be complicit in the attack on the British diplomatic mission in
Tehran. Iran’s material and financial support of Hezbollah and
Hamas continues to undermine international efforts to promote
peace and economic prosperity in the Middle East. And its lethal
support and training for militants in Iraq and Afghanistan have
threatened United States and coalition forces.

Iran’s leaders have issued cynical statements of support for this
year’s democratic movements across the Middle East and North
Africa, even as they suppress dissent at home. In 2% years since
the Iranian Government’s deadly repression of protests after the
disputed 2009 Presidential election, the human rights situation in
Iran has not improved. The regime persists in its persecution of
many political activists, lawyers, students, journalists, trade union-
ists, and filmmakers. Iranian citizens lack basic freedoms that we
Americans hold dear, including freedom of expression, freedom of
assembly, and the freedom to choose their government through
transparent, fair elections. As we debate how most effectively to
constrain Iran’s nuclear ambitions, it is important to keep in mind
those who continue to pay a personal cost for expressing their oppo-
sition to the Iranian regime.

Against this backdrop, Iran continues advancing toward a nu-
clear weapons capability. The IAEA Board of Governors passed a
near-unanimous resolution on November 18 calling on Iran to com-
ply fully with its obligations under Security Council resolutions and
TIAEA requirements and urging Iran to intensify its dialogue with
the agency to resolve outstanding questions. The move comes after
the agency reported on November 8 that Iran continues to violate
its obligations to suspend all enrichment-related and heavy water-
related projects and expressed serious concern about the possible
military dimensions of Iran’s nuclear program.

On November 21, the United States strengthened bilateral sanc-
tions against Iran—targeting entities that contribute to Iran’s
ability to develop its petroleum and petrochemical resources
through the provision of goods and services; designating entities
and individuals involved with Iran’s proscribed nuclear procure-
ment activities; and labeling Iranian financial institutions as pri-
mary money laundering concerns. These new sanctions build on a
bilateral framework of existing measures in the Comprehensive
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Iran Sanctions and Accountability and Divestment Act of 2010 and
the Iran Sanctions Act. Additionally, the United Kingdom an-
nounced new restrictions that cut off all financial ties between
British financial institutions and Iranian banks. Canada also im-
posed further sanctions, prohibiting financial transactions with
Iran and expanding the list of prohibited goods for export. The Eu-
ropean Union announced new measures that will ban European
companies from doing business with an expanded list of firms and
organizations and will subject an expanded list of individuals to
asset freezes and visa bans.

Although these steps are significant, by themselves they are
unlikely to be decisive in moving Iran toward accepting a verifiable
end to its nuclear weapons program. Our task continues to be the
achievement of an international consensus in favor of sanctions
that would present the Iranian regime with the stark choice
between continuing their nuclear weapons program and preserving
the economic viability of their country. From decades of experience
with sanctions policy, we know how difficult this might be to
achieve. Sanctions are prone to circumvention and can create unin-
tended consequences. We also know that some nations will not be
full participants in a robust sanctions regime against Iran, and oth-
ers may be obstacles.

But international will for a decisive sanctions strategy has
strengthened as Iran’s intransigence has continued. We also have
seen indications of fissures within Iran’s Government as it con-
tends with high unemployment, inflation, and dismal prospects for
economic growth. Popular upheaval against the repressive Syrian
Government not only weakens Iranian influence in the region, it
underscores for the Tehran regime the domestic risks it assumes
by incurring the economic consequences that come with nuclear
noncompliance.

The United States should be exploring every option to accelerate
and intensify the economic pressure on the Iranian Government
while working with allies to construct a more comprehensive
approach to sanctions than has been achieved thus far. This should
be a top priority of the administration and Congress.

As I have frequently advocated, we also should be devoting sub-
stantial assets to communicating directly with the Iranian people
and supporting their unfettered access to the Internet and social
media outlets. The Iranian regime blocks satellite broadcasts and
Internet access in order to control and manipulate information
coming into and out of Iran. U.S. satellite TV, radio, and Internet
operations all offer important lifelines to beleaguered human rights
activists and supporters of democratic reforms. Access to commu-
nications technology can be a powerful stimulus for change, as we
have seen during the Arab Spring.

I look forward to hearing from our witnesses regarding the
administration’s plans for further isolating the regime in Tehran.
What is being done to enhance international economic sanctions
and does the administration have a strategy for overcoming obsta-
cles posed by China, Russia, and other nations?

I thank the chairman.

The CHAIRMAN. I thank you, Senator Lugar, very much.
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Secretary Sherman, if you would lead off, and then obviously
Secretary Cohen. And we look forward to having a good dialogue
with you. Thank you.

STATEMENT OF HON. WENDY R. SHERMAN, UNDER SECRE-
TARY OF STATE FOR POLITICAL AFFAIRS, U.S.
DEPARTMENT OF STATE, WASHINGTON, DC

Ms. SHERMAN. Thank you very much, Chairman Kerry, Ranking
Member Lugar, distinguished members of the committee. Thank
you very much for inviting me and my colleague, U.S. Treasury
Under Secretary David Cohen, to discuss the administration’s
whole-of-government approach to the multiple threats posed by
Iran, its nuclear ambitions, its support for international terrorism,
its destabilizing activities in the region, and its human rights
abuses at home.

Before we start, I must note that we have yet had another exam-
ple this week of Iran’s reckless, destabilizing disregard for inter-
national norms. The storming of the British Embassy was a
dangerous affront to the international community, and the Govern-
ment of Iran’s continued disregard for its obligations to protect dip-
lomats deepens its isolation from the international community. In
this crisis, we stand with our close colleagues from the United
Kingdom and are encouraged by so many others who are showing
their support in so many ways.

Our overall policy regarding Iran is clear. First and foremost, we
are determined to prevent Iran from acquiring nuclear weapons.
Iran’s illicit nuclear activity is one of the greatest global concerns
we face, as both the chairman and the ranking member have said.
Since this administration took office, we have built and led a global
coalition to create the toughest, most comprehensive set of sanc-
tions to date on the Iranian regime. President Ahmadinejad, him-
self, recently characterized our sanctions as “the heaviest economic
onslaught on a nation in history.”

Our multilateral phased policy of increasing pressure on Iran has
been effective. In January 2009, Iran appeared internally united
and regionally influential, while the international community was
divided on how to address Iran’s nuclear activities. Today, after 3
years of increasing international pressure by the Obama adminis-
tration, the regime is regionally isolated and the international com-
munity is united in its determination to prevent a nuclear-armed
Iran.

Just 10 days ago, this administration intensified that pressure on
Iran in three ways: targeting the petrochemical industry, desig-
nating 11 more individuals and entities for facilitating Iran’s pro-
liferation activities, bringing the total to over 280 designations
under Executive Order 13382, and identifying Iran as a jurisdiction
of primary money laundering concern under section 311 of the U.S.
PATRIOT Act.

These new actions augment the broad portfolio of tools already
provided by the Congress. The list is long. We imposed the first
sanctions ever under the Iran Sanctions Act, as amended by
CISADA. Earlier this year, using INKSNA, the State Department
sanctioned 16 foreign companies in May, including entities in
China, Venezuela, and Belarus. We are vigilant with our human
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rights Executive order and have already sanctioned 11 senior
Iranian officials and three entities, including the Islamic Revolu-
tionary Guard Corps, and Quds Forces.

All of these sanctions demand a whole-of-government approach,
and the State Department works very closely with the Department
of Treasury. We will elaborate certainly after our opening com-
ments on our work together.

The key to this and all we have done over the last 3 years is that
we are not alone in our policy responses and sanctions on Iran.
Today, the European Union has met to formalize additional sanc-
tions on roughly 180 individuals and entities linked to Iran’s pro-
liferation activities, and as you know, the U.K. closed its Embassy
in Iran and kicked Iranian diplomats out of the U.K.

On November 21, when we announced our latest round of meas-
ures, the U.K. and Canada concurrently adopted similar sanctions
to isolate Iran’s financial sector. Three days earlier, on November
18, the IAEA Board of Governors passed a resolution cosponsored
by all P5+1 countries, including Russia and China, urging Iran to
come clean about the possible military dimensions of its nuclear
program. The final vote was 32 to 2, overwhelming by any stand-
ard. On that same day, the United Nations General Assembly sent
its own message by adopting Saudi Arabia’s resolution condemning
the assassination plot against its Ambassador to the United States.
A clear majority supported that resolution, and more than one-
fourth of all U.N. member states cosponsored it. Sanctions are
always more effective when they are multilateral, and sanctions on
Iran are no exception.

We are already looking forward to what comes next. Iran’s great-
est economic resource is clearly its oil exports. Sales of crude oil
line the regime’s pockets, sustain its human rights abuses, and
feed its nuclear ambitions like no other sector of the Iranian econ-
omy. The Obama administration strongly supports increasing the
pressure on Iran, and that includes properly designed and well-
targeted sanctions against the Central Bank of Iran, appropriately
timed as part of a carefully phased and sustainable policy toward
bringing about Iranian compliance with its obligations.

Beyond the international community’s concerns with Iran’s
nuclear program, we continue to expose Iran’s egregious human
rights situation which serves to deepen Iran’s isolation from the
world community. On November 21, for the 9th year in a row, the
U.N. General Assembly’s Human Rights Committee rebuked Iran
for its serious human rights abuses by the largest margin ever. We
welcome the U.N. Special Rapporteur for Human Rights for Iran
highlighting the regime’s systematic repression of its citizens’ free-
doms. We continue to collaborate with world leaders, religious lead-
ers, and NGOs to address violations of religious freedom.

Though the door to engagement with the regime remains open,
if they decide to engage seriously with us to resolve the serious
concerns we have with its nuclear program, we are clear that we
distinguish between how we deal with the inexcusable behavior of
the Iranian regime and our broader interactions with the Iranian
people. That is why we will be very soon launching Virtual
Embassy Tehran. This Web site will provide Iranians with accurate
information about our policy, visa, and U.S. educational opportuni-
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ties. We also engage Iranians through social media, including a
Farsi Facebook page and a Twitter account, and through our broad-
casting tools, Voice of America Persian and Radio Farda. We are
taking measures to prevent Iran from jamming satellite signals
and to approve software licenses that facilitate the free flow of in-
formation. These actions make clear our sincere desire to engage
the Iranian people and further expand the internal debates among
the Iranian leadership.

This engagement I described with the Iranian people, alongside
unbending pressure of the Iranian leadership to comply with its
obligations, forms the core of U.S. policy toward Iran, and I look
forward to discussing this in greater detail through your questions.
Thank you.

[The prepared statement of Ms. Sherman follows:]

PREPARED STATEMENT OF HON. WENDY R. SHERMAN

Chairman Kerry, Ranking Member Lugar, distinguished members of the com-
mittee, thank you for inviting me here today to discuss the administration’s ap-
proach to the multiple threats posed by Iran—by its nuclear ambitions, its support
for international terrorism, its destabilizing activities in the region, and its human
rights abuses at home. I am delighted to be joined by Under Secretary David Cohen.

American policy regarding Iran is clear: First and foremost, we are determined
to prevent Iran from acquiring nuclear weapons. Iran’s illicit nuclear activity is one
of the greatest global concerns we face. Since this administration took office, we
have built and led a global coalition to create the toughest, most comprehensive set
of sanctions to date on the Iranian regime. President Ahmadinejad himself recently
}clharacterized our sanctions as “the heaviest economic onslaught on a nation in

istory.”

Our policy leverages the power of multilateral action and of likeminded countries
to pressure Iran to comply with its international obligations, coupled with an offer
to engage diplomatically in the P5+1 context if Iran is serious about negotiating and
addressing our and the world’s concerns about its nuclear program.

Our policy has been effective: in January 2009, Iran appeared internally united
and regionally influential, while the international community was divided on how
to address Iran’s nuclear activities. Today, after 3 years of increasing international
pressure, the regime is regionally isolated, and the international community is
united in its determination to prevent a nuclear-armed Iran. This reversal is due
in part to the measures taken by the United States and our allies to exact steep
costs on Iran and its efforts to acquire nuclear weapons. By refusing our offer
to engage, Iran has demonstrated that it is responsible for our current impasse,
ﬁnﬁl we have mobilized broad support to hold Tehran accountable for its deceptive

ehavior.

Just 10 days ago, we intensified the pressure on Iran in three ways: The Presi-
dent signed an Executive order targeting the development of Iran’s petroleum re-
sources and maintenance or expansion of its petrochemical industry. Second, State
and Treasury designated 11 individuals and entities for facilitating Iran’s prolifera-
tion activities, including four entities identified by State as key nodes in Iranian
missile and nuclear procurement networks. This action brings the total to over 280
designations under Executive Order 13382. Finally, the administration identified
Iran as a jurisdiction of primary money laundering concern under section 311 of the
USA PATRIOT Act. This finding makes clear that doing business with any part of
the Iranian financial sector, including Iran’s Central Bank, private Iranian banks,
and subsidiaries operating outside Iran, risks doing business with a financial system
that shelters money launderers and terrorists.

These new actions augment the broad portfolio of tools already provided by the
Congress. Using the new authority provided by the Comprehensive Iran Sanctions,
Accountability, and Divestment Act of 2010, the Department of State imposed the
first sanctions ever under the Iran Sanctions Act, as amended, and has designated
10 firms for investing in Iran’s energy sector or providing refined petroleum to Iran
since 2010. Under the Iran, North Korea, and Syria Nonproliferation Act (INKSNA),
the State Department sanctioned 16 foreign companies in May, including entities
in China, Venezuela, and Belarus. We will continue our vigilance on the regime’s
serious human rights abuses, and have already sanctioned 11 senior Iranian offi-
cials and three entities, including the Islamic Revolutionary Guard Corps, under
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Executive Order 13553, which was issued in 2010. All of these sanctions demand
a whole-of-government approach and the Department of State works closely with
the Department of the Treasury. My colleague, Under Secretary Cohen, and I can
elaborate further on our work together.

The key to this and all we have done over the last 2% years is that we are
not alone. The same day that we announced our measures, the U.K. and Canada
adopted similar sanctions to isolate Iran’s financial sector. Today, the European
Union will meet to formalize additional sanctions on roughly 200 individuals linked
to Iran’s proliferation activities. On November 18, the International Atomic Energy
Agency Board of Governors responded to the latest Director General’s report by
passing a resolution urging Iran to come clean about the possible military dimen-
sions of its nuclear program. The United States rallied the P5+1 members to cospon-
sor the resolution, which was adopted overwhelmingly and sent the message that
Tehran’s pursuit of nuclear weapons is unacceptable. On that same day, the U.N.
General Assembly sent its own message by adopting Saudi Arabia’s resolution con-
demning the assassination plot against its Ambassador to the United States. Co-
sponsored by more than a fourth of all U.N. Member States, the resolution con-
demned attacks against diplomats and called on Iran to comply with its inter-
national obligations. As we learned from cases around the world, sanctions are most
effelalctive when they are multilateral, and that is what we have seen with Iran as
well.

All of this is taking place in the context of global transition. Europe is concerned
about its economic situation and the vision of a united continent. Among the P5+1,
Russia has parliamentary elections in December and Presidential elections in
March, with Prime Minister Putin expected to return to the Presidential office.
France has Presidential elections later in the spring. China is looking inward as it
manages its own succession politics. Meanwhile, governments in the region continue
to have grave concerns about Iran’s nuclear intentions: not only Israel, but also
Saudi Arabia and other Gulf States watch with intensity what Iran does and what
we do in response. These factors pull in often divergent directions regarding our ap-
proach to Iran, but we continue to coordinate robust actions with our partners to
prevent Iran from acquiring nuclear weapons.

It is clear that, as a result of the measures we have already taken in lock step
with the international community, the Iranian regime feels isolated and vulnerable,
not emboldened. This is true, not just in the case of our European allies but in
Iran’s own backyard. Iran has failed to co-opt the Arab uprisings, despite its efforts
to take advantage of them, and alienated itself by supporting Bashar al-Assad’s
brutal repression of Syrian citizens. While we, the Arab League, Turkey, the EU,
and others support the legitimate demands of the Syrian people, Iran occupies a
lonely and indefensible position as Assad’s ally. The burning of Iranian flags in the
streets confirms that Syrians know Iran is not on their side. We will continue to
support Syrians’ desire for a government that reflects their aspirations, not Iran’s.
Once Assad finally does go, Iran will be alone in the region, more isolated than
ever—a fact that cannot have escaped either regime’s leadership. Iran also hopes
to project its negative influence into Iraq after our withdrawal. However, Prime
Minister Maliki said he will not tolerate violence by militant groups, including those
backed by Iran, and we will continue to work to strengthen Iraqi security forces’
capabilities.

Beyond the international community’s concerns with Iran’s nuclear program, we
continue to expose Iran’s egregious human rights situation, which serves to deepen
Iran’s isolation from the world community. On November 21, for the ninth year in
a row, the U.N. General Assembly’s human rights committee rebuked Iran for its
serious human rights abuses, by the largest margin ever. We welcome the U.N.
Special Rapporteur for Human Rights for Iran highlighting the regime’s systematic
repression of its citizens’ freedoms. We continue to collaborate with world leaders,
religious groups, and NGOs to address violations of religious freedom.

We assist those Iranians who want to hold their government accountable by offer-
ing training, media access, and exchange programs. We will be opening Virtual
Embassy Tehran to provide Iranians with accurate information about our policy,
visas, and U.S. educational opportunities.We also engage Iranians through social
media, including a Farsi Facebook page and a Twitter account, and through our
broadcasting tools, Voice of America Persian and Radio Farda. We are taking meas-
ures to prevent Iran from jamming satellite signals, and to approve software
licenses that facilitate the free flow of information. These actions make clear our
sincere desire to engage the Iranian people and further expand the internal debates
among the Iranian leadership.

We share the Congress’ concern about Iranian behavior and we will work with
you. Working with allies to strengthen implementation of existing sanctions and to
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expand sanctions to exploit new regime vulnerabilities, and maintaining P5+1 con-
sensus offers our best way forward to pressure Iran. We want to work with you to
ensure we have the means and the flexibility to accomplish this while avoiding un-
foreseen consequences and sustaining the unprecedented multilateral coalition we
have assembled in opposition to Iran’s nuclear ambitions. Within that framework,
we welcome your ideas to help us continue to increase the pressure for a change
in Iranian behavior.
Thank you, and I look forward to your questions.

The CHAIRMAN. Thank you, Madam Secretary.
Secretary Cohen.

STATEMENT OF HON. DAVID S. COHEN, UNDER SECRETARY
FOR TERRORISM AND FINANCIAL INTELLIGENCE, U.S. DE-
PARTMENT OF THE TREASURY, WASHINGTON, DC

Mr. CoHEN. Chairman Kerry, Ranking Member Lugar, and dis-
tinguished members of the committee, thank you for the oppor-
tunity to appear before you today, along with my friend and
colleague, Under Secretary Sherman, to discuss the Treasury
Department’s contribution to the Obama administration’s inte-
grated strategy to address the threat posed by Iran’s nuclear activ-
ity and its extensive support for terrorism.

As recent events have made clear, we are at a critical crossroad
in our effort to bring consequential pressure to bear on Iran. The
TIAEA’s recent stark report about Iran’s nuclear weapons-related
activities, the foiled plot by the IRGC Quds Force to assassinate
the Saudi Arabian Ambassador to the United States, and the at-
tack on the British Embassy in Tehran are only the most recent
reminders of the grave and multifaceted threat we face from Iran.

It is more important than ever that we work together with the
international community to increase the financial pressure on Iran,
including through an effective, well-designed, and well-targeted
strategy to further isolate the CBI, the Central Bank of Iran, an
institution that has long been cut off from the United States.

Before turning specifically to potential action against the CBI, 1
want to take a moment to explain our recent action identifying
Iran as a primary money laundering concern under section 311 of
the USA PATRIOT Act. This action builds on the work we have
been doing for several years to address the full spectrum of Iranian
illicit conduct, including nuclear and missile proliferation, human
rights abuses, misuse of the international financial system, and
support for terrorist groups worldwide. A critical element in these
efforts has been the imposition of sanctions on approximately two
dozen Iranian Government-owned banks for facilitating Iranian
illicit conduct. But the depth and breadth of Iranian financial
institutions’ involvement in illicit activities extends beyond this
group of designated banks.

And so on November 21, we took the virtually unprecedented
step of identifying the entire Iranian financial sector, including the
Iranian Central Bank, as posing a risk to the global financial
system. This action under section 311 also provides new informa-
tion about the role of Iran’s Central Bank in facilitating illicit con-
duct and sanctions evasion by supporting Iran’s designated banks.
By presenting an unambiguous public record of the broad scope
of Iran’s illicit conduct across all of Iran’s financial system, we
are sending a clear message to the world’s banks: any financial
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institution that transacts with any Iranian bank, including the
Central Bank of Iran, runs a grave risk of facilitating Iran’s illicit
activities.

The United States is not acting alone. The U.K. and Canada took
similarly strong actions on November 21 to protect their respective
financial sectors from the Iranian threat. The result is that Iran is
now cut off entirely from three of the world’s largest financial sec-
tors. And our efforts are paying off. Iran is now facing unprece-
dented levels of financial and commercial isolation. The number
and quality of foreign banks willing to transact with designated
Iranian financial institutions has dropped precipitously over the
last year. Iran has been increasingly unable to attract foreign
investment, especially in its oil fields, leading to a projected loss of
$14 billion a year in oil revenues through 2016.

Iran’s economy today is struggling more than at any time since
the 1979 revolution. One powerful illustration of this is found in
the chart appended to my written testimony which shows the
steady erosion in the market value of the rial, an erosion that
Iran’s Central Bank has been unable to halt. Recently President
Ahmadinejad was forced to admit the impact of sanctions. Observ-
ing that the West imposed the most extensive sanctions ever, he
lamented that, “every day our banking and trade activities and our
agreements are being monitored and blocked.”

While the impact of our efforts has never been clearer, we are
resolved to build and sustain as much pressure as necessary to
bring Iran to meet its international obligations. To that end, we are
keenly focused on applying additional pressure on the Central
Bank of Iran. We welcomed French President Sarkozy’s call last
week for a multilateral asset freeze on the CBI, as we recognize
that coordinated and focused action against the CBI could have a
particularly powerful impact on Iran’s access to the international
financial system and its ability to access the hard currency it earns
from oil sales. And we welcome the opportunity to continue to work
with Congress on a workable and effective approach to targeting
the CBL

We share the same goal. We must act in a way that has the
greatest impact on Iran’s bottom line. As we have learned from our
sanctions efforts to date, the key to achieving this goal is to bring
together an international coalition to work in concert to reduce
exposure to the CBI and to Iranian oil exports. Now more than
ever, it is imperative that we act in a way that does not threaten
to fracture the international coalition of nations committed to the
dual track approach, does not inadvertently redound to Iran’s eco-
nomic benefit, and brings serious and lasting pressure to bear on
Iran, including through coordinated action on the CBI.

Finally, it is important to remember that acting against the CBI
is not the only avenue available to us to bring pressure to bear on
Iran. We have at our disposal a number of tools, including
CISADA, to enhance the financial and economic pressure on Iran,
and we are eager to work with Congress to develop new tools to
apply additional pressure. Put simply, if Iran continues to choose
its path of defiance, we will continue to develop new and innovative
ways to impose new and ever-more costly sanctions on Iran.
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I look forward to continuing to work with the Congress on this
vitally important national security issue. Thank you.
[The prepared statement of Mr. Cohen follows:]

PREPARED STATEMENT OF HON. DAvVID S. COHEN
INTRODUCTION

Chairman Kerry, Ranking Member Lugar, and distinguished members of the com-
mittee, thank you for the opportunity to appear before you today, along with my
friend and colleague Under Secretary Sherman, to discuss the Department of the
Treasury’s contribution to the Obama administration’s integrated strategy to
address the threat posed by Iran’s nuclear activities and its extensive support for
terrorism.

I will focus my remarks today on our Iran sanctions strategy, with particular
emphasis on the Treasury Department’s most recent action to expose the extensive
illicit finance threat that the entire Iranian financial sector—including Iran’s Cen-
tral Bank—poses to the international financial system. I will also discuss the impact
that our implementation of the Comprehensive Iran Sanctions, Accountability, and
Divestment Act of 2010 (CISADA) and other financial sanctions are having on Iran,
as well as our plans to increase the cost of Iran’s intransigence until Iran agrees
to curtail its pursuit of nuclear weapons. As I will explain, we are at a critical cross-
road today in our effort to bring consequential pressure to bear on Iran. The options
that we are now considering, including additional sanctions against the CBI, require
tha}; we work together to ensure that we deliver strong and well-targeted pressure
on Iran.

IRAN SANCTIONS STRATEGY

The Treasury Department’s increasingly powerful and disruptive sanctions are
embedded in the dual-track strategy that the United States and our allies are pur-
suing to address Iran’s continued failure to meet its international obligations re-
garding its nuclear program. As Under Secretary Sherman describes in her testi-
mony, the Obama administration has presented Iran with a genuine opportunity for
dialogue, creating a clear choice for Tehran. Iran’s leadership can choose to meet
Iran’s international obligations, allowing Iran to deepen its economic and political
integration with the world and achieve greater security and prosperity for the Ira-
nian people. Or, Tehran can continue to flout its responsibilities and face even
greater pressure and isolation. Unfortunately, Iran has steadfastly refused to re-
spond meaningfully to the administration’s offer of engagement and has continued
to pursue technologies and equipment that could only be applied to a nuclear weap-
ons program. Just last month, the International Atomic Energy Agency (IAEA)
issued a stark report laying out in detail Iran’s past and present nuclear weapons-
related activities. Shortly thereafter, the IAEA’s Board of Governors adopted a reso-
lution expressing its “deep and increasing concern” about unresolved questions re-
garding Iran’s nuclear program, including its possible military dimensions.

Our broad-based pressure strategy is aimed at persuading Iran to change its
course and to make clear to Iran the consequences of its continued intransigent be-
havior. Among the most important elements of this strategy are targeted financial
measures designed to disrupt Iran’s illicit activity and to protect the international
financial system from Iran’s abuse. We have focused our efforts on exposing Iranian
entities’ illicit and deceptive activities, an approach that has garnered support
among foreign governments and led them to take similar actions, enhancing sub-
stantially the impact of our actions. Because these actions have highlighted the
pervasive nature of Iran’s illicit and deceptive conduct and the reputational risks
associated with Iran-related business, the private sector around the world has taken
notice and has often taken voluntary steps beyond their strict legal obligations, fur-
ther amplifying government actions.

Our ability to implement this pressure strategy was strengthened considerably
last year when President Obama signed CISADA into law. CISADA has helped us
make the case to foreign governments and foreign financial institutions that neither
the Islamic Revolutionary Guard Corps (IRGC) nor Iranian banks designated for
their involvement in support for proliferation and terrorism should be allowed to
have access to the international financial system. The results have been dramatic:
our implementation of CISADA has resulted in a massive disruption of designated
Iranian banks’ access to the international financial system, impeding their ability
to facilitate Iran’s illicit activities and creating unprecedented financial and com-
mercial isolation for Iran.
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IMPLEMENTING THE PRESSURE STRATEGY

In implementing the pressure strategy, Treasury has focused on developing sanc-
tions actions that expose the Iranian Government’s involvement in a broad range
of illicit conduct, including nuclear and missile proliferation, support for terrorism,
human rights abuses, and deceptive financial conduct and evasion of international
sanctions. Our actions in recent months illustrate that such illicit conduct is indeed
pervasive in multiple Iranian Government sectors—including Iran’s Government-
owned banks, its government-operated transportation infrastructure, and the IRGC,
a branch of Iran’s military. Examples of recent actions targeting Iranian illicit con-
duct include:

e Abuse of the Global Financial System. Treasury actions targeting Iranian banks
are intended to prevent those banks from using the international financial sys-
tem to facilitate Iran’s proliferation activity or terrorism support, or from assist-
ing other banks or entities in evading U.S. or international sanctions. We con-
tinued these efforts in May by designating Iran’s Bank of Industry and Mine
(BIM) under E.O. 13382 for providing financial services for other designated
Iranian banks. BIM is the 22nd Iranian-state owned financial institution to be
designated by Treasury in the last 5 years.

e Use of Transportation Infrastructure to Facilitate Illicit Conduct. Our actions
against key elements of Iran’s transportation infrastructure are aimed at im-
peding Iran’s use of ships, airlines, and ports for its proliferation-related or ter-
rorism support activities. This year, we designated Tidewater Middle East Co.
(Tidewater), an IRGC-owned port operating company that manages the main
container terminal at Bandar Abbas and has operations at six other Iranian
ports. We imposed sanctions against Iran Air, the Iranian national airline car-
rier and its largest airline, because it has been used by the IRGC and Iran’s
Ministry of Defense for Armed Forces Logistics (MODAFL) to transport mili-
tary-related equipment. We also designated the second-largest airline in Iran,
Iranian commercial airline Mahan Air, for providing financial, material, and
technological support to the IRGC-Qods Force. We sanctioned 46 companies and
individuals affiliated with Iran’s national maritime carrier, the Islamic Republic
of Iran Shipping Lines, which is subject to U.S. and international sanctions, and
three individuals who each play a key role in aiding IRISL’s sanctions evasion
activities worldwide.

e Human Rights Abuses. As the Iranian regime’s abuse of its citizens’ human
rights has continued, Treasury, working with State, has imposed sanctions
against 11 senior Iranian officials and three Iranian entities—the IRGC, the
Basij Resistance Force, and Iran’s Law Enforcement Forces (LEF)—including
the IRGC’s commander, the LEF chief, and Iran’s Intelligence Minister. Under
an authority that targets those responsible for or complicit in human rights
abuses in Syria, Treasury designated the LEF for supporting the Syrian Gen-
eral Intelligence Directorate in its brutal suppression of the Syrian people.
Treasury also designated LEF’s Chief and Deputy Chief, and two senior IRGC-
Qods Force officers, including IRGC-QF Commander Qasem Soleimani for sup-
porting the brutal suppression of the Syrian people orchestrated by the Syrian
General Intelligence Directorate.

e Support for Terrorism. We designated six members of an al-Qaeda facilitation
network operating in Iran under an agreement with the Iranian Government,
thereby degrading this network’s ability to function while exposing Iran’s con-
tinued support for terrorism worldwide. Treasury also sanctioned five individ-
uals, including four senior IRGC-QF officers—among them the previously des-
ignated IRGC—QF Commander Soleimani—connected to a plot to assassinate
the Saudi Arabian Ambassador to the United States, Adel al-Jubeir and carry
out follow-on attacks against other countries’ interests inside the United States
and in another country.

e Proliferation-related Activities: On November 21, the State Department and
Treasury designated 10 entities and one individual for their links to the Atomic
Energy Organization of Iran (AEOI), the main Iranian organization responsible
for research and development activities in the field of nuclear technology, in-
cluding Iran’s centrifuge enrichment program and experimental laser enrich-
ment of uranium program.

EXPOSING THE IRANITAN FINANCIAL SECTOR AS AN ILLICIT FINANCE RISK

The depth and breadth of Iranian financial institutions’ illicit activities—from
direct support for proliferation transactions, to assisting known proliferators’ sanc-
tions evasion efforts, to operating without appropriate regulatory controls—means
that any financial institution that transacts with any Iranian bank runs a grave
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risk of facilitating Iran’s illicit activities. Recognizing this pervasive risk to the U.S.
and international financial systems, Treasury took regulatory action on November
21 to identify the entire Iranian financial sector—including not only already des-
ignated banks and their branches operating outside of Iran, but also nondesignated
banks, their foreign affiliates, and the Central Bank of Iran (CBI)—for posing an
illicit finance risk to the global financial system. We did so by identifying Iran as
a jurisdiction of “primary money laundering concern” pursuant to section 311 of the
USA PATRIOT Act.

The term “primary money laundering concern” covers multiple forms of illicit
finance of greatest concern, such as terrorist financing and WMD proliferation
financing. Indeed, the section 311 finding against Iran sets out an unambiguous
public record of the broad scope of Iran’s illicit conduct. In particular, the finding
describes Iran’s activities as a state sponsor of terrorism, its longstanding provision
of financing and support to Hezbollah, Hamas, and other terrorist organizations,
and more recent Iranian cooperation with al-Qaeda. The finding explains the role
that the IRGC and the IRGC-Qods Force, in particular, play in facilitating Iran’s
support for terrorism. The Qods Force involvement in terrorism support has been
highlighted most recently in the public allegations that the Qods Force was involved
in an Iranian plot to assassinate the Saudi Ambassador to the United States. The
finding also explains Iran’s use of its banks, such as Bank Saderat, to provide
terrorist financing, and describes its lack of sufficient laws to combat terrorist
financing.

In addition, the finding makes a full case with respect to Iranian financial sector
involvement in the financing of WMD proliferation, providing a detailed accounting
of the many banks in Iran that engage in such activity. The finding explains the
deceptive financial practices that Iranian banks use to disguise illicit conduct, and
explains the role that exchange houses and front companies play in this deception,
and Iran’s involvement in the stripping of identifying information off of inter-
national wire transfers, putting the foreign banks that handle such transfers at risk
for involvement in illicit conduct.

The section 311 finding also provides new information about the role of Iran’s
Central Bank in facilitating illicit conduct and sanctions evasion. Since section 311
was enacted in 2001, Treasury has applied it on a few occasions to other jurisdic-
tions that pose substantial money laundering threats. But in each prior instance
where special measures were proposed, Treasury explicitly exempted central banks
from the reach of the so-called “jurisdiction 311” in order to allow the central bank
to perform those duties that central banks customarily execute.

Not so this time, and for good reason. Iran presents a unique case. As the Novem-
ber 21 finding explains, the Central Bank of Iran is actively facilitating the evasion
of international sanctions by supporting Iran’s designated banks. For example, the
CBI assisted designated Iranian banks, including Bank Saderat, Bank Mellat, the
Export Development Bank of Iran, and Bank Melli, by transferring billions of
dollars to them through a variety of payment schemes designed to deceive large
international banks and take advantage of smaller, perhaps less sophisticated
intermediaries. Similarly, the CBI also provided financial support directly to the
U.S.-, EU-, and UNSC-designated engineering arm of the IRGC, Khatam al-Anbiya,
which has been involved in Iran’s proliferation activities and has been recruited to
develop Iran’s key energy resources.

This regulatory action reinforces U.S. and international sanctions already in place
against Iran and provides greater certainty that the U.S. financial system is pro-
tected from Iranian illicit activity. While U.S. financial institutions already are gen-
erally prohibited from engaging in both direct and indirect transfers with Iranian
financial institutions, Treasury’s Financial Crimes Enforcement Network (FinCEN)
issued a proposed rule alongside the 311 finding that would require U.S. financial
institutions to implement additional due diligence measures in order to prevent any
improper indirect access by Iranian banking institutions to U.S. correspondent ac-
counts. Although the section 311 action will have a regulatory impact for U.S.
banks, we also expect that it will have a broader chilling effect on foreign banks’
willingness to do business with Iran, given the risks that are detailed in the finding.

The U.S. is by no means alone in its assessment of the risks posed by the Iranian
financial system. The U.K. and Canada also took similar strong actions on Novem-
ber 21 to protect their respective financial sectors from the Iranian threat. High-
lighting that “the Iranian regime’s actions pose a significant threat to the U.K.’s na-
tional security and the international community,” the U.K. announced that it had
imposed new financial restrictions against Iran by cutting off Iran’s banking sector
from access to the U.K. All U.K. credit and financial institutions are now generally
required to cease business relationships and transactions with all Iranian banks, in-
cluding the Central Bank of Iran, and their branches and subsidiaries. For its part,
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Canada imposed new restrictions under its Special Economic Measures Act in re-
sponse to the IAEA’s report, prohibiting financial transactions with Iran, sanc-
tionding additional individuals and entities, and expanding the list of prohibited
goods.

U.S., U.K. and Canadian concerns about the risks posed by the Iranian financial
system are only further reinforced by recent reports of a massive embezzlement
scandal in Iran. The Government of Iran has accused a network of Iranian state-
owned and private banks of forging documents and issuing fictitious and fraudulent
loans with an estimated value of approximately $2.6 billion to politically connected
individuals for the purchase of stakes in state-owned companies. The scandal has
thrown into sharp relief the Iranian Government’s abiding weakness in the super-
vision of its financial sector and echoes the extensive fraud and corruption that ex-
ists in many sectors of the Iranian economy. While the regime has tried to distance
itself from the scandal as much as possible, the Minister of Economy and Finance,
Shamseddin Hosseini, who narrowly survived an impeachment vote by the Iranian
Parliament, has publicly conceded that “we need to have a multilevel oversight sys-
tem so institutions can control the loans they disburse,” acknowledging that had
such safeguards been in place, “such a huge fraud could not have happened in the
banking system.”! The scandal, implicating the highest levels of the Iranian Gov-
ernment, including the Deputy Governor of the CBI, reinforces persistent doubts
about the integrity of Iran’s financial sector.

THE IMPACT OF SANCTIONS ON IRAN’S FINANCIAL SECTOR

During testimony before the Senate Banking Committee in October, I reported
that Iran’s financial isolation, and the economic impact of that isolation, have con-
tinued to grow. Today, I can report that the trend continues to accelerate.

Due to a combination of factors—including UNSCR 1929, financial sanctions im-
posed by the U.S., EU, and other like-minded countries, and foreign banks’ interest
in avoiding CISADA actions or the reputational risk of doing business with Iran—
the number and quality of foreign banks willing to transact with designated Iranian
financial institutions has dropped precipitously over the last year. Today, Iran’s
largest state-owned banks—each of which has been sanctioned by the U.S., the EU,
and several of our allies—are largely unable to access the international financial
system. Iran’s shrinking access to financial services and trade finance has made it
more difficult for Iran to attract foreign investment, pay for imports, and receive
payment for exports. This has exacerbated persistent macroeconomic weakness due
to the Iranian Government’s mismanagement of its economy.

One good illustration of the economic pressure resulting from this financial
squeeze is Iran’s recent difficulty in defending the value of its currency, the rial.
For nearly a decade, the CBI has supported a single, official exchange rate for the
rial, using hard currency earned through oil sales to stabilize it. Since the adoption
of UNSCR 1929 and various U.N. member states’ actions to implement the resolu-
tion, however, the CBI has struggled to maintain stability in Iran’s currency mar-
kets. Sanctions have increased the cost and difficulty of accessing adequate foreign
exchange, weakening the CBI’s ability to respond adequately to pressures in cur-
rency markets, particularly as accelerating inflation has exerted unusual pressure
on the rial exchange rate. This has produced a multiple-tier currency market in
Iran—including an official exchange rate and an even more expensive market rate.

In September 2010, the spread between the official and the market exchange rate
widened dramatically. While the rial made a moderate recovery during the fall of
2010, it rapidly began to lose value again in January 2011. To close this gap, the
CBI devaluated the rial by 11 percent in June 2011. The CBI’s policy response, how-
ever, failed to stabilize the market, and the rial plunged in value against the dollar
and the euro over the past several weeks.

Today, the spread between the official and open market rates hovers above 20
percent, one of the highest levels in recent history, fueling serious inflation, high
unemployment, and domestic discontent. (A chart depicting the increasing spread
between the official and market rate is appended to my testimony.) Because of the
rial’s decline in value, ordinary Iranians are urgently seeking out foreign currency,
such as dollars or Euros, for safety, yet they are having trouble accessing hard cur-
rency, and when they can, they have to pay the unofficial market rate. At the same
time, senior government officials and preferred businesses, including IRGC-owned
and controlled operations, are able to access foreign exchange at the official rate,
essentially engaging in profitable arbitrage on the back of the average Iranian. Cen-

1“Heads of Three Government Branches Recount Positions on Bank Corruption Case,” Tehran
Donya-ye Eqtesad Online, November 9, 2011.
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tral Bank Governor Bahmani has conceded that the CBI has limited ability to
respond to volatility in currency markets and blamed U.S. and international sanc-
tions, noting that “Iran is now facing international restrictions and this has to be
taken into consideration.”2 Iran’s ability to respond to macroeconomic challenges
will continue to be hampered by sanctions, at great cost to Iran’s long-term eco-
nomic growth.

There is little doubt that our sanctions strategy has markedly reduced Iran’s ac-
cess to the international financial system and, consequently, has contributed to a
noticeable weakening of the Iranian economy. In a recent speech to the Iranian Par-
liament, President Ahmadinejad finally admitted the strong impact that sanctions
are having on Iran’s economy. He noted that “the West imposed the most extensive

. sanctions ever” and that “this is the heaviest economic onslaught on a nation
in history.” He went on to acknowledge that “every day, all our banking and trade
activities and our agreements are being monitored and blocked.”3 This significant
admission is a clear sign that U.S. and international sanctions are having a strong
impact on the Iranian economy and the Iranian regime.

THE CONTINUING THREAT AND THE WAY FORWARD

In light of the mounting evidence of the impact of sanctions, and in light of Iran’s
continued refusal to engage meaningfully and substantively with the international
community, we are committed to applying greater financial and economic pressure
on Iran. Let me be clear: We are firmly devoted to significantly intensifying the
pressure on Iran, and doing so in a way that delivers swift, focused and powerful
pressure on the Iranian leadership to further sharpen their choice between isolation
and engagement.

As we explore opportunities to increase pressure on Iran, we are keenly focused—
as is the Congress—on applying additional sanctions on the Central Bank of Iran.
So we welcome French President Sarkozy’s suggestion last week for a multilateral
asset freeze on the CBI, as we recognize that coordinated and focused action against
the CBI could have a particularly powerful impact on Iran’s access to the inter-
national financial system and its ability to access the hard currency it earns from
oil sales. And we welcome the opportunity to continue to work with Congress on an
effective, well-designed and well-targeted sanction against the CBI. As we prepare
these steps, it is imperative that we act in a way that does not threaten to fracture
the international coalition of nations committed to the dual-track approach, does not
inadvertently redound to Iran’s economic benefit, and brings real and meaningful
pressure to bear on Iran.

It is also important to remember that delivering potent pressure on Iran is not
wholly dependent on how we address the Central Bank. Put simply, a designation
of the CBI is not the only step, nor would it be the last step, available to bring con-
sequential pressure to bear on Iran. For example, as more and more countries and
foreign banks refuse to deal with designated Iranian banks, we remain keenly
focused on the possibility that nondesignated Iranian financial institutions may be-
come involved in proliferation activity or terrorist financing. When we see Iranian
banks stepping in to pick up business for designated banks, or beginning to process
proliferation transactions, we will swiftly impose new sanctions, as was the case re-
cently with Bank of Industry and Mine.

We will continue our intensive efforts to implement CISADA, which, as I noted,
have been enormously successful in driving down to almost nil the international ac-
tivity of designated Iranian banks. As we learn of activities that may trigger
CISADA sanctions, we will continue to either obtain immediate resolution or impose
CISADA sanctions.

We will stay ahead of efforts by Iran to develop workarounds to its financial isola-
tion. This means working with our partners around the world to identify the ways—
both overt and deceptive—in which Iran seeks to establish new financial footholds,
and take action to stop them.

We will relentlessly pursue IRISL ships, front companies, agents and managers,
exposing and sanctioning them, and driving IRISL out of operation. And, as evi-
denced by the Tidewater designation in June, we will aggressively expose the
IRGC’s expanding role in the Iranian economy and work with our partners in
Europe and elsewhere to apply sanctions on IRGCcontrolled companies.

2“Heads of Three Government Branches Recount Positions on Bank Corruption Case,” Tehran
Donya-ye Eqtesad Online, November 9, 2011.

3“Ahmadinejad Stresses System Unity at Minister’s Impeachment Hearing,” Tehran Voice of
the Islamic Republic of Iran, November 1, 2011.
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CONCLUSION

Although we are making progress to identify Iran’s illicit behavior and pressure
Iran to comply with its international obligations, there is, of course, significant work
still before us. The recent IAEA report, which exposes Iran’s activities relevant to
the development of a nuclear explosive device, coupled with the recently exposed
plot by which Iran’s IRGC—QF planned to assassinate the Saudi Ambassador to the
United States, only underscores the importance of not only maintaining, but quali-
tatively enhancing, the pressure on Iran.

As Secretary Geithner has said, “the policies that Iran is pursuing are unaccept-
able—and until Iran’s leadership agrees to abandon this dangerous course, we will
continue to use tough and innovative means to impose severe economic and financial
consequences on Iran’s leadership.” We want to work with Congress to broaden and
strengthen CISADA and other Treasury authorities and to take careful, focused
steps to address the illicit conduct of the CBI.

I look forward to continuing our work with this committee as Treasury continues
to pursue this enormously important strategic objective.

APPENDIX: IRANJAN RIAL EXCHAN GE RATE
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The CHAIRMAN. Thank you very much, Mr. Secretary.

Let me begin by asking you, if I may. I know you are both aware,
obviously, of the Menendez-Kirk amendment to the defense author-
ization bill on the floor now. And this would seek to impose sanc-
tions against entities, including other central banks, that trade
with the Central Bank of Iran. I know what your position is, and
I have a letter here from Secretary Geithner to Chairman Levin
expressing the opposition of the administration, but I think it
would be helpful to the members of the committee if you could dis-
cuss in some detail what the problems are with that amendment
and how it does or does not supplement what you are trying to do
and why you think there is a better approach, if you do.

Mr. CoHEN. Yes, Mr. Chairman. Why do I not begin addressing
that question?

I think at the outset it is important to emphasize that we
completely share the goal that animates the Kirk-Menendez
amendment and are completely committed to delivering real and
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sustained pressure on Iran to bring them to understand the choice
that is before them.

The concern that we have with this amendment is that we think
it risks two things that we want to avoid. One is it risks fracturing
the international coalition that has been built up over the last sev-
eral years to bring pressure to bear on Iran. Especially today in the
aftermath of what has occurred in Tehran over the last several
days, in the aftermath of the IAEA report, and in the growing
sense of urgency internationally with respect to Iran’s nuclear pro-
gram, I think we have an opportunity work cooperatively and col-
laboratively with our international partners to bring additional
pressure to bear on Iran.

The amendment, however, would focus the most powerful sanc-
tion that we have: the termination of access to the United States
on the largest financial institutions and the central banks in some
of our closest partners. And I think it is our sense that we are more
likely to achieve the cooperation and the coordinated action to
bring pressure to bear on the CBI and on Iran more broadly if we
approach this issue through an effort to coordinate action volun-
tarily against the CBI and against Iran rather than through the
threat of coercion that is contained in the amendment.

The CHAIRMAN. Can you just flesh out a little bit sort of why that
is so threatening perhaps to some of our friends? What does it wind
up doing to them?

Mr. CoHEN. Yes. The way this amendment would operate, Mr.
Chairman, is that it would say to foreign financial institutions—
and in this instance we are talking about the largest financial in-
stitutions in our closest partners, as well as central banks in our
closest partners. It would say to them that if they continue to proc-
ess oil transactions with the Central Bank of Iran, their access to
the United States can be terminated. It is a very, very powerful
threat. It is a threat to the commercial banks to essentially end
their ability to transact in the dollar and their ability really to
function as major international financial institutions. That threat
being focused on our closest allies, as I said, risks a dynamic with
those governments and with these banks that I think is as likely
to push them away and to impede the ability to bring together a
coordinated effort against Iran as to generate that.

The CHAIRMAN. Well, I suppose a proponent of it might say, well,
that is because they are not serious about putting pressure on Iran.

Mr. COHEN. Mr. Chairman, I think what we have seen is just the
opposite. I mean, we are talking about countries like Japan, coun-
tries like South Korea, many of our partners in Europe. These
countries, over the last several years, have demonstrated a willing-
ness to work us, to work with us very closely to bring real and sus-
tained pressure on Iran. And I think we are seeing in the EU just
today, as Under Secretary Sherman noted, additional steps being
taken to bring pressure to bear on Iran. And it is our judgment
that the best way to proceed is to continue to work with our part-
ners to develop the means and the mechanisms to bring that pres-
sure to bear, including pressure directly on the Central Bank of
Iran and on Iran’s ability to sell its oil and to earn revenue from
its oil sales.
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I think the way to accomplish that is, in part, to pursue the sug-
gestion of President Sarkozy to bring multilateral freeze on the
CBI's assets and as well to work with our partners who have
already shown a willingness to consider reducing their imports of
Iranian oil and to do that in an orderly and coordinated fashion.
That, we think, is better calculated to achieve the ultimate objec-
tive here which is to reduce Iran’s access to the very important
source of revenue for its economy, its oil revenue.

The CHAIRMAN. So what you are really saying is this is a very
blunt instrument which risks adverse reaction as opposed to a cal-
culated, carefully orchestrated effort that is currently underway to
actually accomplish the very same end. Is that correct?

Mr. CoHEN. I think that is exactly right.

The CHAIRMAN. Secretary Sherman, I think you wanted to add
to that. You might add also how perhaps even this amendment,
which we all understand its motivation is legitimate and we all
agree with, may have the unintended consequence, I believe, of
even enriching Iran and providing money for the very program that
we want to stop. Is that not accurate?

Ms. SHERMAN. Right, absolutely. In fact, that is where I was
going to start, Mr. Chairman, which is the irony of this amend-
ment—and as you say, we all agree with the impulse, the sentient,
the objective, which is to really go at the jugular of Iran’s economy.
Indeed, analysis that we have done—although there are many ana-
lytics to this and no one knows for sure, but there is absolutely a
risk that, in fact, the price of oil would go up, which would mean
that Iran would, in fact, have more money to fuel its nuclear ambi-
tions, not less.

And our real objective here is to cut off the economic means that
Iran has for its nuclear program, and in fact, the sanctions that
have been imposed, the toughest regime ever in the history of our
country and in the world, quite frankly, has meant that it is not
only—those sanctions not only act as a deterrence, but probably
more importantly in the short run, they act as a way to slow Iran’s
progress so that it is harder for Iran to finance its program. It is
harder for Iran to get the technology it needs, and indeed, in a
speech that National Security Advisor Tom Donilon just gave a few
days ago, he noted in 2007 the head of Iran’s atomic energy organi-
zation boasted that Iran would have 50,000 centrifuges installed
within 4 years. We are now nearing the end of 2011, and the TAEA
reports that Iran has installed 8,000 centrifuges with perhaps
6,000 operating. So Iran’s ambition to really be much further in its
nuclear program has been undermined by the sanctions that have
been imposed in a multilateral fashion in a targeted and careful
way.

As you mentioned, Mr. Chairman, I have had the honor of being
in this position now for 2 months. In those 2 months, I have met
with every political director of the P5+1. I have been to Russia,
China, Tokyo, Seoul, Brussels, and a variety of other places. In
every one of those meetings, the first priority is Iran, and the
response has been amazing. Every day people are willing to take
another action, and the multilateral phased approach that the
Under Secretary so well articulated, is crucial to maintaining that
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multilateral framework. And we know that sanctions are the most
powerful when they are multilateralized.

The CHAIRMAN. Well, thank you, Madam Secretary.

I am going to place this letter from Secretary Geithner to Chair-
man Levin written today or dated today into the record.

[The letter referred to follows:]

SECRETARY OF THE TREASURY,
DEPARTMENT OF THE TREASURY,
Washington, DC, December 1, 2011.
Hon. CARL LEVIN,
Chairman, Committee on Armed Services,
U.S. Senate, Washington, DC.

DEAR CHAIRMAN LEVIN: I am writing to address amendment 1414 to S. 1867, the
National Defense Authorization Act for Fiscal Year 2012, regarding the imposition
of sanctions on foreign financial institutions that conduct business with the Central
Bank of Iran (CBI).

The Obama Administration’s determination to prevent Iran from acquiring nu-
clear weapons is unwavering. We are resolved to build and sustain as much pres-
sure as necessary to bring Iran to meet its international obligations and address the
international community’s grave concerns with its nuclear program. I know that you
and your colleagues in the Senate share this commitment.

We understand that this amendment was offered in this spirit. However, I am
writing to express the Administration’s strong opposition to this amendment be-
cause, in its current form, it threatens to undermine the effective, carefully phased,
and sustainable approach we have undertaken to build strong international pres-
sure against Iran. In addition, the amendment would potentially yield a net eco-
nomic benefit to the Iranian regime.

We have steadily increased the pressure on Iran by tightening sanctions, closing
loopholes, and encouraging other countries to do the same. Congress has been abso-
lutely critical in providing some of the tools that we have used to accomplish that
goal, and we are seeing genuine results. The collaborative approach the U.S. has
taken with our international partners has led many to impose sanctions on Iran
that were not even contemplated three years ago, including on Iran’s energy sector.

Iran’s greatest economic resource is its oil exports. Sales of crude oil line the re-
gime’s pockets, sustain its human rights abuses, and feed its nuclear ambitions like
no other sector of the Iranian economy. We are committed to doing as much as pos-
sible to reduce Iran’s oil revenue while concurrently working to stabilize global oil
markets. Today, the United States does not permit the import of Iranian crude.
Other countries have already begun to reduce their consumption of Iranian crude
and the Administration is working hard to discourage anyone from taking advan-
tage of the responsible policies of these countries. Our closest allies are seriously
considering curtailing their own crude purchases altogether in the near future and
we are doing everything possible to encourage them to make the right decision.

However, as currently conceived, this amendment threatens severe sanctions
against any commercial bank or central bank if they engage in certain transactions
with the CBI. This could negatively affect many of our closest allies and largest
trading partners. Rather than motivating these countries to join us in increasing
pressure on Iran, they are more likely to resent our actions and resist following our
lead—a consequence that would serve the Iranians more than it harms them. Fur-
ther, there is a substantial likelihood that this amendment, particularly if passed
into law at this time and in its current form, could have the opposite effect from
what is intended and increase the Iranian regime’s revenue, literally fueling their
suspect nuclear ambitions. The Administration is prepared at your convenience to
share the details of our analysis on this point, in a classified briefing.

The Obama Administration strongly supports increasing the pressure on Iran sig-
nificantly, including through properly designed and well-targeted sanctions against
the CBI. The Administration has several legislative proposals to both enhance and
expand the Comprehensive Iran Sanctions, Accountability, and Divestment Act
(CISADA) and to strike at the CBI that we would like to discuss with you and your
colleagues. We intend to work with our partners to achieve the objectives of this
amendment, but in a fashion that we believe will have a greater and more sustain-
able impact on Iran. We ask that you continue to work with us on ways to improve
this amendment and to consider other, more immediate and more effective steps
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that we can take to accomplish our shared goals while we work with our partners
to bring about the effects this amendment is intended to achieve.
Sincerely,
TIMOTHY F. GEITHNER.

The CHAIRMAN. And I would just call the attention of our col-
leagues to the most relevant paragraphs in which the Secretary
says, “as currently conceived, this amendment threatens severe
sanctions against any commercial bank or central entity if they en-
gage in certain transactions. Rather than motivating these coun-
tries to join us in increasing pressure on Iran, they are more likely
to resent our actions and resist following our lead, a consequence
that would serve the Iranians more than it harms them. Further,
there is a substantial likelihood that this amendment, particularly
if passed into law at this time and in its current form, could have
the opposite effect from what is intended and increase the Iranian
regime’s revenue, literally fueling their suspect nuclear ambitions.”

And then it goes on to describe that it does have an approach ex-
panding Iran’s actions and actually focusing on the CBI working
with our partners to achieve the objectives of the amendment, but
in a fashion that, to quote the Secretary, “we believe will have a
greater and more sustainable impact on Iran.”

So I think it is important for members to take note of this as we
think about what will occur potentially on the floor.

Senator Lugar.

Senator LUGAR. Thank you very much, Mr. Chairman.

It seems to me that in thinking through the action with regard
to Iran, we have not mentioned what frequently is in the press.
That is the thought that Israel might, in fact, decide to attack Iran
and simply attempt to take out elements of the regime’s nuclear
program. On several occasions, the United States has given the ad-
vice that this would be particularly difficult to do in light of reports
that most of Iran’s nuclear infrastructure is underground or other-
wise difficult to reach. Nevertheless, this matter continues to be
argued in Israeli politics and cannot be ignored.

Some would say that if the infrastructure is indeed difficult to
destroy, it would be preferable for the United States to prosecute
the attack because we are likely to be more efficient and more
effective.

What we are really talking about here is that because of the
nuclear threat and this particular kind of regime, the potential for
war, the potential for actual physical attack and retaliation by the
Iranians is very sizable. As you have made clear, this is not merely
an academic exercise.

Let me be very serious about this. We had a very good lecture
this morning by Karim Sadjapour from the Carnegie Endowment
for International Peace. You are no doubt familiar with him as he
is a regular lecturer on these affairs. His focus, first of all, was on
the Voice of America and its activities in Iran. Now, I would say
Karim was critical of the Voice of America’s activities, not in the
sense that we are not spending money, but rather that the effec-
tiveness of our programming is being hampered by a bureaucracy
that he believes is rendering VOA less effective than it should be.

I am not a critic of the program. I would just say we believe that
it should operate as effectively as possible. This imperative is made
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clear when one considers that at least two-thirds of the Iranian
population is below 30 years of age. The potential for improvement
of our programs is there as, according to some analysts, the British
programs are drawing a better audience than ours. Thus, I would
just ask you to take a strong look at these programs because they
are still an avenue to at least two-thirds of the population.

On the sanctions business, it would appear to me that although
there are risks in alienating our allies and others, the Central
Bank focus really is a deadly problem for Iran if executed
completely.

In addition, we ought to thoroughly think through the possibility
of decreasing Iran’s oil exports. Now, at this point, the Chinese,
who were thoroughly uncooperative with regard to the banking
sanctions and would be outraged if their oil imports from Iran were
disrupted, are a real factor. But they are not taking this very seri-
ously now anyway. Given that we are going to have to either con-
tend with diplomacy with the Chinese or potential warfare with the
Iranians, I would prefer that we visit with the Saudis and give
them the opportunity to export to the Chinese in greater measure.
This could eliminate a great source of funds for the regime, as over
50 percent of its income is coming right now from oil exports. To
the extent that you really hit the Central Bank and stop the
exports, you really do make a very big difference in terms of the
ability of that government to function, quite apart from the ability
of the people to tolerate it.

Again and again, people are saying that the Arab Spring came
to Egypt largely because of elderly people out in the hustings, not
in Tahrir Square, but the people out in the hustings who were
starving and were not getting the subsidies from the government
because the price of food was going up. That is occurring in Iran
too and can be accelerated very substantially.

So I just ask you for your comments on these editorial opinions
because I think we all feel very strongly about this and are all at-
tempting to act as wisely as possible.

Ms. SHERMAN. Thank you very much, Senator Lugar. Let me
make a few comments on the military option you mentioned, com-
munications capabilities, ways to reach the Iranian people, and a
comment again on CBI, and then turn it to Under Secretary Cohen.

We agree with you. We think that the broadcasting possibilities,
the Twitter possibilities, the social media is quite crucial to reach-
ing the Iranian people. And, in fact, our Voice of America Persian
and Radio Farda reaches as many as 20 million Iranians per week,
and Web sites receive an estimated 60,000 visits per day. I take
your point that we should do everything we can to increase our
capabilities and we are working very hard to do that.

On Facebook, we have 37,000 fans. We obviously want to in-
crease that decidedly. Twitter, 8,000 fans. YouTube, 270,000 views.
In May, the Secretary announced the extension of visa validity for
Iranian students in humanities-related fields, and I think if I re-
member correctly, the percentage of Iranian students has increased
20 percent in the last year. In October, the Secretary gave inter-
views on BBC’s Persian service and on VOA’s Persian satirical
news show, which is wildly popular. You are quite right. The BBC’s
Persian is incredibly well penetrating. We work very closely with
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the BBC. This is, again, part of our multilateral effort to work with
others. They have some capabilities in part because they have been
present, at least until now, in Tehran which gives them capabilities
that we do not.

I do have those numbers. According to the International Institute
of International Education, 5,626 Iranians studied at U.S. univer-
sities in 2010, an increase of 895 students since 2009, and we want
to increase that for all the reasons you well understand.

So I take your point, and we think this is important. It is why
we are starting Virtual Embassy Iran, and we will be launching
that shortly. And we also, as I think you know, use technologies
worldwide to help people ensure that they have access to the Inter-
net and can get past satellite jamming. Some of that I would be
glad to have someone brief you about further in a classified setting,
but it is quite crucial.

Second, on your concern raised about military action, clearly that
is nobody’s preferred course of action, but the President has said
and has repeatedly said that all options remain on the table in the
situation that we are facing because we do not want to be in a situ-
ation—anyone in the world—and there is very strong international
coalition on this to be in a position where Iran acquires nuclear
weapons.

At the same time, we think the dual-track approach that we are
taking, which is pressure and engagement, though Iran has yet to
take that hand toward engagement because we expect there to be
serious conversation about their weapons program without pre-
conditions and they are not quite ready to do that—so we will
intensify and increase the pressure decidedly on a regular basis.

On CBI, I take your point that if one has to make a choice be-
tween war and the risks with CBI, that is a very tough and com-
pelling calculation. We do not think we have to go there today.
What we think we need to do is have targeted efforts regarding
CBI that can be multilateralized. As Under Secretary Cohen men-
tioned, French President Sarkozy’s suggestion of asset freezes on
CBI is one thing that we are all looking at and talking with our
colleagues about around the world. You are quite right that we
need to be pushing parties around the world tough, harder to take
action.

That was really much of what I was doing in China, and China
has agreed and publicly so today to finally accept Special Envoy
Bob Einhorn to come to China and to assist them in better apply-
ing the sanctions regime to what they are doing. They have slowed
down their actions. They have not backfilled, but indeed, they need
to take further action and we would agree with you absolutely in
that regard.

Let me turn, if I may, to Under Secretary Cohen

The CHAIRMAN. I think we are going to have to take that answer
and thank you.

Ms. SHERMAN. We will come back, I am sure.

The CHAIRMAN. I am sure we will.

Senator Menendez.

Senator MENENDEZ. Thank you, Mr. Chairman.

You know, Mr. Secretary, I have to be honest with you. I am ex-
tremely disappointed. You all did not like the original amendment
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offered, and at the request of the administration, we engaged in a
good faith effort to try to create an amendment that would have
the maximum effect on Iran’s economy with minimum disruption
to the oil market of the United States. That original amendment
had no waivers whatsoever. Maybe we should have allowed that to
stand. That is the vote we would be having.

At your request, we engaged in an effort to come to a bipartisan
agreement that I think is fair and balanced. And now you come
here and vitiate that very agreement. So that says to me in the
future that when you come to me and ask me to engage in a good
faith effort—you should have said we want no amendment, not that
you did not care for that amendment.

Now, having said that, let me just say everything that you say
in your testimony undermines the credibility of your opposition to
this amendment. The clock is ticking. The published reports say we
have about a year. Now, when are we going to start our sanctions
regime robustly? Six months before the clock has been achieved
before they get a nuclear weapon?

Now, this amendment was crafted in such a way that it gives the
President two significant pieces of discretion, No. 1, to determine
that there is sufficient supply in the oil market that it would not
create a disruption. And if he finds that is not the case, then the
actions would not go into effect. And second, notwithstanding that
he might find that, yes, there is enough oil in the market that
would not create a disruption, that in fact he has a second oppor-
tunity in a national security waiver.

So I find it pretty amazing that you all come here and say what
you have said in response to the chairman. And let me just say I
looked at the Treasury Secretary’s letter. Nowhere does he talk
about economic disruption to us, very interestingly. I think he
would have made that case if in fact there was any such disrup-
tion. He actually makes two statements here that I think are
pretty redeeming of our amendment. He says, No. 1, Congress has
been absolutely critical in providing some of the tools that we have
used to accomplish the goal of tightening sanctions.

But for Congress, you would not have had the sanctions, and I
have never seen this or any other administration come before the
Congress and say, please, give me a sanctions regime. You have
rebuffed it every step of the way even though it is the sanctions
law that we have given you that has allowed you to achieve some
limited progress.

Second, he says the sales—referring to Iran—the sales of crude
oil line the regime’s pockets, sustain its human rights abuses, and
feeds its nuclear ambitions like no other sector of the Iranian econ-
omy. Well, then, if that is the fuel that allows Iran to march to
nuclear weapons, then you need to cut off the fuel. And that is
exactly what we are focused on doing.

I find it amazing that the Europeans are considering doing some
of this. France, in particular, has been advocating such a measure
in international reports earlier this month after it was revealed
that Iran is moving closer to building its own nuclear weapon. The
European nations are discussing imposing their own embargo. So
we basically say to financial institutions, do you want to deal with
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a $300 billion economy or do you want to deal with a $14 trillion
economy? I think that choice is pretty easy for them.

So I find it pretty outrageous that while the clock is ticking and
you ask us to engage in a more reasoned effort, then we produce
such an effort in a bipartisan basis, you come here and say what
you say, which really undermines your relationship with me for the
future because you are not going to tell me that, please engage
with us in an effort to find a more refined solution, and then when
we do that, say you do not care for it. It would have been more
honest to say we do not want any amendment whatsoever.

Now, the fact is that several major energy traders continue to
make prohibited sales of refined petroleum to Iran, and yet our
response has been to sanction the front companies like the Royal
Ouster Group rather than the major figures behind the sales. You
have been reluctant to sanction Chinese companies for energy sanc-
tions when there is ample evidence that they are violating our laws
and there is precedent for us sanctioning Chinese companies for
nuclear and weapons proliferation concerns. So even though we
have given you the tools, you have not shown us the robust effort
when the clock is ticking to use that which we have given you.

So that is why 80 Members of the Senate—at a time in which
it is very difficult to find bipartisan agreement—have joined in our
Iran, North Korea, Syria Sanctions Act, because they understand
that just as the Iranians move to circumvent the sanctions regime
that we have already imposed and to find ways to achieve loop-
holes, we must remain one step ahead of them and close those loop-
holes and, at the end of the day, be able to ensure that our sanc-
tions regime is effective.

Now, had you all embraced that effort, maybe we would not be
where we are today. If you had used the sanctions regime you al-
ready have and been more robust instead of taking the shell
groups, gotten to the heart of it, we would not be where we are
today. And if the Europeans are considering an embargo, we should
not be leading from behind. We should be leading forward.

I think the amendment that we will hopefully vote upon today
is reasoned. It is balanced. It gives the President discretion to
determine both the oil markets and whether there are sufficient
supplies. And look, Libya is coming back on track. We certainly see
Iraq producing more. The Saudis have a great ability to produce
more. So I find it disconcerting, to say the least.

And I do not really have any questions for you. I just wanted to
set the record straight here after you vitiated my amendment.

Thank you, Mr. Chairman.

The CHAIRMAN. I do not think they vitiated it. I think they
vilified it.

Let me just ask you this question. Is there a way, Madam Sec-
retary, to address—in the letter, I noticed that it said in “its cur-
rent form.” And you have a number of times said “in its current
form.” Therefore, both to afford you an opportunity to respond but
also just to try to deal with what is on the table here, is there in
fact a way? Is it a no amendment situation, or is it this amendment
in its current form and there is some way, in fact, to address what
your concern is?
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Ms. SHERMAN. Let me, if I may, defer to Under Secretary Cohen
in a second.

I think there is a way to target CBI, and David will talk about
some of those in a moment. What I think is crucial is that we do
it in a way that is multilateralized. And the one point I would say,
Senator Menendez, from our perspective at the State Department
is that it is true that the Europeans are talking about this. And
we are working diplomatically around the world both David and
myself to encourage everyone to make the right decision to do what
the United States has already done. Today we have no interactions
with CBI. And we would hope others would do that as well and
make the right decision in a way that works economically for them
and ensures that Iran does not get more revenue because the price
of oil spikes.

And I appreciate that you have tried to address those issues in
the amendment, but if I may, let me defer to my colleague at
Treasury.

Mr. CoHEN. Thank you.

Let me first address the concern about how we have been work-
ing with you and your staff with respect to the amendments. I
think we very much appreciate the opportunity to work with you
on this issue. We wholeheartedly share the objective of bringing
real pressure to bear on the CBI. What we were doing working
with you and with your staff was trying to devise an approach that
is best calculated to bring that pressure to bear directly on the CBI
while avoiding potential adverse consequences to our international
diplomatic efforts, as well as to the economic situation in Iran in
particular.

If there was a misunderstanding with respect to whether we
were supportive of the amendment as it was modified, I apologize
for that. We had tried to be clear that we wanted to work with you,
work with your staff to modify the amendment in a way to improve
it, but I think we tried to be clear throughout that our judgment
is that the best course to pursue at this time is not to apply a
mechanism that puts at risk the largest financial institutions, the
central banks of our closest allies, that the course that we should
be pursuing to bring real and significant pressure on the CBI and
to do exactly what you, Senator Menendez, highlighted, which is to
attack Iran’s ability to get access to the revenue from its oil sales,
is to work collaboratively and cooperatively with our partners on
an approach to reduce their importation of Iranian oil, a step that
the United States has already taken.

We now import no oil from Iran. We now have no relationship
with the Central Bank of Iran. What we want to do is to work with
our international partners in an effort to have them get to that
same point but in an orderly, cooperative, collaborative fashion.
That is our sense of the best way to proceed here.

Just to reiterate, we completely share the objective here of
addressing the CBI and the CBI’s ability to operate in the inter-
national financial system. The issue is how do we go about this in
a way that is best calculated to achieve the objective that we are
looking to achieve while minimizing the potential for adverse
collateral consequences.
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The CHAIRMAN. So, bottom line, you are really saying that it is
not curable. You just oppose the amendment.

Mr. CoHEN. Mr. Chairman, our position is that the right course
is to not adopt this amendment. We recognize

The CHAIRMAN. But then it is disingenuous to say “in its current
form” with all due respect.

Mr. CoOHEN. If I could continue. We also recognize that there is
substantial support for this amendment in the Senate, and if it is
to be adopted, we do think that there are some important changes
that should be incorporated to ensure that it achieves the objective
that we are all looking to achieve. So our preferred course is for
this amendment to not be included in the Defense Authorization
Act. If it is included, we do want to continue to work with Senator
Menendez and the Senate as a whole to bring in a few additional
changes that we think are critically important to ensure that it
operates in a way that is as designed.

The CHAIRMAN. Senator Corker, thanks for your indulgence.

Senator CORKER. No problem. I understand that we have the
amendment on the floor and I understand additional time is wor-
thy to talk about that.

Senator Menendez referred to published reports of Iran having
the ability to have a weapon in a year. Is that a timeline that you
all believe is worth at least internalizing?

Ms. SHERMAN. Senator, there is great debate.

Senator CORKER. And I do not want a long answer.

Ms. SHERMAN. Yes. No, I will not give you one.

There is great debate about the timeframe, and the timeframes
are at what point they have a breakout capability, at what point
they will have a weapon. And all of those timeframes are seen dif-
ferently analytically.

Senator CORKER. Is it worth thinking about the published reports
as being generally where things are?

Ms. SHERMAN. Published reports are one data point. There are
others who would disagree. I think what our objective is is to—
every country in the world ostensibly has breakout capability and
the capability of getting a nuclear weapon. Our objective with Iran
is for them not to have them and to lengthen the period of time
for as long as possible that it will take them to get there.

Senator CORKER. We understand that.

Ms. SHERMAN. Everything we do every day takes any timeframe
you have seen in a published report and makes it longer. Anything
we can do to degrade their program will make that timeline longer,
and that is crucial.

Senator CORKER. So for what it is worth, I respect the work that
you all have been doing. I have been to several hearings where you
all presented both publicly and privately what you are doing, and
I understand how you do not want Congress to end up with a blunt
object that does not work for you. At the same time—and I think
it has been pretty fascinating actually to see the effects that you
have had in some areas of their economy.

But it does not look like to me the lines are going to cross,
or at least at the right point. It does not look to me like the sanc-
tions, even though there has been some successes, are going to
achieve their end prior to the time that Iran actually has a nuclear
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weapon. And I think that is what has gotten much of Congress con-
cerned. And so I think you generally are thinking the published
reports are not way off. I do not think you are going to get there
personally. I do not think you are going to get there. And so I share
Senator Menendez’s concerns.

You know, we have worked with you also on other proposals. I
have to say that Treasury, generally speaking, has stiff-armed on
numbers of fronts, and it seems to me that a responsible approach
to today’s amendment would have been to have laid out what it
was you wanted to pass. And I am not a cosponsor yet, but I am
pretty irate that Senator Menendez has worked with you all this
time. I know they have made changes. We have been meeting with
his staff, with Kirk’s staff, with others. Why have you not offered
what ought to be put in place before today’s vote? That seems
highly irresponsible on your part.

Mr. COHEN. Senator Corker, we have continued to engage with
Senator Menendez.

Senator CORKER. I do not want engagement. Why have you not
laid out—why does Secretary Geithner not lay out what it is he
would like to see happen?

Mr. CoHEN. I think Secretary Geithner’s letter, with all respect,
does lay out what we think should happen with this amendment,
which is that——

Senator CORKER. That it be defeated.

Mr. COHEN. Yes, that it not be adopted.

That being said, there are additional amendments to the amend-
ment that we have provided to Senator Menendez and his staff,
and so we are eager to continue to work with Senator Menendez
and the Senate as a whole, if this is going to proceed, to have it
proceed in a fashion that is more workable.

If T could just comment on one other of your remarks on the
timelines. I think both Under Secretary Sherman and I are trying
to convey that we recognize both the urgency, whether it is a
1-year timeline or whatever it is, that there is a significant urgency
on the pressure track and if you are thinking about the lines cross-
ing, we agree—the administration agrees—that our line needs to
accelerate, and we are intent on doing is bringing additional pres-
sure to bear, consequential pressure to bear on Iran in very short
order.

The question that I think we are addressing is how best to
achieve that, and our concern with the amendment is that we think
that may not be the best way to proceed. It is not that we are com-
ing before the committee and saying everything is fine, leave us
alone, let us continue on. What we are saying is we recognize that
we are at a point in time where the right course is to intensify the
sanctions, and we want to do that and we want to do that in a way
that is best calculated to work. And we just think that the way to
do that is to work cooperatively with our international partners in
a fashion that has, I think, borne substantial fruit over the last
several years and we think can work going forward.

Senator CORKER. Let me ask you this. Would it make sense for
Menendez and Kirk to give you 60 days to make that happen? If
it does not, this goes into effect.
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Mr. CoHEN. I think we are interested in continuing to figure out
how to give us the space to work and we can continue to work——

Senator CORKER. And I appreciate the fact that you are working
with allies and friends. It does send a signal that we really are
willing to work on sanctions on everything but that that matters,
and that is petroleum exports. But I understand that you want to
work with them, with our friends, in a way that makes most sense.
And I appreciate the executive branch wanting some flexibility. I
do tll{link there have been ways probably to make this amendment
work.

But, Ms. Sherman, you made a comment that every political can-
didate has made probably for 8 years, and that is all options ought
to be on the table. And it is what every candidate on both sides
of the aisle running for any office other than city council has said
for years. And yet, I guess I would ask the question, are we making
plans with our friends toward military action, not doing it, but are
we making those kinds of plans that are known and send signals
to Iran that if these sanctions do not work, we really are prepared
to use that option? Is that taking place at present?

Ms. SHERMAN. I would say briefly two things, Senator.

One, the President of the United States has said publicly on sev-
eral occasions that all options are on the table, and I

Senator CORKER. Like I said, every candidate has said that.

Ms. SHERMAN. But from Iran’s point of view, when the President
of the United States says that, whoever the President of the United
States is, whatever party, it is a serious and fundamental state-
ment.

Senator CORKER. George Bush said that. George Bush probably
before him said that.

Ms. SHERMAN. But Iran understands and they read the news-
papers and see what is happening. They understand it is a serious
possibility, and we have reason to understand that they believe
that.

And second, in terms of plans and planning, my experience—
I am sure yours as well—is that the Department of Defense plans
for virtually every hypothetical situation there is in the world.

Senator CORKER. Thank you, Mr. Chairman. Thank you all for
your work, and thank you, Senator Menendez, for focusing on this
issue.

The CHAIRMAN. Thanks, Senator Corker.

Senator Cardin.

Senator CARDIN. Thank you, Mr. Chairman.

Let me thank both of our witnesses.

There may be some disagreement on the timeline as to when
Iran will have a nuclear capacity for a weapon, but there is no dis-
agreement on the timeline on the vote on the Menendez-Kirk
amendment. That is going to take place momentarily, certainly
within the next 24 hours. So I would just urge you with the sense
of urgency as it relates not just to this amendment but to this
issue.

Now, we have all talked about Iran, and let me put it in context.
Iran is an extremely dangerous country. They are supporting
terrorism, and we have known what cost that has been to the
American people. They are abusing their own people. They are sup-
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porting Syria’s efforts on the abuse of the people of Syria. And the
list goes on and on.

As you pointed out, Secretary Cohen, the international referee on
nuclear nonproliferation has judged that Iran is proceeding with a
nuclear weapon. They point out that what they are doing would be
inconsistent with anything other than a nuclear weapon. So we
know that we are on a glide path of an extremely dangerous situa-
tion, which brings us to timing issues.

I want to just underscore what Senator Corker said. I think on
both sides of the aisle we appreciate the leadership of the Obama
administration in reaching out to the international community and
getting more international support for sanctions than we have had
in the past. That is extremely important. But it starts with U.S.
leadership. We have seen over and over again that without the
United States stepping forward, the international community is
slow, in many cases will not act at all.

So dealing with the Central Bank of Iran, your own reports show
that they are money laundering. They are assisting the prolifera-
tion of nuclear weapons, and they are assisting terrorism. We have
cut off relations with the Central Bank of Iran. It is a clear signal
to the international community that we are very serious about dry-
ing up the financial capacity of Iran. That is the only way we
believe that sanctions will effectively change course of Iran on its
nuclear ambitions for a nuclear weapon.

That brings me again to the timing issue. If we do not move for-
ward rapidly, then I am not sure it can be effective. And what I
do not understand, and maybe you can help clarify for me, the
Menendez amendment gives you 2 months before any action takes
place. You have another 3 months after that to cool off issues, and
then after the 5 months, you have the waiver authority. So it
seems to me it speaks volumes as to ratifying the policy that you
have already stated. The Central Bank of Iran is money laun-
dering, it is proliferating, and it is supporting terrorism. We had
nothing to do with it and we want the international community to
work with us to cut off the Central Bank of Iran. This amendment
gives you the tools to work with the international community to be
selective as to what national banks should be sanctioned. You could
be selective.

So I am not exactly sure the resistance to the passage of the
amendment, and maybe you can help clarify this for me because all
the horrible things you have said I have heard before. Oil supply.
We know about that issue. We have heard that before. But it seems
to me this gives us the power to work with the international com-
munity to provide the type of unity necessary showing that Amer-
ica is very serious about cutting off the financial capacity of the
Government of Iran.

Where am I wrong on the 5 months you have? That gives you
a lot of time for your diplomacy. I know diplomacy can take time.
Five months is a long time, particularly when we are looking at a
glide path for Iran that if action does not take place within the
nex% several months on changing their course of action, it may be
too late.

Mr. COHEN. Senator Cardin, I think the concern is that in the
course of that effort, whether it is the 60 days or the 5 months,
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before there are aspects of the provision that would kick in, we are
operating in an environment where we are going to our closest
allies with a stick rather than with an effort to——

Senator CARDIN. The stick requires the President to make cer-
tain findings before it can be used.

Mr. CoHEN. It does. But I think the concern is that from the per-
spective of the financial institutions involved, the perspective of the
governments involved, there cannot be any confidence from their
standpoint that a waiver will be invoked or that a determination
will be made to obviate the

Senator CARDIN. But is our objective not to get them not to deal
with the Central Bank of Iran?

Mr. COHEN. It absolutely is. And we just have a disagreement in
the tactics to achieve that.

Senator CARDIN. But if country A, our close ally, wants to work
with us and block the Central Bank of Iran but country B, our ally,
does not, is it not helpful for country A to know that there is a re-
ward and punishment issue involved to adhering to the sanctions?
Does it not help our allies to know that we want all of our allies
to cut off the financing of Iran through its Central Bank in order
to be able to avoid a nuclear Iran?

Mr. CoHEN. It will be helpful. At the risk of repeating myself, the
judgments of the administration—and not just Secretary Geithner,
but the administration broadly—is that the best way to work with
our four allies on this is not by threatening our most severe sanc-
tion against their largest financial institutions, but to work with
them and to build on the international consensus that already ex-
ists and to take these steps.

Senator CARDIN. I understand your point, and I think it repre-
sents a traditional difference of view between the executive and
legislative branches, and I think the legislative branch will speak
today.

The CHAIRMAN. Thank you very much.

Senator Risch.

Senator RiscH. Thank you, Mr. Chairman.

First of all, let me say that the views expressed here by Senator
Menendez, Senator Cardin, Senator Corker are all views that are
very representative of the consensus of the legislative branch of
Government right now. I have no doubt and I do not think any
Member of this Congress has any doubt that the goals and objec-
tives of the executive branch are exactly the same as the goals and
objectives of the legislative branch.

However, we got a real problem in what I would call an enthu-
siasm gap or an urgency gap—sense of urgency gap between how
the legislative branch views this and how the executive branch
views this. And this frustration that you are seeing here today I
think is the result of that gap that exists between us, and that
needs to be resolved and we believe it needs to be resolved
urgently.

I would think—and I think many of my fellow Senators believe—
that after the IAEA report, your sense of urgency should have risen
to our sense of urgency. And we are not seeing that. We hear the
words. We hear the talk, but we have wanted action for some time




30

and it just has not happened. And so the result of that is what you
see in front of you.

So I would strongly suggest that rather than coming up here
with a strategy on how you are going to try to torpedo this amend-
ment, you figure out how you are going to make this amendment
work because this amendment is going to pass. And it is not going
to pass by a close vote; it is going to pass by a very large vote. I
think those of us who serve here in the Senate hope that it will
send the signal that we want to see sent.

Look, this issue is not a trade issue that we are arguing over.
It is not some dispute we have on borders or something. When it
comes to the issues in the world today, this issue ranks right up
at the top. The United States cannot be wrong on this. The world
cannot be wrong on this. We cannot make a mistake on this.

Unfortunately, I think most of us agree with what Senator
Corker said when he said, well, you know, you are trying to do this
through sanctions, and to quote Senator Corker, I think he said “I
do not think you are going to get there.” And I have to tell you that
I believe that is the consensus view of the Senate up here also.
Again, that is why you are seeing what you are seeing in the form
of this amendment.

So I guess what I would tell you is you probably need to go out
of here and figure out how you are going to make this work and
how you are going to raise to the level of urgency that we have and
that you have seen here today.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you very much, Senator Risch.

Senator Webb.

Senator WEBB. Thank you, Mr. Chairman.

And Secretary Cohen and Secretary Sherman, I apologize for
arriving here late. I am on the Armed Services Committee and
we’ve got a markup on the floor. But, I was able to watch a good
portion of your testimony while we were considering amendments
in my office.

I want to ask you a couple questions. Again, I apologize if I may
have missed them already being discussed while I was doing these
other things and getting over here.

First of all, I am not a great fan of sanctions in general, and I
believe if the circumstances require that they take place, that they
should be clearly targeted. They should have somewhat of—I can-
not say a guarantee but somewhat of a certainty that they would
be effective and also that they would be widely supported in the
international community. Listening to your testimony, I can hear—
I think—a very sincere concern about the possibility that you may
end up doing more harm than good if certain types of sanctions are
put into place here.

I have not decided how I am going to vote on this amendment.
I am still thinking this through.

But, I would like to ask you three questions in the time that I
have here. The first is—and again, I apologize if you have already
stated this, but could you compare the sanctions that would be put
in place under this amendment with the sanctions that the United
Kingdom put in place earlier?
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Mr. COHEN. The sanctions that the United Kingdom put in place
last week essentially brought the U.K. into line with where the
United States has been for many years. We, years ago, cut off the
Iranian financial sector from the United States. The U.K., over the
past several years, has taken actions against particular institu-
tions. What they did a week ago Monday was to cut off the entire
Iranian financial sector. So they are now in line with where we are.
The Canadians as well are in line with where we are and where
we have been for some time.

Senator WEBB. Thank you.

With respect to your concern—and this is a concern also being
expressed in a letter from the Secretary of the Treasury that our
closest allies would curtail purchases altogether in the future or
would cease to cooperate. Do you see a predictable outcome among
these countries that you are discussing if this amendment were to
pass?

Mr. CoHEN. Well, Senator, I think what we and what Secretary
Geithner was driving at is that we see and we are working with
our partners to have them reduce their reliance on imports from
Iran, as the United States has done. We import no oil from Iran.
We are seeing that our partners recognize, in part because of the
actions that we have taken and the information that we have put
out into the public domain, the danger involved in purchasing
Iranian oil and having those revenues flow to the CBI which uses
those revenues to fuel Iran’s dangerous activities. And so what we
are doing and have been doing and want to continue to do is to
work with our partners to draw down, if possible, entirely cease im-
portation of Iranian oil.

Senator WEBB. You are saying in your testimony that the poten-
tial effect of the amendment is to reduce that level of cooperation?

Mr. COHEN. I think there is a danger that it will result in less
cooperation because of the reaction to the threat that is being vis-
ited on their financial institutions.

Ms. SHERMAN. If I might, Senator, add a couple of things to that.

There are very close allies of ours who have very complex com-
mercial relationships with Iran, not in the arenas in which we have
already imposed sanctions, but in everyday things, selling tele-
vision sets or just household goods. And our reading of the effort
by Senator Menendez and Senator Kirk and by so many Senators
to achieve the same objective that we achieve, which is to cut off
the lifeblood of Iran’s economy so that they pull back from their
nuclear weapons program, in fact will see our taking such an ac-
tion as a blunt instrument that takes away their capabilities of
dealing with their financial life.

Senator WEBB. And obviously at this point we would not charac-
terize China as one of our closest allies here or in other places. As
these other policies have been put into place, China has very
noticeably not cooperated. They are becoming Iran’s most active
trading partner. They are still trading oil. What is their reaction
to this? What would you think would be their reaction to this sort
of a process like the new legislation or even existing policy? What
are they doing?
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Ms. SHERMAN. Well, let me speak to the broad relationship with
China in regards to Iran and defer to Under Secretary Cohen on
the specific CBI reaction.

We take what China is doing quite seriously. I just returned
from Beijing and a great deal of the meetings that I held were ex-
actly on this point. As a result of that, they have finally agreed
that Special Envoy Bob Einhorn can go to China, sit down, and
help them to better enforce the sanctions regime that is in place.
They have, in fact, slowed down their actions. They have not, to the
best of our knowledge, backfilled from others who have pulled out.
We have, indeed, in INKSNA sanctioned a Chinese individual and
five Chinese firms are under INKSNA sanctions. There are other
Chinese companies that are currently under investigation. And I
was quite candid with China about each of those cases and the
action that we would expect or otherwise

Senator WEBB. I apologize for interrupting you. I have got about
7 seconds, and I do not want to take my colleague’s time.

Secretary Cohen, do you see China’s economic activity with
respect to Iran decreasing if this goes forward?

Mr. COHEN. Senator, I cannot pretend to predict how China
would react to this. I think it is quite possible that the Chinese,
if this amendment were adopted, would take the risk essentially
that we would cut off their financial institutions from the United
States. But I am just not in a position to predict exactly how the
Chinese will react for many reasons that Under Secretary Sherman
described. The relationship between China and Iran is a very com-
plicated one, one that we have been working on

Senator WEBB. To this point—the bottom line—they have not re-
duced their economic participation as we have put policies into
place? I am a minute over so a short answer is better.

Mr. CoHEN. I will answer it very briefly. I think the Chinese
have essentially remained at the same level of economic engage-
ment with Iran, give or take, over the last several years.

Senator WEBB. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you very much, Senator Webb.

Senator Isakson.

Senator ISAKSON. Thank you, Mr. Chairman.

Under Secretary Sherman, there have been expressions by the
administration of concern about the consequences on oil prices with
the passage of this amendment. I have heard the testimony today
about concerns of what it might do to other countries that have
banking relationships with Iran that are friends of ours. Are we
also measuring what the consequences of an Iranian nuclear test
might do to world stability and to oil prices or what a nuclear inci-
dent in the Strait of Hormuz might do? Are we calculating that?

I know the concern I have, and I really only speak for myself.
But I think I am speaking for the people of Georgia. It seems like
the sand in the hourglass is running out. We do not know exactly
when but there is no question that Ahmadinejad and the Iranians,
if given the opportunity and with the material, probably would use
fissionable material in some nefarious way against Israel or
against somebody in the Middle East. That is a calculation that
must be in my mind paramount in terms of how we deal with Iran,
which is why I think it is so important that we send the legislative
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message from the Congress of the United States that time is run-
ning out on Iran as well. And I would like for you to respond to
that, if you would.

Ms. SHERMAN. Senator, as you have said, as others have said
this morning and as I want to reiterate, we absolutely share the
sense of urgency of the Congress. We were not surprised by the
Amano report which said that up until 2003, there was a struc-
tured program in Iran to develop nuclear weapons and since then,
there clearly have been ongoing activities. And there are possible
military dimensions because there are activities, for which there is
no plausible explanation except military use, and certainly Iran
has not offered us a plausible explanation. We were not surprised
because we were one of the 10 countries that supplied information
to Director General Amano to produce that report. So we quite un-
derstandably know what is happening in Iran, where it is headed.

We have successfully, through this multilateral and phased and
cooperative sanctions approach that has been helped with tools
that Congress has given to us, as well as Executive orders and our
IEPA authority, have indeed slowed down Iran’s capability, have
extended that timeline not only from enrichment, from their hoping
to have 50,000 centrifuges to only having 6,000 or 7,000 centrif-
uges. We have slowed down their program. We have degraded their
program. We have not ended it, and we have not ended our sense
of urgency. So we quite agree with you.

And I think that is why, when the Amano report came out—and
that was virtually a unanimous vote at the IAEA Board of Gov-
ernors, and that did not happen by accident. That happened by a
concerted diplomatic effort to make that occur. We took action,
along with the U.K. and Canada, to add additional sectors, addi-
tional sanctions to our arsenal to try to deal with Iran’s nuclear
program.

So we are completely where the Congress is in terms of the sense
of urgency. As Secretary Cohen said earlier, what we are talking
about today is tactics of getting there. In that, we have some dis-
agreements and we should continue this debate. And as Secretary
Cohen said, we are well aware of the strong support for this
amendment today, and we understand the impulse for that amend-
ment because we share the objective. We just think there is a bet-
ter way to go about it.

Senator ISAKSON. Thank you.

Under Secretary Cohen, as I understand it, Treasury in 311 find-
ings had some pretty astounding revelations about the Central
Bank of Iran, A, in terms of them funding other banks that are
sanctioned by the United States, and B—what is their name—the
IRGC construction firm that is under sanction. What do those find-
ings alone tell us about why we have not sanctioned the Central
Bank yet? Because those are clear findings of the Treasury of what
I think are clear violations of our sanctions already.

Mr. CoHEN. Well, Senator, we in our 311 finding broadly de-
scribed the Iranian financial system’s involvement in Iranian illicit
activity and specifically included information about the Central
Bank of Iran’s deceptive practices that you identified.

We are using the foundation of that finding with our partners as
a way to further highlight the risk of doing business with Iran, any
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of the financial institutions in Iran and with the Central Bank of
Iran in particular. It has allowed us to have in one place the com-
prehensive presentation of the risks involved in doing business
with Iran, including the Central Bank.

The question of how we then take the next step is something
that is left for us to continue to work on and work on with the Con-
gress and work on within the administration. The findings in the
311 do not predetermine any particular action, but we have at our
disposal a range of possible next steps with respect to Iran. And
I think this gets back to the comment that Under Secretary Sher-
man said. What we are looking to do is to bring to bear on Iran
and on the Central Bank of Iran, but more generally on Iran over-
all, substantial additional pressure. And if the right step is to bring
a sanction onto the Central Bank of Iran, we are prepared to take
that step.

We think that, as we sit here today, the right thing to do is to
proceed with a multilateral effort to isolate the Central Bank of
Iran, to work with our partners to reduce their import of Iranian
oil, and to take an action to freeze the assets of the Central Bank
of Iran. That would be, in essence, the steps that we would want
to pursue with respect to the CBI with a real sense of urgency with
a notion that the clock is ticking and we have got to ramp up our
efforts here. But that is where we are looking to proceed.

Senator ISAKSON. I respect the fact that both of you have a very
difficult job and that diplomacy under any circumstances is tough,
particularly when you are dealing with a dishonest broker like the
Iranians have been. But I think Menendez-Kirk does reflect the
sentiment of the majority of the people of Georgia and, I would sus-
pect, the United States, and I think urgency is something all of
must consider in dealing with the Central Bank and with the
nation of Iran.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you very much, Senator Isakson.

Senator Shaheen, I do not think it is an award, but I think you
get special recognition for greatest price paid trying to get to a
meeting of the Foreign Relations Committee.

Senator SHAHEEN. Thank you, Mr. Chairman. I hope you will ac-
knowledge that in the future when I have legislation pending
before this committee.

The CHAIRMAN. Absolutely. We owe you.

Senator SHAHEEN. You should have seen the other guy.

[Laughter.]

Let me begin first by thanking both of you for the efforts that
you all have been making to address Iran’s move toward achieving
a nuclear weapon.

I do want to, though, share the sentiment that has already been
expressed by my colleagues on this committee, that I believe
Menendez-Kirk amendment is going to pass. And so I would hope
that if there are suggestions that the administration has about
things you would like to see different in that amendment, that you
would share those with us because I do think, as you have heard,
we are going to act on this within the next 24 hours, and so it
would be helpful to know what else you might like to see happen.
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Having said that, I wonder. Both Senator Menendez and Senator
Webb raised the criticism that the administration is not doing
enough with the sanctions that have already been designated and
particularly with respect to some of the Chinese companies. You
responded to that briefly, Under Secretary Sherman, but is there
more you can tell us about whether the administration has in your
opinion been doing enough with the sanctions you already have or
what else could be done?

Ms. SHERMAN. Thank you very much, Senator, and thank you for
the suggestion of bringing to Senator Kirk and Senator Menendez
any additional suggestions we might have in the short period of
t%lme that is left, and we will certainly take that back and consider
that.

As I said, we understand the concern about China. It was the
focus of a trip that I made last week to impress upon China the
reality and the prompt action that was required on their behalf
regarding a number of situations, my request for Special Envoy
Bob Einhorn to finally be welcomed to China to help them, in fact,
follow through on the sanctions regime and the obligations, which
we have not talked enough about here, under the U.N. Security
Council resolutions. There are five resolutions that have passed,
four which have legally binding requirements. And so this is not
just a United States request. This is a U.N. Security Council obli-
gation of states around the world.

We have sanctioned 280 individuals and entities over the last
few years. We, of course, think we should do more and better. In
fact, when the QDDR was written at Secretary Clinton’s request,
one of the things that came out of that was to, in fact, increase our
enforcement capabilities, to increase the number of FTE, to orga-
nize the State Department in a better way to, in fact, enforce sanc-
tions. That process is underway. We are trying to not have it con-
strained by the budget, constraints that we all now face.

But, yes, we think we should do more. We have accelerated that
progress, and we expect to be accelerating it even further in
response to everyone has said here, which is this is an urgent
problem.

Senator SHAHEEN. Thank you.

There is an interesting opinion piece in today’s European edition
of the Wall Street Journal, which I assume both of you might have
seen, that highlights the involvement of the Revolutionary Guard
in not just the nuclear and missile program, but in so many other
economic areas in the country. And the article quotes you, Mr.
Cohen, from your October testimony to Congress that the Revolu-
tionary Guard has expanded its reach into so many critical sectors
of the economy. Can you talk about how difficult it is to draw a
line between the reach of the Guard and how that affects our
ability to address through sanctions to bring pressure on Iran? And
then also, if you would, talk about how we are working with our
European allies to address the IRGC’s move into legitimate
businesses.

Mr. CoHEN. I am happy to, Senator, because I think the TRGC
has been one of our key targets for sanctions over the last several
years. It is recognized in Security Council resolutions. It is recog-
nized by the EU and certainly recognized in our sanctions as a
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target that is very deserving of sanctions. The IRGC is involved in
the most dangerous activities in Iran, and as it continues to expand
into the Iranian economy to the detriment of the average Iranian
citizen, frankly it provides us with additional ways to apply
pressure on the Iranian regime.

So earlier this year, for instance, we applied sanctions on an
entity called Tidewater Middle East Company which is a port oper-
ator at seven of the ports in Iran, including the largest container
terminal at the Bandar Abbas port. The IRGC had come in and
taken over ownership of that entity several years ago. We have
applied sanctions to Tidewater. It is now the law of the United
States that any foreign financial institution that engages in a
transaction with Tidewater risks having its access to the United
States terminated.

We are continuing to press our allies in Europe to add Tidewater
to the list of sanctioned entities in Europe as well because Europe
has taken a number of steps to sanction IRGC-related entities
including, I think most importantly, an entity called Khatam
al-Anbiya, which is a major construction firm in Iran that has been
subject to sanctions.

Senator SHAHEEN. And have we been successful at persuading
them on Tidewater?

Mr. COHEN. To be candid, Senator, I am waiting to see if it is
included in the list of 180 new sanctioned entities that the EU has
announced today. But if we are not successful today, I can assure
you that we will continue to press the Europeans to add Tidewater
to the list of sanctioned entities on the EU list.

But the IRGC—I see my time has expired. Just one final com-
ment. The IRGC, as it continues to expand into the Iranian econ-
omy, as more and more average Iranian citizens are moved out of
the economy and the government and its most dangerous entities
expand their economic reach, we will continue to take action and
to designate those entities and work with our partners to do the
same.

Senator SHAHEEN. Thank you.

The CHAIRMAN. Senator Coons.

Senator COONS. Thank you, Chairman Kerry, and thank you for
holding this hearing.

I am simply going to renew comments I know you have heard
from literally every single member, I believe, of this panel so far
about how rapidly Iran is making progress toward the acquisition
of a nuclear weapon, about how gravely the people I represent are
concerned about this, and about a real lack of clarity about the
communication with Senator Menendez about an amendment, of
which I am a cosponsor and for which I intend to vote today in the
absence of some better clarification or understanding of why the
timing and the waiver provisions are insufficient. It is rare that I
do not—I take very seriously the letter of the Secretary and your
input and respect your efforts.

But I think August 9 a letter went to the President from 92 Sen-
ators urging prompt engagement and action on sanctioning the
Central Bank of Iran, urging more progress toward exactly the sort
of multilateral effective sanctions regime that we have been dis-
cussing at great length here. And I think what you are hearing,
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just speaking for myself, is a steadily increasing level of grave con-
cern bordering on alarm.

Since August, the IAEA report has come out, allegations of an
assassination plot against a Saudi diplomat, the assault on the
British Embassy. There is no doubt in my mind that Iran is the
most dangerous nation in the world at this point and that this
situation, as it steadily moves in a bad direction, is going to push
us toward some tough decisions. The ranking minority member
started by asking you about planning for a potential military ac-
tion. I wonder what we are doing to prepare the American people
for the possibility of necessary action by either our close ally Israel
or the United States.

And I think the level of engagement you are hearing from this
panel simply reflects that, a concern that 6 months on—that letter
was in August. It is December—you are pushing back very hard on
an amendment by Senator Menendez that, by its structure, gives
months more for diplomacy. I think the Iranians by their actions
have finally made abundantly clear to the international community
what they are doing and their intentions. And the statements cer-
tainly of Ahmadinejad are appalling, gravely concerning, and a
clear source of concern, legitimate concern, by the people of Israel,
the United States, and all of our allies.

So I hope you take this very seriously, and in the absence of any
clear input from you on what is insufficient about the Menendez
amendment, I intend to vote for it today. So there is not a lot of
time for back-channel communication. This is an active issue, and
I mean that both between our branches and between the United
States and Iran.

I am eager to hear from you anything more that would give me
some confidence that the Chinese, who are still the worst actors in
this field, with whom we have so many other problems in intellec-
tual property, in currency manipulation, and ongoing—we are in a
full-on trade war in my view with the Chinese. We just need to
manage it as appropriately as we can in the interest of the people
of the United States.

One of the things I had hoped to hear today was that we are
making real progress with them in engaging them in an effective
multilateral sanctions regime that is bearing down on the Iranians,
and I was encouraged to hear that they are accepting Special
Envoy Einhorn. But under CISADA, I do not see that we have
aggressively and effectively sanctioned Chinese actors in this area,
and given the hourglass that has been referred to by Senator
Menendez and others, I am really concerned that we are not being
aggressive enough in this field.

Please, if you would, Under Secretary Sherman.

Senator MENENDEZ. Would my colleagues, before the Secretary
answers, give me 30 seconds before I have to leave to respond to
something?

Senator COONS. Certainly.

Senator MENENDEZ. Two things. No. 1 is the Secretary men-
tioned that there are many nations that have complicated relation-
ships with Iran. But our section E specifically only focuses on sale
or purchase of petroleum and petroleum products. So it is not going
after all of those other complicated relationships.
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And No. 2 and pursuant to your question and your concern,
which 1 appreciate your support of the amendment, is that, you
know, the Chinese have already taken the risk. Under the existing
sanctions regime, the Chinese have not moved. So the answer to
that question is pretty clear.

And I thank the gentleman for giving me some time.

Senator COONs. Thank you, Senator.

Under Secretary.

Ms. SHERMAN. Thank you. I thank both of you, Senators.

On China, I would reiterate what I said earlier, which is I agree.
We want more action out of China. They have taken some action
to slow down their activity, not to backfill from others who have
pulled out of the Iranian oil sector in particular. We have sanc-
tioned one individual and five or six entities in China. We have
others that we are looking at that was the subject of some of my
discussion with them last week. So I would agree with you. They
should take more action.

I will say this, that they have stuck with the international coali-
tion. They did cosponsor the resolution at the IAEA. They did vote
in the U.N. General Assembly for the resolution condemning the
actions on the Saudi Ambassador. It is important to have them in-
side the tent as opposed to outside the tent, but there is no doubt
in any of our minds that they need to take far more action than
they have. And we are quite aggressively engaged with them. This
was the subject of some of the President’s discussions in Honolulu,
and in Bali just 2 weeks ago, Secretary Clinton’s with Counselor
Dai, so at every level, with Vice President Biden’s with Xi Jinping,
who is set to be the next leader of China. So we share the focus,
the urgency, the attention and the obligation that China has under
the U.N. Security Council resolutions to, in fact, follow through. So
we share that and I take your message that we need to pursue it
even more urgently than we already are.

Again, on the Kirk-Menendez, we appreciate, as Under Secretary
Cohen said initially, that this will pass. We obviously would appre-
ciate more discretion than even exists in the current draft of the
amendment. We think tactically that it may both increase the price
of oil, which will give Iran a windfall. That is not the objective, I
know, of the legislation, but may in fact have that effect.

And second, we are concerned—and may even create that wind-
fall during this 5-month period of extensions that exist in the legis-
lation because of the anticipation of the markets.

So I think no one knows exactly what will happen, but there is
most definitely a risk that Iran could get a windfall from this, let
alone complicate our relations with very close friends and allies.

Senator COONS. Thank you.

Seeing that I have run out of time, I will submit some additional
questions for the record. I just urge the Under Secretary to use his
great skills to convey effectively to the markets things that might
avoid that sudden spike. I think the reality is that Members of the
Senate are concerned that we send a clear and strong message
about our determination to prevent Iran from making any further
progress in acquiring potential weapons.

Thank you.

The CHAIRMAN. Thank you, Senator Coons.
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Senator Casey.

Senator CASEY. Thank you, Mr. Chairman.

Under Secretary Sherman, Under Secretary Cohen, we are grate-
ful for your testimony and your public service.

I think what you are hearing in this discussion today is a real
concern about a sense of urgency or what some would assert, a lack
thereof. Like a lot of us, we get the chance to travel in places like
the Middle East. When I was there last in the summer of 2010,
Senator Shaheen was on the trip as well. We had a visit to about
seven countries in 9 days, if my math is right. And at that time,
months before the Arab Spring and at a time when there was a
real consensus about the threat posed by Iranian regime, whether
you were in Israel or Saudi Arabia, whether you were in Egypt or
some other place, a real sense of not just consensus but real worry.
That was the summer of 2010.

If anything, it has become not only more apparent but I think
more urgent. And I think it is finally more apparent to people
across our own country because of the assassination plot, because
of what the TAEA reported recently.

I do not want to walk through all of it, but I mean, the language
is pretty compelling when the IAEA says they have credible infor-
mation that Iran has carried out activities “relevant to the develop-
ment of a nuclear explosive device.” And then, of course, they out-
line it further.

So there is a sense of urgency here or there is, I think, a greater
sense of urgency that a lot of people feel in our country, and per-
ception is very important in these situations, as you know. But
there does not seem to be an administration policy or set of actions
that is commensurate with that sense of urgency.

Look, I am a cosponsor of what Senator Menendez and Senator
Kirk are trying to do, and I have long labored in this vineyard. But
when we read letters that talk—Ilike the one from Secretary
Geithner—continue to work with, negatively affect many of our
closest allies, likely to have allies resent our actions or resist fol-
lowing our lead—and we all want to have collaboration. We all
want to have a steady effort here. But this is a move way beyond
where we were in 2010.

Let us assume for a second that there was no nuclear threat, if
we could magically remove that threat. Just the impact this
Central Bank has on being the banker for a lot of bad guys in that
region, Hamas, Hezbollah, so many bad guys that they provide re-
sources for—that is another reason for the sense of urgency. So I
think that is what you are hearing here.

And I guess my question is very simple. If not this, what should
we do right now in the next month or 2, and if not this now, how
long will the strategy that you want to put in place or continue—
how long will that take?

Mr. COHEN. Senator, on the sense of urgency, I can assure you
that on my own behalf and on behalf of the entire administration,
there is not an issue that focuses the attention of the administra-
tion more than the threat of Iran and as it is laid out in the IAEA
report. We feel that sense of urgency every day.

I have just returned, just yesterday morning, from a short trip
to Israel and the UAE which is the most recent of my journeys both
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to consult with our allies who are working on this issue and to
learn about their perspective on the threat and to bring that back
and to feed that into our process.

We are working on this issue every day and have taken steps to
bring to bear more financial, commercial, and diplomatic isolation
on Iran today than it has ever seen before. It is, I think, fair to
say that we have applied a substantial degree of pressure on Iran,
and at the same time, we recognize that there is more to do. And
so the steps that we are prepared to take in the short term, assum-
ing the Kirk-Menendez amendment is not adopted, which I recog-
nize may not be a valid assumption—we are committed to taking
action against the CBI to freeze its assets, to work with our allies
to have them take a similar action and to work with our allies to
encourage them to take the steps that they have already indicated
a willingness to consider, which is to ramp down their involvement
with the CBI and their purchases of Iranian oil. That will constrict
Iran’s access to the hard currency and to the revenue that it needs
to fuel the activities that you address, Senator. That is the course
that we want to proceed on while, at the same time, continuing to
apply the sanctions that we have across a range of areas.

The new Executive order from just 10 days ago on the petro-
chemical sector and on the production of oil in Iran is a very sig-
nificant new step that goes after anyone providing goods or services
to either of those industries. The petrochemical industry is the sec-
ond most important source of export revenue to Iran. The petro-
leum industry is the first. Those sanctions directly target Iran’s
ability to continue to develop both of those sectors.

So we have been pursuing and are intent on continuing to pursue
a range of significant and powerful sanctions on Iran.

The issue—you know, I think we have been discussing it this
morning. The issue is how best to achieve that while minimizing
the potential of an adverse consequence of this backfiring. And as
Under Secretary Sherman alluded to and as Secretary Geithner
notes, we have real concern that the amendment, as it is currently
drafted, even with the phase-in and even with the potential for
waivers, has the potential to actually increase revenues to Iran,
and (fhat is obviously something that we all want assiduously to
avoid.

Senator CASEY. I know I am out of time. Under Secretary Sher-
man, I do not know if you have anything you want to add.

Ms. SHERMAN. The only thing I would add that we have not dis-
cussed here this morning is that the international environment is
changing on a daily basis and probably one of the most significant
things that will happen sometime in the near future is a change
in Syria. Iran has really only two allies left: Syria and Hezbollah.
And when, indeed, Bashir al-Assad steps aside, which he most un-
doubtedly will do—it is just a matter of when, not if—Iran will lose
one of its last proxies in the world. And it will further focus the
attention of the international community on what has to occur here
and create some different political circumstances that I think will
help us to further isolate Iran and to make it pay a price for its
illicit activities.

Senator CASEY. Thank you.

The CHAIRMAN. Senator Casey, thank you.
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Let me just say I think we in the Congress have a difference of
opinion about a particular step, but I want to assure my friend and
colleague that on the issue of urgency, I can attest that I cannot
think of any issue that is concentrating the minds of the adminis-
tration more than this right now or at any other time. Yesterday
I was at the White House in a meeting about this particular topic.
I know that the Secretary of State and the State Department are
as focused on it as can be. I do not think anybody has any illusions
about the timeframe or the urgency. There may be some differences
about timing on a particular step or a particular methodology, but
I would not view this amendment or the discussion this morning
as somehow some great departure. And I think it is important for
everybody, particularly outside of here, to understand that. There
is a universal understanding amongst our allies also. This is the
topic of conversation right now, and I think everybody needs to be
aware of that.

Senator Udall.

Senator UDALL. Thank you, Chairman Kerry, and thank you for
holding this hearing at this very appropriate time.

And I appreciate you all being here and your service to the
country.

Under Secretary Cohen, I do not know if you can answer this,
but I thought publicly I wanted to at least try to explore it a little
bit with you. It has been reported that A.Q. Khan’s designs and
plans have been widely copied by the Iranians. Do you know if
Pakistan or elements of Khan’s black market network are currently
supporting Iran’s program? And then what tools do we have to deal
with black market nuclear materials? The whole discussion here
has been about our allies and working with our allies, but we have
some other very dangerous situations to deal with here.

And Secretary Sherman, if you want to start, please go ahead.

Mr. COHEN. So I do want to be mindful of the setting in how I
respond.

Senator UDALL. Yes.

Mr. COHEN. So let me just say this. We are focused very carefully
on who is supplying material to Iran and in particular to Iran’s
nuclear program. We have, obviously, a range of sanctions already
in place against entities in Iran, as well as entities outside Iran
that have been supportive of their nuclear proliferation activities,
and we continue to track very closely the individuals and entities
involved in supplying Iran’s nuclear program, the material for its
program.

So I do not want to get into any greater specificity on that in this
setting. You know, we are happy to brief you in a different setting
with additional information. But we spend an enormous amount of
time trying to understand who it is that is supplying Iran and then
taking action to try and isolate them from the international eco-
nomic and the commercial and financial systems so that they are
not able to do so.

Ms. SHERMAN. I would only add, Senator—and would be glad to
go into further detail in a classified setting—that A.Q. Khan’s ten-
tacles throughout the world have been much discussed, much ab-
sorbed, and much tracked, and that the State Department and the
entire administration pays close attention to sort of the trading
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routes of nuclear materials. One of the great experts in this regard
is the ranking member of this committee who probably under-
(s:itands the trade of materials and technology as well as any of us

0.

I would note as well we do this not only for Iran, but North
Korea and other would-be nuclear powers, and Secretary Clinton,
in her meetings in Burma in efforts to not only encourage the
democratic trends that are taking place, but also is being very
quite clear with the leadership in Burma that ties to North Korea
and potential shipments need to stop. So the tracking of these
routes that might increase nuclear proliferation are something that
is quite well attended to.

Senator UDALL. Thank you for that answer, and we may have an
opportunity to explore this in other settings.

But the amendment that has been discussed here today is tar-
geting the sale of Iranian oil. And I had a couple of questions, and
I am just going to throw them all out and have you try to answer
them.

In light of the widely reported pullout of major energy firms from
Iran’s energy sector, what is your assessment of the Iranian oil and
gas industry at this point? If that sector is declining, how will
world energy prices be affected going forward? Who is purchasing
Iranian 0il? Who are the big purchasers? What are the percentages
there? Are those numbers going up or down. For example, with the
Chinese, how major of a purchaser are they, and from what you
have described, Secretary Sherman, is that going down? And then
is there any indication that Iran cannot sell any of its oil on the
world oil market?

Ms. SHERMAN. Thank you. The data on all of this fluctuates, and
in this setting, I can discuss open-source reports.

Iran is still doing relatively well because the price of oil is quite
high, and that actually has been the nature of a lot of our discus-
sions and concerns about the Kirk-Menendez amendment, which is
that it may increase the price of oil which would only accrue to the
benefit of Iran.

In terms of monthly deliveries of refined petroleum to Iran,
which is quite crucial to their economy, whether they are lower
today than they have been in the past, although month-to-month
numbers fluctuate, it is our view that they are significantly lower
than before CISADA was passed and that in fact CISADA has had
an impact. And furthermore, the price for these products is report-
edly higher, that is, the refined petroleum coming in. As most peo-
ple know on this committee, but the public may not know, although
Iran has a lot of oil, it does not have the capacity to refine that
oil for its domestic use. So it has to send out the oil, get it refined
elsewhere, and have it come back in. And the prices for that
refined oil has increased 10 to 25 percent since CISADA.

So again, the sanctions that we have are biting. Yes, Iran is de-
ploying some deceptive practices to circumvent these sanctions, but
we are, I think, working very hard to stay ahead of those tactics.

Mr. COHEN. And Senator, just to respond to your question about
who is purchasing Iranian oil today, there are purchasers in the
EU, Greece, Italy, the Netherlands. Outside of the EU, China is ob-
viously a big purchaser, as is Japan, South Korea, India, Turkey;
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Sri Lanka, I think, gets all of its oil from Iran. But those are the
major purchasers of Iranian oil today.

Senator UDALL. Do you have any sense on percentages? I mean,
is China the biggest purchaser? Do they purchase 50 percent of:

Mr. COHEN. Excuse me. I am sorry.

Senator UDALL. Yes. Go ahead.

Mr. COHEN. China purchases about 20 percent of Iranian output.
Why don’t I give to you—these are unclassified figures. I can give
you a chart that sets out exactly how much each of these countries
imports from Iran and what percentage it makes up of their
imports.

Senator UDALL. And is your sense because of our activities, the
things that you have been describing—are any of those going down
at this point? Or which countries would be impacted or taking
action or doing something that is putting a crunch on the Iranian
situation?

Mr. COHEN. Senator, I think what we are looking to do is to work
with our closest allies, particularly in the EU, in Asia, in India
potentially to try and have them reduce their importation of Ira-
nian oil. I think we have not seen to date that occur, but I do think
we see the potential for a coordinated effort to bring that about.

Senator UDALL. Thank you very much.

Sorry, Mr. Chairman, for going over a little bit.

The CHAIRMAN. No, no. Thanks a lot.

Senator UDALL. I appreciate you doing this today.

The CHAIRMAN. Thanks, Senator Udall. I appreciate your partici-
pation and everybody’s.

I think, Under Secretaries, you can see from the broad presence
here today and the number of questions the intensity of the con-
cern and the focus here. And I know you knew that before you
came. We are very, very appreciative of your presence here today.
I think this hearing has helped to underscore, for the public cer-
tainly and for all interested parties, the deep concerns that exist
right now, and hopefully in the next weeks and early months here,
everybody will be able to come together in a sensible way to avoid
the potential, very dangerous alternatives and options that are fac-
ing everybody in this.

Almost certainly we will have another hearing on broad policy
aspects regarding this, I would say in early February, depending
again on the return schedule and what happens in the next few
days here. And we will sort of start to lay the plans for that.

We know you are focused on it, and as I said a moment ago, I
am confident about the intensity of the efforts and the breadth of
the options that are being considered here.

So thanks for contributing to this. We are very, very appreciative
of your presence today and we look forward to continuing a good
dialogue with you.

We stand adjourned. Thank you.

[Whereupon, at 12:10 p.m., the hearing was adjourned.]




44

ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD

RESPONSES OF UNDER SECRETARY OF STATE WENDY SHERMAN TO QUESTIONS
SUBMITTED BY SENATOR JOHN KERRY

Question. Some analyses indicate that not all of Iran’s actions in Afghanistan and
Iraq are contrary to U.S. interests. For example, the aid and reconstruction work
Iran has done in both countries may complement U.S. efforts, and Iran has sup-
ported President Karzai of Afghanistan and Prime Minister Maliki in Iraq.

e What are the risks as the U.S. withdraws its troops—first from Iraq, later from

Afghanistan—that Iran’s presence in the region will expand?

e What areas of common interest do the United States and Iran share on other

issues or with respect to other countries in the region?

Answer. Iraqis have repeatedly demonstrated their desire to develop a strong,
independent state and their resistance to Iran’s meddling. Prime Minister Maliki
has said he will not tolerate violence by militant groups, including those backed by
Iran, and Iraqi leaders confronted Iranian-backed militias operating in Iraq in 2008
and again this year after violence against our troops spiked in January. All signifi-
cant Iraqi political groups, with the exception of the Sadrist bloc, support a long-
term partnership with the United States, and we have made it clear to Irag—and
Iran—that we remain committed to being a strong and enduring partner to the
Iraqis.

The Government of Iraq’s recent decision to purchase F-16s demonstrates its com-
mitment to build its external defense capabilities and maintain a lasting strategic
relationship with us, a commitment we will reaffirm during Prime Minister Maliki’s
upcoming visit to the United States.

We are working with Middle East allies to encourage Iraq’s reintegration into the
region and bolster defenses against shared regional threats, such as those coming
from Iran. Last, we are encouraged that Iraq is strengthening its relations with EU
countries and key regional players like Turkey to diversify its foreign relations.

With regard to Afghanistan, we recognize the Afghan Government’s need to build
productive relationships with all its neighbors, including Iran, which hosts roughly
1 million registered Afghan refugees and maintains significant economic ties in
western Afghanistan. Iran was a signatory to the Istanbul Declaration, which calls
for supporting “stability and peace in Afghanistan, as well as respect for Afghani-
stan’s sovereignty, unity, and territorial integrity” and “resolutely combating and
eliminating terrorism in all its forms.” Iran should share some of our interests in
the region, such as reducing the production and trafficking of drugs from Afghani-
stan and preventing the return of radical groups like al-Qaeda and the Taliban.
Unfortunately, most of its actions in the region have contributed to greater insta-
bility. Iran has interfered in both countries’ internal politics, particularly in Iraq,
and funneled lethal aid to terrorist groups in both Iraq and Afghanistan, as well
as to Hezbollah and Hamas. It has provided material support to the Syrian regime,
not only in opposition to our interests, but those of regional players like Turkey and
Saudi Arabia.

We remain vigilant regarding Iran’s motives and actions in the region, and we
are committed to maintaining strong relationships with Iraq and Afghanistan.

Question. The State Department launched its virtual embassy in Iran this week.

e What does the United States Government hope to achieve through the Virtual
Embassy? How does this measure fit into broader efforts to connect with the
Iranian people?

e What steps is the United States Government taking to protect Iranians who
access the Virtual Embassy Web site, given that their activities may well be
closely monitored by the Government of Iran?

Answer. The Government of Iran is extremely adept at monitoring and filtering
information, and we are launching Virtual Embassy Tehran as a cornerstone effort
to bring down the government’s “electronic curtain.” The Web site’s content is avail-
able in English and Persian and operates like any other U.S. Embassy Web site,
which will allow us to engage directly with the people of Iran and provide accurate
information on visas, U.S. educational opportunities, American culture and society,
and U.S. policy on Iran and other issues.

Initiatives like Virtual Embassy Tehran are part of a broader strategy to promote
mutual understanding, respect, and dialogue between the American and Iranian
people. The Web site will complement our use of social media and traditional broad-
casting tools. For example, we have a Farsi page on Facebook with over 45,000 fans
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and a Twitter account with nearly 8,000 followers, as well as our more powerful
broadcasting tools, VOA Persian and Radio Farda.

We are also working to help those who wish to bring down Iran’s electronic cur-
tain. While circumvention software is outlawed in Iran, we know that it is widely
used by the Iranian people. It is not risk free, however, and we have urged all indi-
viduals operating in closed societies like Iran to use caution when utilizing these
tools. The Department and USAID have also supported a range of digital safety
training and awareness-raising efforts to educate activists around the world about
the risks they face and how to protect themselves online. Such programs involve
“train the trainers” approaches; online interactive trainings and outreach; and tradi-
tional, low-tech efforts to distribute high-tech knowledge.
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