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NOMINATIONS

WEDNESDAY, JUNE 18, 2008

U.S. SENATE,
COMMITTEE ON FOREIGN RELATIONS,
Washington, DC.

Ayalde, Liliana, to be Ambassador to the Republic of Paraguay

Boswell, Eric J., to be Assistant Secretary of State for Diplomatic
Security

DiCarlo, Rosemary Anne, to be Alternate U.S. Representative to
the Sessions of the General Assembly and the Alternate U.S.
Representative for Special Political Affairs in the United Na-
tions

Jones, John Melvin, to be Ambassador to the Cooperative Republic
of Guyana

The committee met at 9:36 a.m., in room SD-419, Dirksen Senate
Office Building, Hon. Bill Nelson, presiding.
Present: Senators Nelson and Corker.

OPENING STATEMENT OF HON. BILL NELSON,
U.S. SENATOR FROM FLORIDA

Senator NELSON. Good morning. This hearing on the Committee
on Foreign Relations is going to consider the nomination of four in-
dividuals for key leadership positions in the administration.

The chairman and Senator Corker are going to forego making
opening statements.

Senator NELSON. And the same with each of you. Instead of you
gitting there and reading us a statement, your written statements
will be entered in the record. What we will do is go straight on to
the questions. )

[The prepared statements of Mr. Jones, Ms. DiCarlo, Mr. Bos-
well, and Ms. Ayalde are located at the end of this hearing tran-
script.]

Senator NELSON. Senator Corker?

Senator CORKER. They might want to introduce their families.

Senator NELSON. Yes, by all means.

I understand you all have your families here. So if you will, Mr.
Jones, if you would introduce your family.

Mr. JoNES. Thank you, Mr. Chairman. With me today is my wife
Aaronia; our daughter Christie Jones-Aden; our son- in-law, Keen-
an Aden; and a close family friend, Dr. Adam Muhijea who is at
the American Defense College, a representative from ltI{unduras.

Senator NELSON. Welcome.
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Senator CORKER. Mr. Chairman, [ understand from the son-in-
law that he is a great father-in-law. So that alone ought to be a
good endorsement.

Senator NELSON. That is pretty good.

Mr. JoNEs. Thank you, sir.

Senator NELSON. A pretty good recommendation.

Mrs. DiCarlo?

Ms. DiCArRLO. Thank you. My family is unable to attend today.
My husband, Tom Graham, i1s in Moscow on husiness, and my 87-
year-old mother is unable to travel, but they are with me in spirit.
Thank you.

Senator NELSON. That is great.

Mr. Boswell?

Mr. BosweELL. Thank you, Mr. Chairman. I am happy to intro-
duce my wife, Nancy Boswell, who is behind me in the crowd.
Thank you.

Senator NELSON. Good. Welcome, Ms. Boswell.

Ms. Ayalde?

STATEMENT OF LILIANA AYALDE, NOMINEE TO BE
AMBASSADOR TO THE REPUBLIC OF PARAGUAY

Ms. AYALDE. Thank you, Mr. Chairman. I would like to acknowl-
edge the presence of my parents, Jaime and Mercedes Ayalde; my
sister Gloria; and my nieces, Karina, Alexa, and Bianca. My imme-
diate family is back in Colombia finishing school actually. So they
were not able to be here.

Senator NELSON. [ see. What does your family in Colombia think
about you going to Paraguay?

Ms. AYALDE. They are excited.

Senator NELsSON. Well, we are glad to have you all.

Just since we have been talking, why do I not start with you,
Mrs. Ayalde?

The recent presidential election in Paraguay—it is always a con-
stant struggle for some democratic reforms in that part of the
world and the democratic political development. What do you think
is going to be the most significant challenge that is facing the
president-elect, Lugo?

Ms. AvALDE. Well, first of all, it is a historic moment for Para-
guay after 61 years of rule by the Colorado Party. This is a unique
opportunity, [ think, for Paraguayans, as well as for us in our bilat-
eral relation.

He has indicated that he has prioritized poverty reduction and
eradication of corruption as his two primary objectives of his ad-
ministration. Those are huge challenges. The fact that he has been
elected based on a coalition from the opposition also will make it
a challenge in terms of the management.

Senator NELSON. You know, they joke down in Paraguay quite
humorously with a spark in their eye that it is part of their genetic
makeup—some of the corruption that goes on. So you are going to
have a challenge. Of course, that is not just indicative of Paraguay,
but many other places across the globe.

What do you think about the new president facing that kind of
endemic corruption that has gone on in that part of the world?
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Ms. AYALDE. Well, it is a challenge, but the fact that he has
prioritized it as one of his administration’s main objectives is im-
portant. There is some progress that has been made based on some
of the initiatives that in fact we have supported. The Millennium
Challenge Threshold Program, for instance, has focused precisely
on corruption issues, and in their report card, there has been some
definite progress. Now, the problem is huge, but the pattern is
positive, and [ think that that is what we need to look for is the
continued progress along that front.

Senator NELSON. What do you think is going to be the new presi-
dent’s relationship with Hugo Chavez?

Ms. AYALDE. At this point, his public statements have been that
he would like to maintain good working relations with all his
neighbors. He has indicated that he—well, he has accepted invita-
tions to the countries which have invited him. He has indicated to
us, I understand, that he would like to come to the United States.
He has sent a delegation of five designated ministers up to the
United States for a visit. In fact, they are here right now, I under-
stand. So at this point, it is a speculation. I would prefer not to get
into that, but the statements that he has publicly made indicate
that he would like to be friends with everyone.

Senator NELSON. Give me some of your thoughts about the tri-
border area and the potential for terrorist activity in the region.

Ms. AYALDE. It is public knowledge that the tri-border area is a
region that lacks law enforcement, a tremendous amount of infor-
mality, problems with trafficking of drugs and so forth. Neverthe-
less, I think that it is an area that the Paraguayan Government
so far has tried to focus with some specific programs, some of
which the U.S. Government has supported, and we need to focus
on that area to try to address some of the issues of the informality
and the high level of corruption, of course. So it is a priority, and
if confirmed, I certainly will make that a priority of my manage-
ment team.

Senator NELSON. Have you ever been to Tres Esquinas?

Ms. AYALDE. In Colombia?

Senator NELSON. No, Tres Esquinas in the tri-border area in
Paraguay.

Ms. AvALDE. No, have not, sir.

Senator NELSON. Well, it is quite a place. It will be quite inter-
esting for you as you look into that, as well as counternarcotics.

How would you describe our counternarcotics effort with Para-
guay?

Ms. AYALDE. As I understand it, we have had very solid, strong
collaboration on both the counternarcotics and counterterrorism
fronts. It is a good collaboration, and there is no reason to believe
at this point that that will not continue under the new administra-
tion. But we have to see.

Senator NELSON. Senator Corker?

Senator CORKER. Well, I want to welcome all of you and thank
you for your public service. [ know we are in some cases at the end
of an administration and some important tasks are being taken on.
But thank you all for your commitment and for what you are will-
ing to do for our country.



444

[ guess I would like to ask our two ambassadorial nominees here
that you, obviously, have been trying to gain an understanding of
what you are going to be dealing with going to each of the coun-
tries that you are going to. I know that, Ms. Ayalde, I met you in
Colombia recently, and [ know you have learned a great deal there
abo;llt counterterrorism. Uribe has been just outstanding in that re-
gard.

But I wonder if each of you could just outline, knowing what you
know today, and [ know once you get to where you are going, you
will know even more. But what is it you think you want to address
on the front end going to each of the two countries you are going
in? What is sort of your primary objective, if you will, your primary
agenda as you move into these two countries? Mr. Jones?

STATEMENT OF JOHN MELVIN JONES, NOMINEE TO BE
AMBASSADOR TO THE COOPERATIVE REPUBLIC OF GUYANA

Mr. JONES. Senator, my primary objective, of course, is to try to
work with the Government of Guyana to protect American interest
there, also promote democracy and human rights. We understand
that there are some small problems, but if confirmed, I will work
closely with the Government of Guyana to address these issues, We
have some instances where problems have developed, particularly
with the growth of things like HIV/AIDS, trafficking, for example,
narco activities. These are things that [ intend to work, again,
closely with the Government of Guyana, to address. That I think
will be my main aim.

Strengthening the democratic infrastructure, working towards
helping them get elections, local elections. The last election was in
1994. They had municipal elections in 2006 that were rclatively
safe. And so I am going to try to work with them, extend a hand
of friendship and cooperalion, and hopefully be able to help them
strengthen those institutions that they need help on right now.

Senator CORKER. Have you spent much time loocking at our
PEPFAR efforts there, and do you have any thoughts at present as
to how we might enhance our activities there? Or do you have any
assessment of how that is going at present?

Mr. JoNES. Qur reports are that the PRPFAR program is a very
guccessful program, sir. It is a major effort on the part of our Gov-
ernment, and the Government of Guyana has cooperated fully with
us. As you know, it is a program that has had over $100 million
since 2004 addressing this whole issue of HIV/AIDS. All of our
agencies, the Peace Corps, USAID, Center for Disease Control, De-
partment of Defense, are all working on small projects and efforts
towards making this a successful program. Again, our reports are
that the Government of Guyana has accepted this. It is a major ef-
fort on their part, and it 1s a major effort on our part and rep-
resents a large amount of the good will that we want to show the
Guyanese people.

Senator CORKER. Thank you.

Yes, ma’am?

Ms. AYALDE. Yes, Mr. Senator. I, if confirmed, intend to focus on
governance issues, as well as poverty reduction. I think those two
areas will do a lot to addressing some of the problems in Paraguay
as related to terrorism and narcotics trafficking. If you do not have
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a strong presence of the state, an ability of the state to deliver its
services in a transparent way, then you can invite illegal business
of all sorts.

So our bilateral agenda should continue to focus on intellectual
property rights protection, trafficking in persons, money laun-
dering, and strengthening the different institutions of the state
that will avoid becoming at high risk of increasing the corruption
and the informality in the country, as well as addressing some of
the roots of poverty which, if you look around the region and there
is an increase of social discontent, that puts more pressure on the
state and that can drive a country into social turmoil which will
complicate things. So I think those two pillars of work would be
what I would prioritize, if confirmed.

Senator CORKER. Both of you are going to challenging countries,
and again, we are very fortunate to have people of your qualifica-
tions going there. And I thank you again for being willing to do so.

Mr. Boswell, we all have been to Irag a number of times and Af-
ghanistan, and [ know one of your duties is going to be to look at
the security contractors we are dealing with. You know, you land
in Baghdad and Blackwater basically is the escort service, if you
will. It takes you throughout the country.

[ wonder if you have any editorial comments you want to make
about some of the recent events there and just generally anything
you think we ought to be doing differently as it relates to our secu-
rity contractors in general, not necessarily that particular company
itself.

STATEMENT OF ERIC J. BOSWELL, NOMINEE TO BE ASSIST-
ANT SECRETARY OF STATE FOR DIPLOMATIC SECURITY

Mr. BoswgLL. Thank you for the question, Senator. I was in
Baghdad myself examining this exact igsue last fall as part of the
Secretary’s panel examining protective security operations in Iraq
in the wake of the tragedy at Nisoor Square. So we looked at the
issue you are talking about in depth, the appropriateness of using
contractors, how the contractors were managed, what the oversight
was of the contractors, and we made a number of recommendations
for improvement and particularly in the area of oversight and
training. I am happy to say that the Department has taken those
recommendations seriously, that it is complying with all of them.
Our recommendations are a matter of public record, and we would
be happy to provide them to you, sir.

Senator CORKER. Basically we have operations in 25 U.S. cities
that you also oversee, and I was wondering if you might expand a
little bit on what those particular efforts are about and the mag-
nitude of those.

Mr. BoswELL. Yes, sir. The Bureau of Diplomatic Security at the
State Department has two primary missions. One is the protection
of life, property, and information overseas. And the second is it is
a very active participant in the global war on terrorism. And the
activities of the field offices to which you refer are largely in the
second category. They are offices that examine and review cases of
passport fraud, visa fraud, all of which are very important ele-
ments in securing our borders and overall in identifying terrorists
in the global war on terror. That is what they do.
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Of course, those offices are also a source of manpower to assist
in overseas surge requirements occasionally, and in particular,
every year they provide a large number of agentls Lo New York dur-
ing the UN General Assembly to assist in protection of dignitaries.

Senator CORKER. And what is the order of magnitude right now
of visa fraud? If you were going to say to us how much of an issue
that is today in our country, give us a little bit of an editorial opin-
ion there, if you would.

Mr. BOoSWELL. I could not tell you exactly the numbers, Senator,
but [ can tell you that it is increasing and it is of increasing con-
cern. That is why the Department dedicates as much effort as it
does to that.

Senator CORKER. I know this is not in your area. [ know you deal
with the area of fraud itself as it relates to visas, but as we just
look at general immigration issues in our country, the fact that at
many of the motor crossings we check to see if someone has a visa,
but we do not record that, and we have, I guess, a huge issue of
not ever knowing when people overstay. We have no mechanism in
place to be able to do that. And [ know that is not in your par-
tﬁ:ular area, but I wonder if you have any comments in regards to
that.

Mr. BoswELL. It is not in my area, Senator, so I will be careful
in what I say. But I know that that is a problem, particularly the
issue of recording when somebody leaves, and I know that there
are significant efforts undertaken by ICE in that regard. But I real-
ly do not have anything further to add to that.

Senator CORKER. In the defense authorization bill, it is my un-
derstanding—I am just going to read some language—that there is
some language that says, “Private security contractors are not au-
thorized to reform inherently government functions in an area of
combat operations.” If this particular clause were to survive, il you
will, in this legislation, what impact would that have on carrying
out the private security operations that you would be charged with
carrying out?

Mr. BOSWELL. Senator, [ am aware of that language, and [ am
rather troubled by it, I must tell you. The language, as I under-
stand it, would prohibit contractors from performing an inherently
governmental function such as use of deadly force in high-risk,
high-threat, volatile areas. That may have the effect of preventing
the use of contractors for protective security as we use them now
in Iraq and Afghanistan. I hope that is not the intention. The effect
would be rather severe on our—that is, the State Department’s—
operations, embassy operations in both countries and would have
a rather severe effect on the goals and objectives—the ability of the
United States to achieve its goals and objectives.

So I hope that some language or way can be found to address the
concerns of the Congress but, at the same time, not to inhibit the
use of contractors in protecting our personnel in both war zones.

Senator CORKER. And my guess is that the addition of that lan-
guage possibly was a signal of someone who feels that maybe we
are over-utilizing, if you will, contractors in this area. | wonder if
you can give any editorial comments about that, meaning that our
reliance today on private contractors, obviously, in Iraq and in
other areas, is very, very large at this moment. Are we in proper
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balance there? Have we had an over-reliance? Should some of these
jobs be really done by Federal employees directly? Any comments
there.

Mr. BoswELL. Yes, sir. The panel in which participated certainly
looked at exactly that issue in Iraq last fall. [ remember talking to
Ambassador Crocker in his office and asking him what he thought,
and [ think I can speak a little bit out of school. He said, I would
like to have 700 diplomatic security agents performing this func-
tion, but I recognize that that is a practical, close to impossibility.
I feel the same way and that was the conclusion of our panel.

There are something on the order of 1,500 security contractors
operating in Iraq. There are about 1,500 diplomatic security em-
ployees in the world performing a global function. It is simply not
possible to ramp up sufficiently to provide the kind of protection
that we need for our people exclusively with diplomatic security
personnel.

Having said that, I am extremely concerned that there be proper
oversight of the contractor personnel in Iraq and elsewhere, and
the panel made a number of recommendations to improve the over-
sight. One of those recommendations was that diplomatic security
special agents be given operational control of every motorcade
movement and every mission in Iraq, and it is my understanding
that the staff of the regional security office has been doubled in re-
sponse to that recommendation and that every motorcade now has
a trained Government employee, diplomatic security officer, in com-
mand of that motorcade.

Senator CORKER. Well, thank you for those responses, and I am
sure that because of the sensitivity of that issue, there will be a
lot of folks talking with you about that as it moves along. But
thanks for your responses.

And, Senator Nelson, since I am on a roll, T am just going to fin-
ish up here with Ms. DiCarlo, if I could.

Senator NELSON. Sure. Take your time.

Senator CORKER. Ms. DiCarlo, Senator Nelson and I sit at num-
bers of hearings here talking about the issues of Darfur and
Zimbabwe and the things that are occurring there. Obviously, you
are going to have a key role. A lot of times our staffs, as you know,
here direct us and guide us in major ways. I know that you are
going to be very much involved in that as it relates to the Security
Council when this nomination process is over.

It is pretty frustrating to hear reports about the collective efforts
that are taking place in Darfur. It gives you not a lot of faith some-
times in the UN’s ability and the ability of collectively countries to-
gether to deal with that kind of issue. I just wonder if you have
any thoughts going into this position as to how we might strength-
en our efforts in Darfur, actually create concrete results there in-
stead of this continual discussion of what ought to happen but is
not happening.
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STATEMENT OF ROSEMARY ANNE DiCARLO, NOMINEE TO BE
THE ALTERNATE U.S. REPRESENTATIVE TO THE SESSIONS
O TIIE GENERAL ASSEMBLY OF THE UNITED NATIONS AND
THE ALTERNATE U.S. REPRESENTATIVE FOR SPECIAL PO-
LITICAL AFFAIRS IN THE UNITED NATIONS, WITH THE RANK
OF AMBASSADOR

Ms. DICARLO. Thank you, Senator.

We are also very disappointed that we have not been able to mo-
bilize the kind of troops and support needed for Darfur, but we are
working very hard at it. And I can assure you that, if confirmed,
this will be a top priority on my agenda.

Ambassador Williamson, the U.S. Special Envoy for Sudan, was
in New York yesterday. Ambagsador Williamson, along with his
Canadian counterpart, has organized a group called the Friends of
UNAMID. The objective of this group is to obtain the kinds of com-
mitments that we will need to have full deployment of that peace-
keeping operation by early 2009.

We have been hampered in a number of ways, and the UN cer-
tainly has been as well. First of all, the Government of Sudan has
put a number of obstructions, refusing to accept troops from certain
countries. They preferred a truly African force. They have also not
granted visas on time, not granted access to land or water needed.
That is one aspect. ‘

We also would like to see greater flexibility and creativity on the
part of the United Nations. We are now working with a number of
countries who have offered to participate. Their infantrymen would
increase the force by another 5,000, but they do need training, they
need equipment. We are still seeking the kinds of equipment sup-
port and are in fairly detailed discussions with a few countries on
that. It is a very high priority and something that we will devote
our allenlion L.

Regarding the political process, we would hope that the Sec-
retary-General would continue to use his good offices to talk to the
parties, to the Government of Sudan. His Special Envoy for Darfur,
Mr. Eliasson, and of course, Ambassador Williamson will continue
his efforts.

Senator CORKER. In Zimbhabwe where we have a situation maore
leaders, in essence, have been defeated, and now we are having an-
other election for some odd reason. And he has basically vowed
that there will not be a transition to someone who does not look
at the government there the same way that he does, which obvi-
ously the opposition, who is the person running against him, does
not.

What should the United Nations—what is our role in a situation
like that, and what should and could be done?

Ms. DICARLO. Thank you. We have been trying for several weeks
now to get Zimbabwe on the Security Council agenda. Secretary
Rice will be in New York tomorrow.

Senator CORKER. By the way, when you saying “trying,” explain
to us what difficulties there are in getting something like that that
18 pretty important on an agenda.

Ms. DICARLO. First of all, to get an issue on the Security Council
agenda, one needs to have the consensus of Security Council mem-
bers. There are a few countries on the council who believe that
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Zimbabwe is an internal problem and not a threat to international
peace and security. We, obviously, disagree. A number of us dis-
agree. We have been working to get to bring this to a vote. We
need nine votes to get it on the agenda. We think we are very close.

Secretary Rice will be in New York tomorrow. We are the Presi-
dent of the Security Council this month. She will be co-hosting a
session with the foreign minister of Burkina Faso—he is also on
the council—on Zimbabwe. Invitees will be member states, mem-
bers of the Security Council. They will raise this issue, raise the
visibility of this issue.

The United Nations has sent an envoy to speak to President
Mugabe to talk about elections, election support, the need for fair
and free elections. The UN will be using a trust fund and the
United States is contributing to it for election monitors. The mon-
itors will come from the African Union and the Southern African
Development Community. The Government of Zimbabwe has not
allowed official monitors coming from Europe or the United States.

But we agree this is an issue that needs to be resolved. First of
all, fair and free elections but much more. We read this morning
that President Mugabe is now allowing NGO’s working in
Zimbabwe to deliver aid, needed food and supplies, to citizens, but
we have a serious problem and one that does need international at-
tention.

Senator CORKER. My understanding is most of that aid is going
to people who support him and not to those who do not. I wonder
if you have any comments in that regard.

Ms. DiCarLO. Well, we do know that there were some shipments
that were confiscated and went to supporters, but still, there are
NlGO’s working there who are getting assistance to the right peo-
ple.

Senator CORKER. Senator Nelson, thanks for indulging me. T will
turn it back over to your great leadership here as chairman.

Senator NELSON. Well, thank you, Senator. I will just pick up
where you left off.

What do you think in your position at the UN you can do to try
to get the peacekeepers into the Sudan?

Ms. DiCarLo. I think, first of all, we will need to get the kind
of force that is appropriate for Sudan, and that is what we are
working on now. We will then need to have very serious discus-
sions with the Government of Sudan and keeping the pressure on
the need for those peacekeepers to be there. We have seen attacks
on humanitarian convoys, situations that make it all the more dif-
ficult to deliver the kinds of needed assistance to the people. With-
out those peacekeepers on the ground, we are not going to be able
to help those who are in camps, those who are displaced, and the
population.

Senator NELSON. Well, how do we, the United States, in the
forum of the United Nations, to which you would be going, bring
about the world pressure on the Sudanese Government to allow the
peacekeepers to come and stay?

Ms. DICarL0O. We have tried with sanctions. Our sanctions, as
you know, United Nations sanctions, are modest, but our bilateral
sanctions are very major. And we are always looking for ways to
increase the pressure on Sudan bilaterally. We need, however, to
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look at more ways that we can work through the UN—we agree
with you—but also with the Europeans in pressuring the govern-
ment.

We have seen some movement on the part of China in recent
weeks. The Chinese have now named an envoy to Sudan. The Chi-
nese are on the ground with a contingent of about 300 engineers
building the necessary infrastructure so that we can actually de-
ploy the troops. We need to encourage China and others that have
more influence on Sudan to do more.

Senator NELSON. Speaking of China, what can we do to get the
UN to put pressure on China to stop the arms sales to Sudan?

Ms. DICARLO. Well, we have raised this a number of times. We
have certainly raised it bilaterally. We have raised it within the
UN context. The difficulty, obviously, China as a veto-bearing
member of the Security Council—we have great difficulty in having
any kind of formal UN action.

Senator NELSON. Well, do we need to press for an embargo? Do
we need to put sanctions? Do we need to encourage the UN to put
sanctions on China to stop the flow of arms? What would you sug-
gest?

Ms, DCarT.O, T would say that the most effective means we have
is working with our colleagues in Europe and with like-minded
countries in putting the pressure on China. It is extremely for us
to achieve something in the council, again where they are a perma-
nent member.

Senator NELSON. Do you think this is a particular time that
China might be sensitive because of the world attention to them
because of the Olympics?

Ms. DICARLO. Indeed.

Senator NELSON., Then what is the kind of world pressure that
we can put on Lhal you said working through Europe?

Ms. DiCarLo. I think the kinds of things that we have been
doing and intensifying them, which is high level discussions with
them, various points that are made, obviously everything that we
are working on with China in a range of areas. We have to make
very, very clear that while they may be a good partner in some
areas, we need to have them as a good partner in particular in
Sudan.

Senator NELsSON. What about the rotating presidency of the UN
Security Council. The U.S. now holds that. What do you think we
can do there to utilize that position?

Ms. D1CARLO. We have made two issues the highlight of our
council presidency. One is Africa. As [ said, we are trying very hard
to get Zimbabwe on the agenda. Sudan is another case. We have
had a number of meetings. Ambassador Williamson was there yes-
terday. And we will continue to work the Sudan issue throughout
the month.

The other issue that we had as a priority is a thematic issue and
that is women, peace, and security because violence against women
in conflict is high and needs much more attention from the inter-
national community.

Obviously, when we discuss Sudan, we make very clear our con-
cerns about arms flowing into Sudan. We make very clear our con-
cerns about the government’s obstructionism and deployment.
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Senator NELSON. Do you intend on having any direct conversa-
tions privately with the delegation of China?

Ms. DICarLO. If confirmed, I certainly do. I know that Ambas-
sador Khalilzad does now routinely.

Senator NELSON. How about with the Government of the Sudan?

Ms. DICARLO. We have continued discussions with the Govern-
ment of the Sudan. I, if confirmed, would continue those discus-
sions, and as [ said, Ambassador Williamson has been very active
in this area.

Senator NELsON. What do you think we ought to do to get tough-
er sanctions on Iran?

Ms. DICARLO. Thank you, sir.

[ran is an issue that, obviously, will be a priority in the Security
Council in the coming months. We have now three sanctions re-
gimes on Iran, three resolutions calling for sanctions. We need to,
first, make sure that these resolutions are implemented. There are
a number of countries that have already reported on implementa-
tion. There are countries that have asked us for help, asked the
UN for help in implementing these provisions. Smaller countries in
particular have great difficulty in doing so, and we need to ensure
that either the United Nations or some of the countries like us and
the Europeans are able to help them do so.

We also need to work bilaterally on our own—we do work on our
sanctions, but with the Europeans who are moving in the right di-
rection in increased sanctions on [ran.

When the Security Council adopted the last resolution, 1803, the
council made clear that if Iran did not comply with the demands
of council resolutions and [AEA recommendations, that the council
would consider further action.

Senator NELSON. Do you have the go-ahead from the administra-
tion to discuss these matters privately with the Iranian delegation
at the United Nations?

Ms. DiCarLO. My job is to work within the Security Council. T
am not going to be dealing directly on this issue.

S)enator NELSON. Does Ambassador Khalilzad have that author-
ity?

. Ms. DICARLO. [ would have to get back to you on that. I do not
now.

Senator NELSON., Well, I sure hope the answer to that is yes. We
have a missing FBI agent in Iran, and I have talked directly to the
Iranian Ambassador to the United Nations about trying to find this
guy for a widow—let us hope it is not a widow—a wife and seven
children that are left behind in my State. I would certainly hope
that we have the ability to have conversations with the delegates
to the United Natioris from other countries like that. But you do
not know the answer to that?

Ms. DICARLO. You asked whether he was working with them on
sanctions issues and other issues. I do not know. Again, I would
have to get back to you on it.

I can tell you that, indeed, when we work in a multilateral
forum, we work with countries, even countries we do not have rela-
tions with, on issues that are before the United Nations.

HSenator NELsoN. Tell us about the UN peacekeeping effort in
aiti.
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Ms. DICARrRLO. Thank you, Senator.

A very important mission and a mission that we believe has had
gome success. We were very pleased to see what MINUSTAH has
been able to do in the area of elections. The mission is working
with the police, helping to develop a police force, making progress
there. The mission will also be working on border and maritime se-
curity, which we think is an important issue, obviously helping the
Haitian police. The Haitian police will be setting up a coast guard,
but indeed, the support of the international community is needed
there. Patrolling is needed there also by the UN.

Haiti is a work in progress. There is a lot more to be done, but
we can say that the UN mission there has certainly made some
strides in recent years.

Senator NELSON. Mr. Jones, Guyana has been increasingly a
transshipment point for narcotics that are coming to the U.S. and
Europe. Why do you not tell us about the U.S. efforts to combat
that trend?

Mr. JONES. Yes, Mr. Chairman. We had the reports that Guyana
18, in fact, a transshipment point for drugs, as well as illegal immi-
grants. We have worked closely and will continue to work closely
with the Government of Guyana. There are several programs in
place right now with training of police and so forth that will con-
tinue hopefully if we have that opportunity. And we hope to be able
to strengthen both the police infrastructure to weed out corrupt ele-
ments and to see that the Guyanese take seriously this whole idea
that they need to be securing internally.

As you know, there is a huge interior that is not controlled.
There are borders with Venezuela, Brazil, and Suriname. And it is
very difficult with the size of their current force to get control over
this area. We hope to be able to work with them to strengthen both
their police training and thal area Lthal requires a lot more policing
and control.

Senator NELSON. Tell us about those programs working with the
police.

Mr. JONES. These are basic training programs. One of them we
are looking forward to implementing is the reestablishment of a
Drug Enforcement. Administration office in Guyana. This is some-
thing that President Jagdeo has asked for and that the leaders of
DEA here in Washington have agreed on. I will try to implement
that once I get on the ground, if confirmed.

The other is to have our military group bring in trainers. We had
approaches from SOUTHCOM and we are looking at trying to im-
plement civil affairs training for those policemen and for the Guy-
ana defense forces hopefully, again, in an effort to strengthen that
area of what they actually need to have done.

There is another side and that is to take a look at this whole con-
cept of preventing the use of fraudulent documents, and a lot of the
transshipment is done by using these documents. We hope to be
able to use our Millennium Challenge Account to strengthen busi-
ness registration and so forth to have a better way of controlling
and accounting for business receipts and so forth. And that in-
cludes travel documents.

Senator NELSON. Now, with the rise in crime, when you are help-
ing out their law enforcement about drugs, certainly help them



453

with the vigilante death squads that they have had. Do you want
to comment about that?

Mr. JONES. There has been a rise in crime, sir, and we have had
the reports about these death squads. As you know, there is one
case in particular that is in the courts in the State of New York.
This is a problem. It is going to be something that we will need
to address, and hopefully through the use of the cooperative efforts
with the police training, the drug enforcement, and military co-
operation, we will be able to address it a little bit more properly.

Senator NELSON. By the way, Mrs. Ayalde, [ had said Tres
Esquinas, which you correctly identified in Colombia. [ meant to
say Cuidad del Este. That is the one that is like the Wild West
there. Anything you want to buy you can probably find it there.
And it may not necessarily be authentic. They have got quite a
knock-off trade there, and the other things that you are going to
be looking at are in such an environment. To what degree have we
got to worry about terrorist activity arising from that environment?

Ms. AYALDE. At this point, we have no known operational pres-
ence of Al Qaeda or other of these terrorist groups. Nevertheless,
it is an issue because of the lack of, like I mentioned earlier, law
enforcement, corruption, and all these other factors that lend them-
selves to attracting these kinds of activities.

Senator NELSON. Mr. Boswell, this committee has had a hearing
examining American women, contractor personnel, that have been
raped in Iraq and Afghanistan and the lack of help for the rape vic-
tim and the lack of follow-up by the Department of State, the De-
partment of Defense, and the Department of Justice. Now, do you
want to bring us up to date on what is happening there?

Mr. BosweLL. Yes, sir, Mr. Chairman. [ am aware of some of
those cases. [ am alse aware that the area of jurisdiction and au-
thority is a little bit unclear.

For the record, I am strongly in favor of legislation that would
hold contractors to account for criminal viclations committed in
war zones.

Senator NELSON. Let me just stop you right there. That legisla-
tion is now law. It is on the books. And the question is, are those
three Departments enforcing the law, providing assistance to the
rape victims, as well as referring the evidence and preserving the
evidence, and then referring it to the appropriate law enforcement
agencies—in the case of the Department of Justice, it is usually the
U.S. Attorney—in the prosecution of those crimes? The law is
there. So take it from there.

Mr. BoswgLL. Yes, sir, [ am aware that the law is there. I was
referring perhaps to the Department of State and embassy contrac-
tors. The law governing them is a little more unclear. So I want
to clarify that. But certainly it is clear in the area of the Depart-
ment of Defense.

The State Department does everything it can to investigate and
assist Americans in trouble overseas. It is a particularly difficult
thing to do in war zones, as you can imagine, Senator. When the
Department becomes aware of a problem, as it did in one of the
cases that you referred to, it was in fact the Department that in-
vestigated the case that found the individual, that liberated, freed
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the individual, and after investigation, turned over the results of
its investigation to the Department of Justice.

Senator NELSON. Now, which one are you speaking of?

Mr. BoswELL. You mean of a specific case?

Senator NELSON. Yes.

Mr. BOSWELL. A specific case involving a woman in Iraq.

Senator NELSON. Do you have a name?

Mr. BoswgLL. [ do not have the name in front of me, sir. I think
that case is still under review by the Department of Justice, so [
would want to be awfully careful about anything I say here.

Senator NELSON. Was it one of the two women who testified to
this committee?

Mr. BosweLL. [ do not know who testified to the committee, sir,
but I would guess it is.

Senator NELSON. All right. There is another high profile rape
case, a lady named Mrs. Jones who did not testify. But you do not
know that that is the one? Jamie Lee Jones?

Mr. BosweLL. I think that is the case that [ was talking about,
sir.

Senator NELsON. Okay. She did not testify here. But that has
been in the newspaper quite a bit.

Mr. BoswELL. Yes, sir.

Senator NELsSON. And what did you say about that case?

Mr. BoswELL. In that case, it is my understanding that it was
the Department of State that first became aware of the case that
investigated the problem, that located the individual who was in
trouble, and followed up in investigating the incident and turning
over what it found to the Justice Department.

Senator NELSON. That is interesting. She was a Defense Depart-
menl contraclor personnel. She was gang raped by other contractor
personnel. She was stuffed in a storage locker and held hostage
there until a fellow contractor personnel had pity on her and lent
her a cell phone, on which she could make a phone call back to the
U.S. And that is eventually how she got out of that storage locker.
[ mean, it was just an incredible case.

But that was not one of the ones that testified here. Of course,
1t would raise the hair on the back of your neck to hear the dra-
matic testimony that came before this subcommittee by two others.

So what would you say is the status of the Department of State
in investigating these types of crimes?

Mr. BoswELL. Senator, I think I can assure you that the Depart-
ment of State investigates very aggressively the crimes that are
committed in its area of jurisdiction.

Senator NELSON. What about the relationship between the De-
partment of State and the military and the Justice Department
and their various investigative arms?

Mr. BoswEgLL. [ think the Department would assist both of those
other arms in any way that it can.

Senator NELSON. Do you think it has?

Mr. BosweLL. I really could not tell you, sir.

Senator NELSON. I can tell you it is has not. And you are up for
Asgsistant Secretary of State of Diplomatic Security.

Mr. BoswELL. Yes, sir.
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Senator NELSON. You would be shocked to see some of this testi-
mony. Now, most of it has been the problem with the Department
of Defense because most of the contractor personnel are DOD con-
tractor personnel, but there is the nexus through contractor per-
sonnel for the Department of State and that is what you are seek-
ing to be the Assistant Secretary of, diplomatic security.

Mr. BOSWELL. Yes, sir.

Senator NELSON. Which would include contractor personnel as
well?

Mr. BosweLL., The State Department does have oversight over
contractor personnel that provide a variety of services, including
protective services, to our people overseas.

Senator NELSON. Providing security for them?

Mr. BOoswELL. One of the areas in which we provide contractor
personnel is that, a very important area, as Senator Corker re-
ferred to during his questioning.

Senator NELSON. Well, let me give you a hypothetical on one of
thege particular cases that we have and tell me how you would re-
spond as the head of diplomatic security.

A woman is raped and she reports this to her superiors and they
do not do anything about it. And when she finally gets to see a
military doctor that confirms the rape, then there is some question
about the evidence from the rape kit having disappeared. What
would you do to make sure that that evidence is not lost in your
position as the head of diplomatic security?

Mr. BOSWELL. Senator, diplomatic security agents are trained
law enforcement officials. Part of their training, I am quite sure,
is how to preserve a chain of evidence in a criminal case, and [
would expect if a diplomatic security agent was involved in such an
investigation, that he or she would carry out their responsibilities
in accordance with their training.

Senator NELSON. Did you serve in this position before?

Mr. BOSWELL. Yes, sir.

Senator NELSON. When?

Mr., BOswELL. I served as Assistant Secretary for Diplomatic Se-
curity from 1996 to 1998, the same position for which [ am being
considered now.

Senator NELSON. 2 years.

Mr. BOSWELL. Yes, sir.

Senator NELSON. What was your training then with regard to the
preservation of criminal evidence?

Mr. BoswgLL. I myself am not a law enforcement officer, nor is
the Assistant Secretary. But the people who work for the Assistant
Secretary are all badge-trained law enforcement officers, and the
training was exactly as I described, training in, among other
things, preserving evidence in a criminal case.

Senator NELSON. One of the big problems that we discovered in
this hearing about the rapes was that there was just not coordina-
tion between the various agencies. Since you, obviously, have some
experience having been in this position before, what do you think
that you could do to improve the communication and coordination
go that these criminal sexual assaults, number one, get reported
and evidence 1s preserved and that they are reported to the appro-
priate law enforcement authorities?
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Mr. BosweLL. Well, sir, [ would say that in a case which came
to the attention of the Department of State and which possibly
could involve a jurisdiction of another agency, such as you de-
scribed, it would certainly be a very important part of the Depart-
ment’s investigation of the case to ensure that other agencies with
jurisdiction are communicated with, liaised with, and that proper
attention be paid to exactly the sort of issues such as preservation
of evidence that you were just describing.

Senator NELSON. Will you do what you just said?

Mr. BoswELL. I certainly will, sir.

Senator NELSON. Now, there was a Blackwater shooting incident,
and the Under Secretary of State Kennedy assured us that the dip-
lomatic security agents would be accompanying all the convoys se-
cured by Blackwater and other private security contractor compa-
nies. Is that occurring?

Mr. BosweLL. Yes, sir. That was one of the recommendations
that was made by the panel in which I participated, and as [ men-
tioned in earlier testimony, the Department of State responded
very positively to those recommendations. Additional personnel,
both on a temporary basis and now on a permanent basis, were as-
gigned to the regional security officer’s office in Baghdad. The size
of the office was, I believe, more than doubled, and there is a diplo-
matic security special agent in charge, in operational control of
every movement involving protected people in Iraq, not just in the
Baghdad area, but throughout.

Senator NELSON. In your position, will you oversee the coordina-
tion between the uniformed military and those security contrac-
tors?

Mr. BoswgLL. Yes, sir. The same panel in which I participated
made a number of recommendations designed to increase the co-
ordination between the military and State Department convoys. As
you can imagine, there is all sorts of room for confusion when you
have civilian convoys protecting embassy personnel that are oper-
ating in what the military considers its own battle space. There are
areas where things can go wrong, and we made a number of rec-
ommendations to ensure that nothing did go wrong, including
much better coordination between the tactical operation centers of
the respective commands, providing radios to the vehicles that had
access to military channels, and things of that nature. I think all
of the recommendations that the panel made in that regard have
been carried out.

Senator NELSON. The Department of State just conveyed to
Blackwater an additional l-year extension on their contract with-
out other bids being solicited. Can you tell me about why there was
a decision that there would not be competition?

Mr. BosweLL. Yes, Mr. Chairman. The contract in question is
what is called a task order under the overall worldwide personal
protective security contract, which is the blanket contract. That
worldwide contract was competed when it went into effect, I think
it was 2 years ago, as were the individual task orders, including
the one you mention, for protective security in Baghdad. The over-
all contract or the task orders, I should say, have renewal clauses,
options to renew. I think there are four of them following the ini-
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tial award. Those renewals are commonly and routinely exercised
after a period of review.

In this particular case, the performance of the contractor was re-
viewed very closely in connection also with the various steps that
have been taken to improve the oversight of the contract and the
alternatives should the contract not be renewed. And the decision
was made at the time to exercise the renewal option.

[ have got to specify, Senator, that that contract could be termi-
nated at any time for the convenience of the Government or other-
wise.

Senator NELSON. Senator Corker?

Senator CORKER. Thank you, Mr. Chairman.

I think our ambassadorial nominees are thanking God at this
moment they are not dealing with private contractors.

So, anyway, thank you all again for being here.

Mr. Jones, [ am curious. In a country like you are going to that
basically is a place where narcotics are being transported because
of the tremendous demand here in our country—let us face it. I
mean, that is why the issue exists. When you get a country like
that and we are working with them to counter narcotics, what is
in it for them to be focused on this issue?

Mr. JoONES. Senator, [ think there is a great deal of
interconnectivity, as we say. There is a large American population
living in Guyana. There is also a very large expatriate Guyanese
population living here in the States. I think everyone realizes that
this is a question of security, and I think the Government of Guy-
ana and certainly the president and those persons in government
realize that this is a question that involves the entire hemisphere.
And so I think they will work closely with us, and I intend to ex-
tend our efforts to work closely with them to see if we can get a
handle on this. But it is interconnected. We believe certainly that
just simply because it passes through Guyana and then makes its
way northward, that it is not going to stay there, that at some
point in time, it is going to have an adverse impact on the local
government.

Senator CORKER. Thank you.

Ms. DiCarlo, there has been some discussion about some mis-
sions into Somalia, [ guess. Could you give us a status of that and
why that would be something at this point in time that might be
necessary?

Ms. DiCarLO. Thank you, Senator. The Security Council adopted
a resolution a few months ago asking the Secretary-General to look
into the possibility of a UN peacekeeping operation in Somalia and
to do contingency planning for it. Various assessments are in the
process of taking place now.

The situation in Somali is a dire one. We have an African Union
force—it is very small—trying to help protect the transitional gov-
ernment, a government that 1s quite pro-Western and internation-
ally recognized. The AU force, however, will need support. We have
seen traditionally in Africa where the African Union goes in at a
time when peacekeepers cannot, but then UN peacekeeping forces
come in afterwards as the situation stabilizes somewhat.

We would like the Secretary-General to continue this planning.
We think we do have an opportunity now with a transitional gov-
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ernment in place to help stabilize the country. We have a very dire
humanitarian situation in Somalia. We know that this would not
be an easy operation, and obviously, a lot of planning, a lot of
thought would have to take place, and should there be such a mis-
sion, it would have to be very targeted and have a very specific
mandate. We do know, however, that Somalia, without additional
international support, is going to have a very tough road ahead.

Senator CORKER. You know and you have a great sense of the
culture, if you will, within the United Nations. We have percep-
tions based upon our visits and interactions, but you are there and
know it. What is it about the UNDP program and the lack of trans-
parency that the United Nations continues to want to have there
by not allowing member states access to audits? That is something
that is difficult for me to understand, and I would like for you to
enlighten us a little bit, if you would.

Ms. DiCarLo. Thank you, sir. [ will try.

First of all, the UN is very large. It has the Secretariat in New
York, a number of funds and programs that are under the Secre-
tariat, plus many affiliated agencies. It is quite a vast system. One
of the things that we have asked for is system-wide coherence in
a range of areas, certainly in the area of ethics, in the area of
transparency, accountability.

We have seen within the Secretariat a number of measures that
have been adopted in the last few years. We are very pleased to
see that the office that deals with oversight has been strengthened.
We want to see it strengthened even further and be more inde-
pendent, have an independent budget.

What we have not seen is a transfer yet to the various funds and
programs, and, again, affiliated agencies would not be my responsi-
bility, but certainly the Bureau of International Organizations at
the Stale Department is working wilh them. We want to see the
kinds of measures that have been put in place in the Secretariat
also put in place now in the funds and programs. UNDP is one of
them, as is UNICEF.

It is a work in progress. We still need a lot more work in the Sec-
retariat as well, particularly in the area of oversight of procure-
ment, better procurement. practices. There is an ethics office now,
financial disclosure forms for senior members. But we do need to
see this system- wide.

Senator CORKER. You mentioned or something was brought up
about MINUSTAH in Haiti. And General Santos Cruz is most im-
pressive. He is somebody that just causes you to feel tremendous
faith, if you will, in what he is doing, and certainly I think, from
what [ can tell, he is doing an outstanding job there.

What are the characteristics of that effort that you would take
to other places mentality-wise to say these are the things that we
ought to be doing other places as it relates to peacekeeping?

Ms. DICARLO. I think one of the successes of MINUSTAH is that
there are a number of countries in the region, the Latin American
region, in the force. We have strong regional support, very strong
both in terms of troops, police. So we have a real regional input
and that i1s something that has helped the force considerably.

Also, I remember [ was working on the staff of the National Se-
curity Council when MINUSTAH was established and when the
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marines first went into Haiti and then a UN force followed. And
it was a very bumpy start, but one thing that happened, I would
say, within a year into the operation was that the Special Rep-
resentative of the Secretary-General realized that if he was not
going to be coordinating the assistance of donors, the activities of
all the many donors to Haiti, that we would not be making
progress. And the UN has done a good job in Haiti of assuming
that role.

Senator CORKER. Mr. Boswell, I wonder if you would just give me
a couple of sentences, if you will, on what transformational diplo-
macy is and, if you would, its effect on diplomatic security, and
then step down one level and give me its effect, if you will, on the
stovepiping that generally occurs as it relates to working with
other organizations of Government to counter threats that you, in
fact, have to deal with.

Mr. BosweLL. Thank you for the question, Senator. I have been
out of State Department for a number of years, so I am going to
be a little careful about what I say about transformational diplo-
macy.

But transformational diplomacy, as the Secretary proposed it, as
I understand it, was to shift the effort from certain geographic
areas where the State Department was heavily represented such as
in western Europe to areas of increasing concern. It was also an
effort, as 1 understand it, to more broadly represent the United
States overseas in those areas of concern. That means, for example,
diplomatic posts of different types than the standard embassy/con-
sulate construct that we are all familiar with.

That poses issues and problems for protecting U.S. personnel in
those kinds of situations, and if I am confirmed, it is going to be
a very high priority of mine to look into that issue. We do not want
diplomats, obviously, clustered only inside fortress embassies. They
cannot do their work properly that way. So we need to find ways
to protect them as they are out in the field. A very large percentage
of Foreign Service officers have served in Iraq and Afghanistan al-
ready, sometimes more than once, and it is likely that service in
those kinds of zones will continue.

I expect that the State Department will be asked to operate in
zones of conflict in the future where there is no major U.S. military
presence, unlike Iraq and Afghanistan now, and we will have to
find ways to protect our people in those circumstances. And that
will be a very big challenge, but it is a very high priority of the
Department to operate that way and I think it is the right priority.
And the Bureau of Diplomatic Security has got to find a way to dis-
charge its responsibilities in the face of those obligations.

Senator CORKER. And as to the stovepiping that exists between
the State Department and other Departments of Government deal-
ing with threats?

Mr. BoswgLL. I think the Senate had before it for confirmation—
the ICUS had before it for confirmation a couple of weeks ago the
new Director of the National Counterterrorism Center, Mr. Mike
Leiter, who is a colleague of mine at the Office of the Director of
National Intelligence where I work right now. And eliminating the
stovepipes you are talking about is precisely what the National
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Counterterrorism Center does. [ think it is a very, very good-news
story for the U.S. since 9/11.

The State Department and the Bureau of Diplomatic Security is
part of that. The bureau has representatives in the National
Jounterterrorism Center is part of the meetings, three meetings a
day, video teleconferences a day, that take place on updating of
threat information globally. So I think the stovepipes, while deeply,
deeply ingrained in the culture, particularly of the intelligence com-
munity in the United States, is—I think the Offiee of the Director
of National Intelligence and, in particular, the National Counter-
terrorism Center is doing a lot to eliminate those stovepipes and
ensure the proper sharing of information for the safety of our citi-
zens.

Senator CORKER. Ms. Ayalde, any thoughts about your hopefully
new, very soon future home and their relations with us as it relates
to a free trade agreement? Have there been discussions, thoughts?

Mr. BoswELL. [ am afraid, Senator, I am not aware of discus-
sions between—oh, [ am sorry.

Senator CORKER. That is all right. That is a good answer, by the
way, coming from you. Thank you. [Laughter.]

Senator CoORKER. T apologize

Ms. AYALDE. Thank you, Senator.

I understand that that is a topic of bilateral discussion in the
broader sense and certainly is an opportunity that we will need to
look at as we move forward with this new administration of Presi-
dent Lugo.

Senator CORKER. So there have been no discussions at all from
their side.

Ms. AYALDE. At this point?

Senator CORKER. Yes.

Ms. AvALDE. Well, certainly not with the new administration.
They take office on the 15th of August.

Senator CORKER. Well, but even his predecessor, no discussions.

Ms. AvaLpE. They are very interested, as [ understand it, in in-
creased market access. There are some issues with some of the ex-
isting preferences programs, and they are currently under discus-
sion in a very robust way. But beyond that, T would not venture
to say at this point.

Senator CORKER. Mr. Chairman, [ think we have four very highly
qualified nominees, and I have no further questions. I hope that
when you finish, that they and their families have a wonderful
brunch together and celebrate the survival of an hour and 15 min-
utes. [Laughter.|

Senator NELsSON. It will not be brunch. It will be lunch.

Thank you all for your public service. Thank you for offering
yourself for public service.

And the meeting is adjourned.

[Whereupon, at 10:40 a.m., the hearing was adjourned.]
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ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD

PREPARED STATEMENT OF LILIANA AYALDE AMBASSADOR-DESIGNATE TO PARAGUAY

Mr. Chairman, Members of the Committee,

I am honored to appear before you today as the President’s nominee to be the next
U.8. Ambassador to the Republic of Paraguay. I want to thank President Bush and
Secretary Rice for their confidence and trust in sending my name to the Senate for
your consideration. If confirmed by the Senate, [ look forward to working closely
with this Committee and with your colleagues in the Congress to advance our inter-
ests in Paraguay and in the region.

For most of my 27 years as a career member of the Senior Foreign Service of the
United States Agency for International Development (USAID), I served in Latin
America. [ hope that you will find that my professional experience in the region has
prepared me well for this important assignment as the Chief of Mission in Para-
guay. Most recently, [ served as USAID Mission Director in Colombia, where I man-
aged one of USAID’s largest programs in the world and the largest in the Western
Hemisphere. We worked with vulnerable groups, victims, and those displaced by the
violence while developing viable and licit economic opportunities for those who had
been forced to engage in illegal coca production, trafficking, and at risk of joining
illegal armed and criminal groups. We strengthened governance and helped build
the capacity to expand state presence in territories with weak institutionality or no
state presence. We supported judicial reform and promoted the respect for human
rights. Before Colombia, I served in Bolivia during a period of much political and
social turmoil. [ also served in Nicaragua, re-engaging bilateral relations after a
USAID absence of 12 years. This, plus my experience in Guatemala and Ban-
gladesh, prepared me well for defending (J.S. interests in challenging environments.
I have worked closely with government counterparts, civil society. private sector,
and the U.S. interagency community in developing synergies and coming to agree-
ment on common grounds as we promote the fight against poverty, drugs, and cor-
ruption.

It confirmed [ will arrive in Paraguay at a historic moment. My experience in de-
velopment and diplomacy will serve the United States well as we engage President-
elect Lugo, supporting his efforts to promote a more just and prosperous democracy.

I would certainly draw on my experience administering our foreign assistance pro-
grams to ensure that Embassy resources are wisely used, and that security remains
a top priority. If confirmed, I will also do everything in my power to ensure the safe-
ty of Embassy staff, and of the thousands of Americans who reside in Paraguay and
those who visit each year.

The United States has long had close and friendly ties to Paraguay. During the
last two years of the Millennium Challerige Corporation Threshold Program, we
have seen the Paraguayans implement many important reforms to improve trans-
parency, eradicate corruption, and improve business climate and economic freedom.
We look forward to continuing this process with a second Threshold Program with
the incoming Lugo administration. President-elect Lugo has made fighting corrup-
tion a key part of his platform and our assistance is designed to support his efforts
toward that end.

Paraguay has been a good partner on security and counter-narcotics issues. Select
Paraguayan law enforcement units are effectively cooperating with us and their
neighbors to stem the flow of illicit drugs, arms, pirated goods, and persons through
Paraguay’s territory.

Our accomplishments thus far are a prelude to what remains to be done - and
[ look forward, if confirmed, to the challenges ahead, to working with a Paraguayan
Government committed to building a more stable and prosperous Paraguay. Pro-
moting U.S. exports will be one of my priorities and [ am optimistic that there is
much the U.S. private sector can contribute to the development of Paraguayan agri-
cultural potential. And, Mr. Chairman, members of the Committee, if contirmed, I
look forward to working with you and with your colleagues in Congress as we pur-
sue our interests in Paraguay. I would be pleased to welcome many of you to the
U.S. Embassy in Asuncion. I will be happy to answer any questions you may have.
Thank you.
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PREPARED STATEMENT OF BERIC J. BOSWELL, NOMINEE TO BE ASSISTANT SECRETARY
or STATE FOR DIPLOMATIC SECURITY

Thank vou. Mr. Chairman.

Mr. Chairman and members of the Subcommittee, it is an honor to appear before
you today as the President’s nominee to be Assistant Secretary of State for the Bu-
reau of Diplomatic Security and Director of the Office of Foreign Missions.

I want to thank the President and Secretary Rice for the confidence they have
placed in me, and for this opportunity to be of further service to the Department
of State and to our nation, I believe I am well qualified for this position.

I served for 27 years as a carcer Forcign Service Officer in o variety of assign-
ments both in Washington, D.C., and overseas, culminating in my service as Assist-
ant Secretary for Diplomatic Secuvity from 1996 to 1998, the same position for
which you are considering me today. [ left the State Depuartment a decade ago, but
I did not leave the security world., While working at the United Nations in 2004,
I was responsible for developing and implementing the security structure that was
put in place for the United Nations system in the aftermath of the tragic bombing
of the UN offices in Baghdad in August 2003. And in my current position in the
Office of the Dirvector for National Intelligence, [ have been serving as the top secu-
rity policy official for the intelligence community.

But my heart has always been with the State Department and the Foreign Serv-
ice. I balieve a career in the Foreign Service, whether as a Foreign Service Officer,
or a Diplomatic Security Special Agent, or any of the other Foreign Service and Civil
Service career paths in the Department of State, is an unparalleled opportunity to
serve our nation alongside patriotic. dedicated, highly motivated colleagues. That is
why I chose to accept this nomination and hope to be confirmed.

Mr. Chairman, our State Department personnel serve in some of the most dan-
gerous locations on earth. The mission of the Bureau of Diplomatic Security is to
keep them safe, and to provide a secure environment for the conduct of our nation’s
foreign policy.

But security for our diplomats is only one of many challenges facing the Bureau.
Diplomatic Security is a global organization with expertise in international inves-
tigations, threat analysis, cyber security, dignitary protection, security technology,
counterterrorism, and so much miore. It is the security and law enforcement arm of
the U.S. Department of State, committed to protecting our nation’s people, property,
and informatioi. Diplomatic Security is one of the largest bureaus in the Depart-
ment with a worktorce ot more than 2,500 protessionals, consisting of special agents,
angineers, technicians, diplomatic couriers, and Civil Service specialists. These spe-
cinlists oversee another 32,000 contract guards and security specialists around the
globe.

Diplomatic Security has a broad range of responsibilities including the protection
of domestic State Department facilities as well as U.S. embassies and missions over-
seas. It also plays a key role in combating visa and passport fraud, and has a robust
investigations program that is critical to homeland security for the nation. It trains
foreign police and security officers to combat terrorism through its Antiterrorism As-
sistance program. It also protects foreign dignitaries who visit the United States.
While it is the responsibility of the U.S. Secret. Service to protect visiting heads of
state, Diplomatic Security protects the huundreds of foreign ministers and delega-
tions that visit the United States every year. Many of these visitors are from the
most politically volatile countries in the world, requiring special protective meas-
ures,

The Office of Foreign Missions is another important element of the Bureau. Its
primary role is to defend national security by coordinating the activities of U.S. mis-
sions abroad and of foreign missions and international organizations in the United
Stutes. [t develops and implements policies to improve the treatment of U.S. over-
seas personne] through the application of reciproeal treatment for foreign missions
in the U.S. [t also protects the interests of the United States and its citizens from
foreign diplomats’ abuses of privileges and immunities.

The security challenges facing the Foreign Service today are enormous. Drawing
on the expertise [ have acquired throughout my professional life, including my most
recent experience at the Office of the Director of National Intelligence, [ believe I
can provide the leadership necessary to guide the Bureau at this critical time in our
nation’s history.
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The Bureau of Diplomatic Security is a eritical part of Americn’s security appa-
ratus. | was prond o be the Assistant Secretary a decade ago, and would be honored
to have the opportunity to serve in that office once again. Ifconfivmed, [ will assume
my duties with great enthusiasm and commitment. | pledge to work cooperatively
\\'lthlthe Congress, with others in the Executive Branch, and to serve the American
people

Thank you again for the opportunity to appear before you today.

PREPARED STATEMENT OF ROSEMARY DICARLO NOMINEE FOR ALTERNATE REP-
RESENTATIVE OF THE UNITED STATES OF AMERICA FOR SPECIAL POLITICAL AFFAIRS
TO THE UNITED NATIONS

Thank you, Mr, Chairman and Members of the Committee.

I am honored to appear before you today as President Bush’s nominee to be Alter-
nate Representative for Special Political Affairs to the United Nations. I am grateful
to President Bush for my nomination and to Secretary Rice fin her confidence.
Thank you, Mr. Chairman, for convening this hearing during a very busy time.

If confirmed, I look forward to advancing America’s interests at the United Na-
tions at a time of great flux in the international system, with unprecedented threats
to peace and security that go beyond the traditionnl security challenges, and at a
time of historic opportunities for the United States. As a career member of the For-
gipn Service, | have dealt with many of the issues that come before the United Na-
tions. [ served as Director of the Washingtin office of the U.S. Mission to the United
Nutions in 2001, as the international community grappled with the horrors of the
attacks on the World Trade Center on September 11. The United Nations Security
Council responded immediately to these attacks with the unanimous adoption of
Resolution 1373, which criminalized terrorist acts by non-state actors, and obliged

overnments to take the necessary legal measures to prevent such acts. As Director
or United Nations Affairs on the National Security Council staff, I contributed to
the development ot Resolution 1540, which criminalized proliferation of weapons of
mass destruction, and worked on a plan for reform of the United Nations that was
deliberated at the 2005 World Summit.

If confirmed, I will help represent the United States at the United Nations Secu-
rity Council. Many challenges face the Council, but none are more serious than pre-
venting proliferntion of weapons of mass destruction. lran has ignored calls by the
International Atomic Energy Agency (IAEA) and the Security Couneil to suspend
fully and verifiably all proliferation-sensitive nuclear activities, including enrich-
ment-related activities. [n response, the Security Council has adopred three binding
resolutions placing [van under sanctions unless it ceased uranium enrichment ac-
tivities and cooperated with the [AEA. The last, Resolution 1803, made clear that
the Council would consider adoption of further appropriate measures should lran
fail to comply.

The United Nations has served an important role in combating terrorism, and the
Administration is committed to strengthening the organization’s ability to address
this threat. Our mission to the United Nations is working to strengthen the effec-
tiveness of the 1267 Committee, which imposes targeted sanctions on the Taliban,
Usama Bin Laden and Al-Qaeda, and to tensify the efforts of the Counter Ter-
rorism Committee and its Executive Directorate to develop the capacity of Members
States to prevent terrorist acts.

Mr. Chairman, the Administration believes United Nations peacekeeping to be in
our pational intervest. Through UN peacekeeping operations, the United States is
able to leverage military :mutzl financinl resources to vesolve erises throughout the
world. It deserves and receives our political and financial support as well as our
close attention and oversight. Should [ be confirmed, peacekesping would be one of
my major responsibilities. I would work with partners on the Council to achieve
more effective peacekeeping operations that are appropriate for the circumstances
i a given country and achievable within availuble resources. Given the growth of
our contributions to peacekeeping, which have almost doubled in the last two years.
I would work with others in the Administration to look seviously at possibilities for
achieving savings in these operations.

The humanitarian crisis in Darfur remains of utmost concern and the Administra-
tion will continue to press for rapid deployment of the United Nations-African Union
hybrid peacekeeping operation in Darfur. When fully deployed, this peacekeeping
mission will be the largest of existing missions and will contribute to the protection
of civilians in that troubled region. Finding an appropriate means to address the
long-running political and humanitarian crisis in Somalia is another high priority.
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A sevious concern for the United States is sexual exploitation and abuse in UN
seacekeeping missions, [F confirmed, [ will continue onr efforts to ensurve that the
Inited Nations carvefully monitors the behavior of UN peacekeepers and enforces its
policy of zero tolerance regarding sexual exploitation and abuse by peacekespers.

There are many issues where the Seeurity Council has played a vital role. The
Couneil helped to stabilize the situation in Lebanon by calling for the withdrawal
of all foreign forces from Lebanon and exEumIing the mandate of the existing United
Nations peacekeeping mission to assist the Government of Lebanon in extending its
control throughout Lebanese tervitory. We must, however, continue to press for full
implementation of Council resolutions ealling for all countries to vespeet the sov-
ereignty, territorial integrity and political im‘ﬁe endence of Lebanon, and to demand
that Syria and Iran refrain from destabihzing the country.

If confirmed. 1 will seek opportunities to raise matters of great concern to the
United States before the Secuvity Council. The Security Councl should eontinue o
manitor the political situation and humanitarian erisis in Burma and actively sup-
port the Secretiry General’s efforts (o sugage the regime in o dialogue with the op-
sosition. The Council should also press for peaceful, fair and free elections in
Zimhabwe.

My. Chairman, working through the United Nations, the United States can bring
the full weight of the international community to our foreign policy objectives. To
be truly effective, the United Nations must be able to address the new threats to
eace and security and to implement reforms aimed at strengthening this important
ady. American leadership is essential. If confirmed. [ look forward to working with
this Committee to advance our interests at the United Nations and to assist the
international community in meeting these new challenges.

PREPARED STATEMENT OF JOHN MELVIN JONES, NOMINEE TO BE AMBASSADOR TO
THE COOPERATIVE REPUBLIC OF GUYANA

Mr. Chairman and Members of the Committee: Thank yon for the opportunity to
appear before you today as the nominee to serve as the next United States Amgas-
sador to the Cooperitive Republie of Guyana. [ sincerely appreciate the trust and
confidence pl:u:etll it me by President Bush and Secretury of State Rice in putting
my nomination forward. If confirmed by the Senate, [ p?ﬂdge to work closely with
this Committes and with your Congressional colleagues both to advance our nation’s
interests and to protect our citizens in Guyana and the region.

Before | proceed further, and with the indulgence of the Chair, T wonld like fta
introduce two members of my family. With me today are my wife, Aaronia Jones
and our daughter Christie Jones-Aden.

Mr. Chairman, for more than 27 years | have served as a career Foreign Service
Officer, including at hardship posts in several regions of the world; rhese experi-
ences have preparved me well to lead the LS. mission in Georgetown. Guyana is a
country steiving to strengthen its fragile democracy in the faee of daunting problems
including an HIV/AIDS epidemic, poverty, racial tensions, drug I'.I‘.«)ﬁ'lcEing, arms
and human smuggling, ever rising rates of violent crime, and corruption that
slagues many of its law enforcement agencies. To make matters worse, Guyana suf-
%m's from a “brain drain,” as muny of its educated citizens emigrate. | welcome this
challenge to use my experience, my creativity, and my leadership abilities to rep-
vesent (1S, interests in the context of these very serions issues. Guyana’s problems
affect U5, gecurity becanse of onr interconnectedness with countries thmughnut the
Caribbean region and becanse Guyana is part of the family of democracies in the
Hemisphere. The United States has a special link with Guyana through the many
Guyanese whao have immigrated to our nation, many of whom are dual nationals
and maintain strong ties to family vemaining in Guyana. We are Guyana’s largest
trading partner, and we shave a commitment fo Hghting the seourge of HIV/AIDs.
The President’s PEPFAR program and the more than $100 million Congress has ap-
wopriated sinee 2004 continues to make a profound impact in a country where
lJS [ estimates that 2.5% of the adult population is infected with HIV/AIDS.
Through the partnership that involves USAID, CDC, Peace Corps, DOD and other
donors, PEPFAR has provided AIDS testing for more than 29,000 people, and over
2,000 individuals receive life-saving anfi-retvoviral drug therapy.

Guyana is becoming an ally in regional security and in the fight against narco-
trafficking. In 2007, the government's drug seizures were up. but Guyana needs as-
sistance to professionalize law enforeement personnel and to weed out corrupt eie-
ments. If confirmed, | hope to work toward re-establishment of a U8, Drug Enforce-
ment Agency office at the Embassy, something that President Jagdeo has requested
and which DEA's leadership also supports. The two-year $6.7 million Millennium
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Challenge Threshold program for Guyana began implementation in fiscal 2008.
Under USAID direction, the Threshold program seeks to help the Government im-
prove its fiscal management, including implementation of @ new VAT, and to im-
prove the business climate by modernizing the business vegistration process.

If confirmed, | will work to see that this effort proves suceessful. As another pri-
ority, if confirmed, | will encourage the government to hold local elections, which
were last held in 1994 and are long overdue. Loeal elections, the political dialogue
and the empowerment that follows will strengthen demoeracy and serve the country
well, [f confirmed, [ will also be aceredited to the Caribbean Community
(CARICOM), which brings together 15 Caribbean states and a number of regional
observers. I would look forward to working with CARICOM members to advance
mutual interests in trade, investment, development, security and social policy.

My, Chairman, these are some of the opportunities and tests that await the next
United States Ambassador to Guyana. [ would welcome the opportunity to address
them, and if confirmed, [ will work diligently to strengthen bilateral cooperation and
to advance U.S. interests in Guyana and the broader CARICOM region.

RESPONSES OF ERIC BOSWELL TO QUESTIONS SUBMITTED
BY SENATOR JOSEPR R. BIDEN, JR.

Question. Why do you want this position? What do you hope to achieve?
_ Answer. Lam a retired carveer Foreign Service officer with over 30 years of service
in the LLS. Government. | am honored to have been nominated for the position of
Assistant Secretary for Diplomatic Security and for the np}fnrtuuity onee again to
be of service to our Nation alongside the patriotic, dedicated. highly motivated pro-
fessionals of the Department of State.

Question. What will be your top three priorities?

Answer. My priorities are:

o To ensure the safety and security of our diplomats, with particular attention to

the safety and security of those serving in war zones and other high-threat

areas.
o To participate actively in the global war on terror by combating passport and
visa fraud.

e To do my utmost to obtain the resources necessary for the Bureau of Diplomatic
Security to operate at muximum effectiveness.

Question. What do you regard as the major strengths and weaknesses of the Bu-
reau of Diplomatic Security? What mensures dre you considering to address the
weiknesses?

Answer. Bused on my previous tenure as Assistant Secretary of Diplematic Secu-
rity and my familiavity with the organization, [ believe that DS's greatest strength
lies in the quality of personnel the ovganization has recruited through the yenrs and
their level of training. These agents, engineers, couriers, and other Foreign Service
specialists, along with the cadre of Civil Service employees that make up DS, are
a dedicated, flexible, and dynamic force willing o serve in dangerous and insecure
locations avound the globe to create an envivonment where American diplomatic ini-
tiatives can be pursued.

The organization’s weakness essentinlly is that there ave many countries with in-
credsing security problems and a fimte workforce that is alveady somewhat
stratched. The issue of extremism and the resulting attacks on pwr diplomatie fueili-
ties and other symbols of America overseas, along with growing instability in many
nations and rising levels of crime and violence, portend a need for additional secu-
rity resources and programs if the United States is to maintain its crucial diplo-
matic presence overseas.

My plans to address this do include doing my utmost to snsure that Diplomatic
Security has the vesources necessivy to fulfill its mission. However, I will also en-
sure that there is close attention paid to determining priorities within DS, so that
the most erucial regquivements are fully met, with less important requirements per-
hups Lmstpuued and maoved to a lower priovity, Additionally, I fully support the dea
that Foveign Service officers and their Fumilies must be provided with havd skills
based security training—"Foreign Service Security Tradecraft” in essence, so they
tao cun hecome an important part of the overall security solution when asked to
tiuke ussignments to incveasingly dangerons and unstable posts.

Finally, I believe that the Foreign Service must find ways to operate in dangerous
environments, without relving on the U.S. military having “boots on the ground.”
This will require DS to have the ability to use contraeted security sevviees, but we
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must have more transparent accountability and better contract oversight. and I in-
tend to make that a priority as well,

Question. You served on the Secretarys Panel on Personul Protective Services in
Iraq. That panel recommended the hiving of 100 additional DS agents to offset the
impaet of inereased DS staffing requirements in Irag, What is the status of the hir-
ing and training of these agents?

Answer. The 100 positions were included in the fiseal year 2008 supplemental and
fiseal year 2009 bridge budget vequest that is enrrently with Congress for approval.
In the interim, DS reprogrammed existing positions to create positions in Iraq.
Those positions are now being staffed with current DS Special Agents. Upon ap-
proval of the budget request., DS will reeruit and train the 100 addirional personnel
received from the supplemental funding,

Question. How many DS agents were assigned to lrag under chief of mission au-
thm‘i;.y as of September 30, 20077 How many such agents were there on March 30,
20087

Answer. As of September 30, 2007, there were 36 Speciul Agent. positions assigned
for Irag. Subsequent to September 2007, an additional 45 positions were authorized.

As of March 30, 2008, 57 Special Agents werve actually on the ground. Upon the
completion of the required training by September of 2008, the full complement of
81 Special Agents nre scheduled to be at Post.

Question. The Panel also recommended that a DS agent accompany every move-
ment of Personal Protective Services in Iragq. On what date was that recornmenda-
tion implemented? Please provide a copy of any relevant memorandum. cable, or di-
rective implementing this recommendation. Has it been adhered to?

Answer. By early October 2007, the 12 TDY Special Agents (SAs) deployed to [raq
began accompanying the Private Security Contractors (PSCs) on protective mutor-
cade movements. Simultancously, 45 new FTE positions were established. assign-
ments were made, and the required training courses commenced. All 45 positions
are scheduled to be filled by September 2008,

The assignment of a DS Special Agent to accompany the movement of Personal
Protective Services in Irag was a recommendation of the “Report of the Secretary
of State’s Panel on Personal Protective Services in lrag.” This recommendation was
accepted by the Secrerm'{. the United States Embassy in Baghdad, and the Burean
of Diplomatic Security. The recommendation has been fully implemented in Bagh-
dad and on a priovitized basis in the Provinees as morve agents arrive in country.

Question. How many direct hire positions are authorized for the Bureau domesti-
cally? Of these, how many positions are vacant (use the most recent date in the last
four months for which such information is available, but indicate the date used)?

Answer. The Bureau of Diplomatic Security is anthorvized domestically 715 Gen-
eral Schedule pogitions and 1,056 Foreign Service positions. The Foreign Service po-
sitions not only include special agents, but also security engineering officers, secu-
rity technicians, and diplomatic courievs. Of the authovized domestic number. there
are 132 General Schedule positions vacant and 237 Foreign Service positions va-
cant. This information is cwrrent as of April 30, 2008, and was supplied by the
Human Resources Monthly Resouree Statistic Report.

The total number of DS Special Agents assigned domestically is approximately
800, Of that, appraximately 550 agents are assigned to DS Field Offices, 150 agents
are assigned to full-time protection assignments, and the remainder assigned to
Headquarters and linison assignments,

Question. How many direct hire positions are authorized for the Bureau overseas?
Of these, how many pasitions are vacant (use the most recent date in the last four
months for which such information is available, but indicate the date used)?

Answer. DS has authorized 698 Special Agent positions overseas. As of June 20,
2008, DS records indicate that 58 of the 698 overseas Special Agent positions are
eurrently vacant. due to summer transfer gups and a shortfall in the Speeial Agent
manpower pool.

REspoNsES oF ERi¢C BOSWELL TO QUESTIONS SUBMITTED
BY SENATOR RICHARD (3. LUGAR

Question, How many DS agents ave in lrag and Afghanistan and where are they
loented? How many contractors arve performing protective duties in those countries
that would otherwise be handled by full-time DS emplovees? Please provide a list
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of the number of contractors, by location, function, and company in [raq and Af-
ghanistan.

Answer, There are 81 DS Special Agent (SA) positions authorized for [raq: 58 lo-
cated in Baghdad, 8 in Erbil, 6 in Al Hillah, 5 in Tallil, and 4 in Basrah. The Re-
gional Security Officer (RSO) rvetaing the authority fto reassign his personnel ve-
sources between any of the five locations as operational vequirements dictate, Cur-
rently there are 52 permanently assipned SAs and 16 temporarily assigned SAs in
Irag. DS anticipates that all 81 authovized positions in Tragq will be filled by Sep-
tember 2008,

The Afghanistan staffing pattern ewrrently consists of 16 DS SA positions, 4 of
which were Iiusr recently created in April 2008. Ten of the 12 full-time DS SA posi-
tions in Afghanistan ave filled with permanently assigned Special Agents, and two
temporarily assigned SAs augment the permanent staff. The complement of SAs in
Afuhanmistan will'inerease to 15 by the end of September 2008 with the 16th position
being 5I:lqu‘ed by the end of the year. All DS positions in Afghanistan are located
in Kabul.

As for the number of contractors performing personal protective services in Irag
and Afghanistan, as the table below indicares, 837 contractors are performing pro-
tective security duties that otherwise would be handled by DS Agents.

WPPS I IRAQ AND AFGHANISTAN STAFFING

Prelective
Tasx O-der ccatien Cenlraclor b;‘é‘é[‘;“’s' Sapped Static gua:d Telal
:PSS)
004 Kabul wesive,  Blackwater L 78 21 20 119
006 ... Baghdad ... Blackwater Ll 80 0 554
007, Basrah/Tallil Triple Canopy 80 33 166 *(45) 279 *(158)
008 Al Hillah Blackwater 17 7 162 256
009 . e Kirkuk/Erbil DynCorp v 18 2 52 153
0L v lraq Aviation .o Blackwater . 20 108 ) 198
Iraq and Afghanistan Authorized Staffing ... 837 282 100 1519
Actual Staffing to Reflect TO-7 Basrah Transition 837 282 279*% 1,398

107 3as-an gaard ferce aathedized 266, but carently slaffed 45 due to lransilicn ta 3aszav Air Slalicn

10-8 15 “eturaing lo [l slaffing, “eflecled abcve

[0-:C conlinues lo ransilict o full staffing

Question. In your testimony you noted that the number of DS agents in Baghdud
dramatically inereased following a report in which you were one of the primary
drafters. Please provide before/atter DS staffing numbers that would illustrate this.

Answer. Prior to September 2007, there were 36 Special Agent positions author-
ized for Iraq. Subseguent to September 2007, an additional 15 positions were au-
thorized.

The current. staffing for the 45 new positions is as follows: 20 positions have been
filled with DS Special Agents on permanent assignment; 16 positions are filled with
TDY DS Special Apgents. and 25 DS Special Agents are completing High Threat
Training scheduled to arvive at Post on or before September of 2008.

Question. Please list the location of the domestic offices of Diplomatic Security and
the number of DS employvees in each and the primary function of each office. .

Answer. To safeguard the nations borders and ensure the integrity of the U.S.
passport and visa programs, DS Special Agents assigned to the below field offices
investigate criminal attempts to fraudulently obtain U.S. passports and visas, and
detect and dismantle identity document vendors operating in the United States.

I 2007, DS's domestic field offices opened 4,725 eriminal investigations for pass-
port and visie Prooad, arvested 1550 individuals, and seized nearly 53 million in as-
sats. DS Special Agents are assigned to the FB['s Joint Tervorism Task Forees,
1CE’s Document and Benefit Fraud Task Forees. and the U.S. Marshals Fugitive
Task Forces. DS field office agents also conduct protective security operations, en-
suring the safety of the Secretary of State worldwide, annually performing 290 pro-
tective operations for foreign dignitaries visiting the United States, and congres-
sional delegations during overseas travel.

Boston Field Office—26; Chicago Field Office-41; St. Louis Resident Office-2;
Houston Field Office—34; Dallas Resident Office-5; Los Angeles Field Office-52;
Honolulu Resident Office-3; Phoenix Resident Office-3; San Diego Resident Office—
7; Miami Field Office—49; Atlanta Resident Office-8; New Orleans Resident Office—
4; Sun Juan Resident Office-3; New York Field Office—126; Philadelphia Resident
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Office—7; San Francisco Field Office-39; Denver Resident Office-7; Seattle Resident
Office—5; Washington Field Office—121; Greensboro Resident Office—7.

Queestion. The Department has made recommendations with respect to improving
the oversight and performance of PSD movements in Iraq. Are they being fully im-
plemented (please be specific to each recommendation from the Kennedy report)?
How many more DS agents are in Iraq now? How has this affected operations in
other parts of the world?

Answer. Please see the attached chart for the status of each recommendation from
the Kennedy Report.

IMPLEMENTATION OF RECOMMENDATIONS FROM THE SECRETARY OF STATE'S REPORT ON
PERSONAL PROTECTIVE SERVICES IN IRAQ (REVISED 06/19/08)

<ecomme 1daliea

Slalus

L. The State Department should urgently engage with the
Department of Justice and the Office of Management and
Budget. and then with the Congress, to establish a clear
legal basis lor holding contractors accountabie under U.S
law.

--An Interagency working group drafted legisiation to clarify
and expand the Military Cxtraterritorial Jurisdiction Act
(MEJA) to hold private security contractors overseas ac-
countable for offenses

—The Department of Justice is taking the lead on further
discussions of this issue with Senate staff

—The Department of State’s Legal Advisor's Office is in-
volved as needed

—The Departent of State's Legal Advisor s Office will stay
engaged in this process unti) legislation is passed

o

The Department of State should work with the Department
of Defense to determine how to commence discussions
with the Government of Iraq on a new regulatory frame-
work for PPS contractors

—U.S. Embassy Baghdad, Multi-National Forces-lraq (MNF—
). and the Iraq Ministry of interior continue to negotiate
a Status of Forces Agreainent and a Strategic Framework
Agreement

—This recommendation is complete. (06/06/08)

w

The requirement to expand security oversight requires an
overall increase m the Diplomatic Secunty Service's au-
thorized statting level. The Department of State should
approach the Office of Management and Budget and re-
quest in the final appropriations action for fiscal year
2008 an increase of L00 positions and the requisite sal-
ary and operating costs in order to provide the needed
staffing in Iraq without stripping other missions of their
Security resources.

—The Departinent is reviewing options to augment per-
sonnel to fulfill this requirement

.

When the FBI investigation into the September L6, 2007,
incident is completed, the Embassy should submit its
recommendation as to whether the continued services of
the contractor involved is consistent with the accomplish-
ment of the overall United States mission in iraq

—The Embassy and the Department are awaiting the re-
sults of the FBI's investigation

The Regional Security Otfice should be provided with ad-
ditional Department of State Special Agents so that an
Assistant Regional Security Officer can accompany PPS
movements. The State Department should ensure that
each A/RSO should complete an Iraq-specific orientation
prograni

—Forty-five new full time employee (FTE) DS Special Agents
positions were created for Iraq. Currently. L1 of these
new positions are staffed at Post. Thirty-four DS Agents
are completing High Threat Training and all positions will
be filled by Sept. 2008

—~Additionally, the RSO stafi is currently augmented by 16
temporary duty (TDY) DS personnel

—All DS Special Agents complete Irag-specific training at
the DS Training Center and Foreign Service Institute prior
to deployment.

o

. The Worldwide Personal Protective Service contract should
be amended to require the contractor to provide a limited
number of Arahic language staff for use as needed

—The WPPS contract was modified to require eight Protec-
tive Security Specialist/Translators, as requested by the
RSO to serve throughout Iraq

—This recominendation is complete. (04/02/08)
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7. Additional training modules should be added under the
Worldwide Protective Services contract to enhance the
cultural awareness af assigned personnel, acquaint them
with diplomatic structures and procedures, and famil-
iarize them with Multi-National Force-l tactics, tech-
niques, and procedures.

—The WPPS contract was modified to require that all WPPS
personne! complete the Iraq Cuftural Awareness training
program developed by the DS Training Center and the on-
line “"Working 1n an Embassy” course offered by the For-
eign Service Institute,

—This recommendation is complete. (06/05/08)

oo

To tighten the ground rules for the use of deadly force.
and to ensure greater parallelism with USCENTCOM rules
on the use of force by contracted security in Iraq, the
U.S. Mission Firearms Policy should be revised to specify,
without limiting the inherent right to take action nec-
essary for self-defense, if an authorized employee must
fire his/her weapon, he/she must fire only aimed shots;
fire with due regard for the safety of innocent bystanders;
and make every effort to avoid civilian causalities

—The Departments of State and Defense agreed upon coni-
mon principles for the Rules for the Use of Force.

—The updated Mission Fireanns Policy incorporating these
revised Rules tor the Use of Force was signed into effect
by the DCM on February 2, 2008,

—This recommendation is complete. (02/26/08)

w

The Regional Security Otfice (RSO) should be provided
video and audio recording equipment for each security
vehicle. audio recording equipment n the Tactical Oper-
ations Center to record all radio transmissions; and com-
puter enhancements to record all Blue Force Tracking
Data.

—To date. video recording systems have been installed into
133 mission vehicles throughout Iraq, and installation
continues

—The radio recording system in the RSO's Tactical Oper-
ations Center is operational, and ail Embassy radio
transmissions are recorded.

——Post implemented long-tenn recording of all BFT data.
BFT data is stored on external hard drives, expanding re-
tention capabilities

10. The Regional Security Office should place a readable
number (like a license plate) on the right rear door ot
each vehicle utilized, to enable anyone wishing to ques-
tion its mode of operation to identify the unit of the Re-
gional Security Office, which can then review the matter
and take appropriate action.

—For operational security reasons this action is being re-
viewed, The issue will be discussed with the [ragi Min-
istry of Interior during licensing and registration discus-
sions.

LL. The Regional Security Office should establish a "Go
Team” that would proceed as soon as possible to the
scene of any weapons discharge to gather information
and material and provide an analysis of what happened
and why, and prepare a report. The Team would work
with representatives of the appropriate Government of
Iraq offices and the U.S. military unit responsible tor the
location.

—The RSO establisiied a dedicated Force Investigation Unit
(FIU) and reached an agreeinent with MNF-I for military
security support for investigators

—DS awarded a contract to provide 8 investigators, 2
translators, and L Senior Police Advisor/Liaison contractor
personne! to support the FIU

—The vendor (USIS) is currently recruiting personnel, mak-
ing arrangements for training, and submitting personnel
for required security clearances, The FIU support contrac-
tors are expected to deploy to Irag in July 2008

—This recommendation is complete.
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2. An Embassy Joint incident Review Board should be es-
tablished to review all incidents involving the use of
deadly force which are known or asserted to have caused
injury or death or other serious consequences. The Board
should be chaired by the Deputy Chiet of Mission and
other members should be the Regional Security Officer,
another civilian entbassy officer with a law enforcement
bachground from an agency other than State or Justice,
and a military officer designated by MNF-1. The Board
would hear from the Assistant Regional Security Otficer
(A/RSO} who was in the motorcade. review the statements
provided by the security personnel involved, as well as
any protectee(s). plus the Go Team report, and then make
a recommendation to the Ambassador on whether or not
the use of force appears justified. If it does not feel that
it was justitied. the Department should be infornned to
natify the Department of Justice

—The Deputy Chief of Mission (DCM) approved an Action
Memo establishing the framework and process for con-
vening an Embassy Joint Incident Review Board, The
Board has not yet had cause to meet,

—This recommendation is complete, (06/06/08)

13. The Regronal Security Office and MNF-I should establish
a perimanent working group to develop commonly agreed
operational procedires; establish a robust liaison ele-
ment; exchange information: ensure optimal situational
awareness, and ensure that any issues are discussed and
quickly resalved.

—A permanent working group was established in November
2007

—In Decemher 2007 the Nepnty Secretaries nf State and
Defense signed a Memorandum of Agreement to define
the authority and responsibility for the accountability and
operations of private security contractors in Irag

—This recommendation is complete, (L1/16/07)

14 In addition to the above, three specific items should be
on the agenda lor the first meeting

—Ensuring that the planning, coordinating and routing in-
forination which currently flows from the Regional Secu-
rity Office’s Tactical Operations Center (TOC) to Multi-Na-
tional Force-lraq (MMF-1) liaison elements located in the
TOG and posted to the LS. Miltary's Command Post of
the Future (CPOF} system. is available electronically to all
operating elements under MNF-I;,

—Providing TOC Spot Reporting electronically to any subor-
dinate military element that wishes to receive it directly;.
—Coordinating the provision of frequencies for the military

radios and the RSO has ordered to enhance coordination..

—Electronic tracking issues were addressed to everyone's
satisfaction by Command Post of the Future. Blue Force
Tracker, and TAPESTRY. (L1/16/07)

—The RSO and MNC— exchanged liaison officers i their
respective Tactical Operations Centers.

—This recommendation is complete, {05/08/08)

— N Spot Kapart languaga antarad intn MNE-I Comhinad
Information Data Network Exchange (CIDNE) database by
the MNF-I liaison officer. This recommendation is com-
plete, (LL/16/07)

—The RSO received 142 PRC-L152 radios. which have been
loaded and configured with DOD-compatible channels.
This recommendation is complete. (04/10/08)

5 Canrdinatinn with MNF-I elemtents could he further en-
hanced it the pending order for Harris Corporation Model
PRC—1L0 radios were received. The Department of State
should intervene, including with DOD as necessary. to ob-
tain these units.

—Post received 142 PRC-152 radios

—All radios have been loaded and configured with DOD-
compatible channels and were distributed to RSO protec-
tive secunty teams.

~This recommendation is complete, (04/10/08)

L6. When the "Go Team' is not invoived in investigating m-
cidents. it should be employed in pattern analysis, The
Diplomatic Security service in Washington should provide
the RSO with a relational database to be used to review
incidents and determine potential patterns, Such a data-
base would include the following.

Date and Time of incident.

. Destination and GPS coordinates

. GPS coordinates of incident,
Mission identifier
Vehicle identification numbers.

. Incident type,

Names of all secunty personnel involved and their as-
signments n the motorcade.

8. Such other details as would be useful.

—

~ L I N

-—Pattemn analysis software was identitied, tested, modified,
and Beta tested

—DS/SI/IS received and evaluated final version of revised
software,

—-Final version of pattern analysis soitware should be in-
stalled at Post dunng June 2008

—This recommendation is compiete.
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Data on each event would be input promptly after 1t occurs,
Weekly reports should be generated to look for potential
patterns that would call for systemic or individual
changes.

L7. The Embassy should use tiie venue afforded by the
lragi-U.S. Joint Commission to establish a working group
to determine ways to move the licensing process forward

—The DCM, Embassy Legal Advisor, RSO. and MNF-I are
invoived in discussions with Iraqi officials concerning pri-
vate security company licensing and registration proc-

in an open and transparent way BSSes,

- This recommendation is complete. (05/08/08)

18. The Regional Secunty Officer should establish direct
channels to senior Iraqi police and security officials in
Baghdad and in any other city where Provincial Recon-
struction Teams are located. This should be a major step
towards providing information on incidents in a timely
way so that they can be appropriately investigated

—The RSO had multiple meetings with senior Iragi officials
at the National Police, Ministry of Interior, and Ministry ot
Delense and developed working agreements on coordina-
tion, liaison, and mutually supportive engagement

—RSO personnel serving at Regional Embassy Offices
(REOs) and Provincial Reconstruction Teams (PRTs) have
also established relations with local Iraqi police and se-
curity officials,

—This recommendation is complete. (LL/L6/07),

19. In order to be more responsive to Iraqi customs. the Em-
bassy must actively seek out the families of those inno-
cent lraqi civilians killed or seriously injured. or those
whose property has been damaged by Personal Protective
Services personnel. The Regional Security Office “‘Go
Teain"”, assisted by the U.S. military unit responsible for
the area in which an incident has occurred, should work
with counterparts designated by the Government of Iraq
to promptly offer appropriate condolences and compensa-
tion

—~As part of the investigative process, the RSO coordinates
with MNF-I and the Government of Iraq to facilitate vic-
tim access to the Embassy Claims Program.

—This recommendation is complete. (1L/16/07)

The high number of Special Agent positions required in lrag and Afghanistan,
now 97 total, plus those agents in predeployment training impacts our domestic op-
eration. The l-year tours, training requirement, and transfers impact our ability to
keep qualified agents and continuity in our programs from which the positions were
drawn—passport, visa, and identity fraud; internal investigations; protective intel-
ligenee investigations; special programs; mobile security training; and field offices.
In addition, TDY support to [raq has drained our Office of Mobile Security Deploy-
ments by up to 40 percent of the staff (30 of 72) being deployed to Iraq at the same
time. This impacets our ability to meet critical mission-support requirements in other
aveas of the world, such as Afghanistan, Beirut, Sudan, ete. We have increased the
number and sizes of our instruction elusses to neeommodate the special havd-skills
training that is required in the high threat environment of Irng. This has placed
additional demands on onr teaining staff and we have begun to set up an interim
training faeility to meet these vequirements. With no braining float, i Special Agent
who is in training leaves an operational position vacant.

GQuestion. From your perspective, can you comment as to whether DOD (non-
military} motoreades nve operating under the same requivements; specifically are
they [l)utting the equivitlent of a Federal agent tor o uniformed officer! in euch mo-
torcade? Have (nonmilitary) DOD motoreades installed camerus in its vehicles? Ete?

Answer. The Secretary of State’s Panel on Personal Protective Service in [rag did
not foeus on Department of Defense (DOD) operations nor did the recommendations,
Specific questions regarding DOD operations and eynipment are appropriately an-
swered by the Department of Defense. However, | do not belisve that DOD motor-
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cades have a Federal agent or uniformed officer in each motorende, nor do I have
confirmation they have installed cameras or recording equipment in all DOD vehi-
cles.

GQuestion. Iragis say civilinn motoreades and civilian contract security are one of
their biggest grievances. Please provide a brenkdown of all PSD contractors in [raq
including: (a) How many operate under the auspices of the Department of State,
Do, USAID, other ageneies? (h) About how many work for other governments? (¢
Others? (d) Are those who protect NGO, aid workers and others reconstruction con-
tractors covered by any sort of U.S. law or regulation? How many would that be?
(e) What percentage of movements in [raq are State Department motorcades com-
pared to USD motoreades? .

Answer. The Department of State only maintains data on Department of State
contractors and, regrettably, cannot answer many of these specific questions. The
Department of State provides protective secuvity for USAID divect-hive employees
umll other employees under chief of mission authority but not for other government,
NGOs, or other reconstrucrion efforts. The first table attached below provides staff-
ing information. The second rable provides WPPS movement data for 2007 and
2008.

A

WPPS 11 IRAQ AND AFGHANISTAN STAFFING

Prolective
Tas4 Order _ecaticn Ceniractor s:,::‘rl.i:.:ldigl Supped Stalic guard Tetal
{PSs)
004 spssmiisnas  Kabul sz Blackwater . 78 21 20 119
006 ... Baghdad ... Blackwater ... 74 80 6 - 554
007 Basral/Tallil Triple Canopy 80 B 166 *{(45) 279 *(158)
008 ... Al Hillah ... ..., Blackwater ... 77 17 1682 256
009 ... e Kirkuk/Erbil . DynCorp 78 23 52 153
010 .o Iraq Aviation ... Blackwater 50 108 0 158
Iraq and Afghanistan Authorized Stafling ... 837 282 100 1,519
Actual Staffing to Reflect TO-7 Basrah Transition .. 837 282 279* 1,398




JAN 2008—CURRENT MONTH WPPS MOVEMENT DATA

Total
Tash order Location Contractor ground Ave“qangnemper Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
missions
6 .. Baghdad ....cocccomoiiecn. Blackwater ..o 4257 851 964 814 632 686 1,161
/. Basral/Tallil ........pcrrerrrcnrne TrIpIE CANOPY 1yveirrivens 1,034 207 181 197 259 156 241
8 . Al Hiltah .. ) Biackwater ... 140 28 17 L7 28 25 53
[T ORI 11111/ | e ——— 1] 646 129 19 129 128 149 121
2008 Total Iraq Missions (all WPPS contractors) A b 6077
20072008 Total Iraq Missions (all WPPS contractors) ..... 18 664
2007 WPPS MOVEMENT DATA
fodni Average per
Task order Location Contractor R mo%unp Jan Feb kar Apr May Jun ful Aug Sep Oct Noy Dec
MHSTIONS
6 Baghdad ..o Blackwater i 9,574 798 708 L1102 943 726 721 784 804 1,104 579 558 881 664
f Basrah/Tallil -o....viiniie Triple Canopy ... 930 78 3 7 12 3 7 9 87 100 111 202 166 223
8. Al Hillah ...... Blackwater ..., 364 30 3l 2 3 38 43 39 29 26 23 26 26 15
9 i Kirkub/Erbil e, DynCorp ., 1,719 143 132 118 104 97 173 168 164 203 150 114 143 153
2007 Total Iraq Missions (all WPPS contractors) ............ 12,587
2007-2008 Total Iraq Missions (all WPPS CORLIACIONS) ..v..oivyvvimnrioiiivn i 18,664

The above numbers include missions with protectees, as well as suppoert and administrative missions

€LV
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Question. How are non-WPPS PSD’s contracted and licensed by the GOI? Are
WPPS contractor so licensed? Are the lragis capable of overseeing and enforcing this
process? Are we helping them build that capneity?

Answer. First part of question: The Department of State does not contract for
other PSD services outside of WPPS.

Second part of question: The Iraqi licensing process involves the Ministries of In-
terior and Trade, and security company licenses must, be renewed every 6 months.
WPPS contractors Triple Canopy and DynCorp are currently licensed by the central
Government in Baghdad. Blackwater's application for a license is currently pending.
The Government of Kurdistan has vecently imposed a licensing requivement on se-
curity conpanies, separate from the [ragi Government requirement. DynCorp,
which provides services in Kurdistan, i applying for its Kurdistan license,

[NEA must provide the answers to the rest of this question.]

Question, Do vou feel we have adequate feedback on the performance of PSD
movements—in [raq and elsewhere? Have you considered having a “report card”
filed by the principal passenger after each movement to provide feedback on how
procedures and interactions with locals were handled? Would this be a useful tool?

Answer. The office of the Regional Security Officer (RSO) feels that they do re-
ceive adequate feedback, both pesitive and negutive. from the embassy community
on the performance of the PSD teams. On May 11, 2008, the RSO office distributed
an updated security notice, regarding the Personal Security Detail (PSD) policy for
chiet” of mission personnel. In the notice it states “The Regional Security Office is
committed to working collegially and professionally with Mission personnel in ac-
complishing their objectives. Should you have any questions regarding this policy,
or wish to provide feedback regarding our services . . .” The notice then lists the
Deputy RSO for the High Threat Protection program as the point of contact.

With the addition of a Special Agent in the protective motoreades, the RSO also
receives daily summaries detailing trip movements that note any areas of concern.
This may be viewed as u “report eard.” The RSO office is also in the process of sur-
veying the embassy community regarding their views on PSD operations. The sur-
vey asks respondents to comment on such questions as, “Do RSO personnel act pro-
tessionally on the venue site? Do RSO personnel treat lraqi citizens with rvespect?
Do RSO personnel treat pussengers with vespect? The RSO office will use this im-
portant feedback mechanism to monitor performance and make management deci-
gions regarding PSD operations.

GQuestion. Discuss the procedures used to ensure that weapons that are shipped/
carvied into lrag for use hy PSD's and other nonmilitary forces do not full into the
wrong hands? In doing so, please provide the “blanket” diplomatic note agreed be-
tween the United States Government and Government of Iraq (signed by the GOI
on 14 August 2004), which addresses end-use, retransfer, and security assurances,
now accepted in lieu of normal license conditions as would be reflected in standard
DSP-83s, for direct commercial arms sales to the Government of Irag. Does this
“blanket” diplomatic note also apply to any sales done under the Foreign Military
Sales (FMS) program?

Answer. Every Depurtment of State Protective Security Detail weapon in Iraq is
U.S. Government-procured and shipped via secure means. All wenpons used by
WPPS contractors are government furnished equipment. The WPPS contract re-
quires quarterly inventories of all government furnished equipment, including weap-
ons. The WPPS Program Office validates these inventories during periodic visits to
the field. In addition, the Regional Security Office is required to do an annual sight
inventory of ull Diplomatic Security weapons, which includes every weapon used by
WPPS contractors. Diplomatic Security’s Defensive Equipment and Armored Vehicle
[ivigion (DEAV) Branch validates the RSO inventory against a master inventory of
all DS weapons.

The agreement regarding grants under the Foreign Assistance Act of 1961, as
amended, or successor legislation, and such items as the Government of the United
States of America may otherwise furnish, or authorize under the furnishing of, from
tinie to time, under other authority, to the Government of Iraq, effected by an ex-
change of notes at Baghdad, July 24 and August 14, 2004, does not apply to defense
articles or defense services provided pursuant to the Foreign Military Sales Pro-
gram. Such defense articles and defense services are suhject to the requirements of
the relevant Letters of Offer and Acceptance. It is my understanding that a copy
of the diplomatic note has been provided to your staff.



