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ATTACKS ON U.S. DIPLOMATS IN CUBA:
RESPONSE AND OVERSIGHT

TUESDAY, JANUARY 9, 2018

U.S. SENATE,
SUBCOMMITTEE ON THE WESTERN HEMISPHERE,
TRANSNATIONAL CRIME, CIVILIAN SECURITY, DEMOCRACY,
HumAN RIGHTS AND GLOBAL WOMEN’S ISSUES,
COMMITTEE ON FOREIGN RELATIONS,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:05 a.m., in room
SD—419, Dirksen Senate Office Building, Hon. Marco Rubio, chair-
man of the subcommittee, presiding.

Present: Senators Rubio [Presiding], Johnson, Flake, Gardner,
Menendez, Udall, Shaheen, and Kaine.

Also present: Senators Barrasso and Markey.

OPENING STATEMENT OF HON. MARCO RUBIO,
U.S. SENATOR FROM FLORIDA

Senator RUBIO. This hearing of the Subcommittee on the West-
ern Hemisphere, Transnational Crimes, Civilian Security, Democ-
racy, Human Rights and Global Women’s Issues is going to come
to order. And the title of this hearing is “Attacks on U.S. Diplomats
in Cuba: Response and Oversight.”

We have one government panel testifying today with the fol-
lowing three witnesses who are here, and we are grateful for you
joining us here today, on behalf of the executive branch: Mr. Fran-
cisco L. Palmieri, who is the acting assistant secretary of state for
the Bureau of Western Hemisphere Affairs, Mr. Todd J. Brown,
diplomatic security assistant director of International Programs at
the Department of State, and Dr. Charles Rosenfarb, who is the
medical director of the Bureau of Medical Services for the Depart-
ment of State. Thank you all again for being here on this important
topic.

There are two goals to the hearing today. The first is to establish
the facts of what has occurred, and the second is to conduct over-
sight over the conduct and the activities of the United States State
Department.

Here are the facts as will be testified to today by our panel. In
late 2016, staff at the United States embassy in Havana began
complaining of strange noises, and among the descriptions that
they complained of, high-pitched beam of sound, incapacitating
sound, baffling sensation akin to driving with windows partially
open in a car, or just intense pressure in one ear. At the time of
this report, the post’s leadership and the supporting office here in
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Washington, DC viewed this activity as harassment from forces
hostile to the United States or to U.S. presence in Cuba.

Later, there was information gathered from additional individ-
uals, including some of these, which suggested that the events that
led to these complaints actually began as early as November of
2016. The initial events that were reported occurred at diplomatic
residences, but later these events occurred at hotels.

Individuals first visited the medical unit at the embassy in De-
cember of 2016 and January of 2017. From February through April
of 2017, there was an evaluation conducted of 80 members of the
embassy community. Sixteen of these were identified with symp-
toms and medically verifiable clinical findings of some combination
similar to what you would see in patients that “have had a mild
traumatic brain injury or concussion.”

In early July, the Bureau of Medical Services at the State De-
partment convened a panel of academic experts to review case his-
tories and the test results up to that point, and they arrived at a
consensus. And the consensus is, and I quote, “The patterns of inju-
ries were most likely related to trauma from a non-natural source.”
Later in August of 2017, the Brain Injury Center at the University
of Pennsylvania reevaluated embassy employees that were report-
ing symptoms, additional individuals, and incidents prior to April
2014 were added to the list of confirmed cases. Subsequently, two
additional individuals reported exposure in mid-August of last
year, and those cases were medically confirmed as well, bringing
the total number of cases to 24.

While the symptoms may vary, all of the medically-confirmed
cases, all 24 of them, have described some combination of the fol-
lowing symptoms: sharp ear pain, dull headaches, ringing in one
ear, vertigo, visual focusing issues, disorientation, nausea, and ex-
treme fatigue. As we said earlier, the timeline of the reported inci-
dents are as follows. The initial wave that were reported in Decem-
ber may have begun as early as November of 2016, and they oc-
curred through late March of 2017. From March of 2017 through
late April of 2017, there was a sporadic period of reported inci-
dents, then they stopped, and then two additional reports hap-
pened in close proximity in August of last year. They were medi-
cally confirmed in September.

These are the facts that will be testified to today by our panel,
and with that, I turn to the ranking member.

STATEMENT OF HON. ROBERT MENENDEZ,
U.S. SENATOR FROM NEW JERSEY

Senator MENENDEZ. Thank you, Mr. Chairman, and I appreciate
that we are starting the new year with a much-needed hearing on
the brazen attacks on our diplomats in Cuba, and I would ask that
my full statement be included in the record.

Senator RUBIO. Without objection.

Senator MENENDEZ. It is unfortunate that since the news of
these bizarre and vicious attacks broke late last summer, we have
not seen more public outcry against the Cuban government for
whatever scope of ownership it has over these attacks, or more ac-
countability for the health and wellbeing of our diplomats, some of
whom continue to suffer lingering health conditions from these at-
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tacks. The Castro regime has proven time and time again it is not
a responsible actor in the community of nations. The regime cannot
be counted upon to uphold its international commitments or re-
sponsibilities, and most certainly the regime has no regard for indi-
vidual human rights, security, or dignity.

The Cuban government may or may not at the end of the day
be directly responsible for attacking our diplomats. But as someone
who has personally witnessed the modus operandi of the Cuban
government, it is unfathomable that the Castro regime, and the in-
telligence services specifically, were not aware of these attacks. If
senior Cuban officials did not directly order these attacks, they
must have been aware or given tacit approval to foreign agents to
operate in Cuba. The scope of the attacks is too specific. So, I hope
to hear some more sound explanations from our witnesses today.

Now, our own diplomats have borne the heavy burden of a sim-
ple and changeable truth, and that is that being in a foreign loca-
tion in terms of your duty runs risk. And in this particular case,
no amount of placating, pandering, or diplomatic overtures is going
to change that. The Cuban government has tried to undermine
their dangerous and irresponsible behavior by undermining the va-
lidity of the claims of our diplomats. Why would a regime that has
demonstrated its ability to intimidate, oppress, and harm its own
citizens give credence to our concerns about the wellbeing of Ameri-
cans?

They accuse the United States of fabricating the attacks because
we have not released the names or diagnoses of the affected people.
Of course the Castro regime does not fundamentally understand
that in a democratic and free country, citizens have a right to pri-
vacy, and to a government that would prioritize their privacy and
health over using them as political tools.

And finally, turning to our witnesses, you cannot be accountable
for the behavior of the Cuban government or those who were re-
sponsible for this. But you are responsible both for the appropriate
diplomatic response and the health and safety of our diplomats.
And from what I can see, the actions the Department has taken on
both counts are simply insufficient and unacceptable.

Despite much-vaunted rhetoric from the President about rolling
back ill-conceived policy changes, the reality is that the Cuban gov-
ernment continues to enjoy many of the benefits it received. While
the administration may champion its new regulations prohibiting
transactions that could benefit the Cuban government, military, in-
telligence complex, it grandfathered in all contracts that began dur-
ing the last administration. Furthermore, because the administra-
tion took so long to actually announce these guidelines, major com-
panies were able to finalize deals in the months between the ad-
ministration’s announcement of these policies and their implemen-
tation.

At the enforcement level, the Office of Foreign Assets Controls
remains understaffed with no indication that personnel will be
hired. At the State Department, the President has not even nomi-
nated an assistant secretary for the Western Hemisphere Affairs.
Failing to put critical senior staff in place at the appropriate agen-
cies severely undermines the United States’ ability to project our
interests and to protect our citizens abroad.
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Accordingly, the administration and the Department’s reaction to
the Cuban government, completely abrogating its obligations under
the Vienna Convention to protect our diplomats, is laughable. The
fact that somehow the Cuban government has managed to paint a
narrative that there were no attacks at all is pretty outrageous.
Expelling a handful of diplomats to achieve parity with the number
of diplomats who had to be removed from Havana for safety is
hardly a bold diplomatic move. When new Treasury guidelines
were finally announced, the administration stressed they were not
in response to the attack on personnel.

And then turning to the impacted Foreign Service officers them-
selves. 1 appreciate the overview that has been provided, but the
truth is from the accounts we have heard, the Department’s re-
sponse was simply bureaucratic, inadequate, and troubling. I will
have a number of questions later, but let me start by saying the
stories we heard are shocking: the failure of leadership at the De-
partment and at post; the sluggish reaction to the initial reports
of afflicted personnel; the aloof response of the medical team at the
State Department. Silence from diplomatic security to the rest of
the Department is simply staggering.

The members of the U.S. Foreign Service made a commitment to
serving their country overseas. They agreed to spend their lives,
often taking their families with them, in pursuit of promoting
American interests and helping Americans abroad. Some serve in
combat zones, large embassies and small, and sometimes on com-
munist islands.

According to accounts from those who suffered directly, when
diplomats first reported symptoms to the appropriate people at
post, they were rebuffed. It is also our understanding that upon fi-
nally accepting that the employees were suffering life-altering
health consequences, the Department took months to arrange for
the appropriate care. It was almost a year before the Department
put the embassy on ordered departure status, and only after re-
ports surfaced in the media.

Alarmingly, it is our understanding the Department did not even
warn diplomats going to Cuba for permanent or temporary assign-
ments about the risks to their health and the health of their fami-
lies. As their colleagues were evacuated from Cuba, Department
leadership failed to inform the rest of the Department, including
those being sent to serve in the place of those being evacuated.
Those who have been suffering physically also have remaining
questions about whether they will receive appropriate care for the
rest of their careers and their lives.

This lack of leadership and responsibility is shocking and unac-
ceptable. I sincerely hope this panel can provide us much-needed
answers to a myriad of pressing questions. The Cuban government
must be held accountable for its failure to uphold international
commitments and failure to protect American diplomats. The De-
partment must be held accountable for executing the appropriate
policies and response, and for ensuring the safety, security, and
health of the men and women of the Foreign Service.

With that, Mr. Chairman, I look forward to the hearing.

Senator RUBI10. Thank you, and we will begin with our witnesses.
Mr. Palmieri, welcome to the committee.
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STATEMENT OF HON. FRANCISCO L. PALMIERI, ACTING AS-
SISTANT SECRETARY, BUREAU OF WESTERN HEMISPHERE
AFFAIRS, UNITED STATES DEPARTMENT OF STATE, WASH-
INGTON, DC

Mr. PALMIERI. Chairman Rubio, Ranking Member Menendez, and
distinguished members of the Committee, thank you for the oppor-
tunity to speak about the attacks against U.S. diplomats in Cuba
and the Department of State’s efforts in response. At the outset, I
want to thank you for your concern for the safety and security of
our diplomatic personnel in Havana. As you know, that is Sec-
retary Tillerson’s top priority. It is mine as well.

I am pleased to be here today with my colleagues from the Bu-
reau of Diplomatic Security and the Bureau of Medical Services,
with whom the Bureau of Western Hemisphere Affairs has worked
closely on this complex issue.

I would also like to emphasize up front that the investigation
into these health attacks is ongoing. We have the best experts in
the government and the private sector working to help us under-
stand it. At every step in our response to these events, we have
worked closely with our medical and technical experts in evalu-
ating health conditions and the nature of the attacks.

I will walk you through a general timeline, which will describe
our diplomatic engagement with the Cubans on this issue, and re-
view many of the actions we have taken to date. Then, I will defer
to my colleagues to address the security and medical issues.

In late 2016, some members of our diplomatic community serving
at U.S. Embassy Havana complained about hearing strange noises
and a variety of unexplained physical symptoms. As the Depart-
ment investigated, we began to see signs suggesting that these
events, initially in diplomatic residences and later at hotels, may
have begun as early as November 2016. As soon as we identified
a pattern connecting these unusual events with certain health
symptoms, U.S. officials approached the Cuban government in mid-
February to demand it meet its obligations under the Vienna Con-
vention to protect our personnel. The Cubans denied involvement,
offered their cooperation, and opened their own investigation.

Since then, we have engaged the Cubans more than 20 times
from the working level to the highest level of the Cuban govern-
ment, both here in Washington and in Havana. In addition to our
diplomatic efforts, we prioritized the medical care of our personnel.
Dr. Rosenfarb will provide you with additional details.

Separately, we launched a government-wide effort to find the
cause and culprits behind these attacks. Apart from the investiga-
tion, we have met with U.S. interagency partners more than a
dozen times to discuss and refine our response to these attacks.

The attacks initially appeared to occur in clusters, but starting
in late March, sporadic attacks continued until late April and then
seemed to stop. Beginning in mid-April, we allowed anyone serving
at Embassy Havana who did not feel safe at post to return to the
United States. We also expelled two Cuban diplomats in May in
order to underscore the Cuban government’s responsibility to pro-
tect our personnel. After a period without any attacks, there were
two additional attacks reported in close proximity in late August,
which were medically confirmed in September. Based on the re-
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sumption of these attacks, Secretary Tillerson ordered the depar-
ture of non-emergency personnel from post on September 29th. The
Secretary assessed this was the only way to significantly reduce
the risk to our diplomats and their families.

As a follow-on to the ordered departure decision, we expelled 15
more Cuban diplomats in October to ensure equity in the impact
on our respective operations and to underscore to Cuba its obliga-
tion to stop the attacks. These decisions, both to draw down our
personnel at Embassy Havana and to expel Cuban diplomats, did
not signal a change from President Trump’s new policy.

Prior to the Secretary’s decision to institute ordered departure,
our Embassy held 17 town hall meetings with American staff.
Since the return of U.S. diplomats to Washington, we have held a
number of meetings with them. Secretary Tillerson personally met
with these evacuees to explain his decision to institute ordered de-
parture, and we have organized a number of meetings to address
evacuees’ concerns.

The wellbeing of the 24 confirmed victims, as well as the
wellbeing of all of our evacuees and those remaining in Havana,
continues to be our priority as does the ongoing investigation. With
that, I will turn it to my colleagues to discuss their areas of exper-
tise, and then I will be happy to answer your questions.

[The prepared statement of Mr. Palmieri follows:]

PREPARED STATEMENT OF FRANCISCO L. PALMIERI

Chairman Rubio, Ranking Member Menendez, and distinguished members of the
Committee: thank you for the opportunity to speak about the attacks against U.S.
diplomats in Cuba and the Department of State’s efforts in response. At the outset,
I want to thank you for your concern for the safety and security of our diplomatic
personnel in Havana. As you know, that is Secretary Tillerson’s top priority. It is
mine as well.

I am pleased to be here today with my colleagues from the Bureau of Diplomatic
Security and the Bureau of Medical Services, with whom the Bureau of Western
Hemisphere Affairs has worked closely on this complex issue.

I would also like to emphasize up front that the investigation into these health
attacks is ongoing. I understand that there are ongoing discussions within the com-
mittee regarding this matter, and the fact is, there is still much we do not know,
including who or what is behind the injuries to our personnel. We have the best
experts in the government and the private sector working to help us understand it.
At every step in our response to these events, we have worked closely with our med-
icalkand technical experts in evaluating health conditions and the nature of the at-
tacks.

I will walk you through a general timeline, which will describe our diplomatic en-
gagement with the Cubans on this issue, and review many of the actions we have
taken to date. Then, I will defer to my colleagues to address the security and med-
ical issues.

In late 2016, some members of our diplomatic community serving at U.S. Em-
bassy Havana complained about hearing strange noises and a variety of unex-
plained physical symptoms. As the Department investigated, we began to see signs
suggesting that these events—initially in diplomatic residences, and later, at ho-
tels—may have begun as early as November 2016.

As soon as we identified a pattern connecting these unusual events with certain
health symptoms, U.S. officials approached the Cuban government in mid-February
to demand it meet its obligations under the Vienna Convention to protect our per-
sonnel. The Cubans denied involvement, offered their cooperation, and opened their
own investigation. Since then we have engaged the Cubans more than 20 times,
from the working level to the highest level of the Cuban government, both here in
Washington and in Havana.

In addition to our diplomatic efforts, we prioritized the medical care of our per-
sonnel. State Department and private medical experts examined more than 80 post
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employees and their families, both in the United States and in Havana. Dr.
Rosenfarb will provide you with additional details.

Separately, we launched a government-wide effort to find the cause and culprits
behind these attacks. Apart from the investigation, we have met with U.S. inter-
ageniy partners more than a dozen times to discuss and refine our response to these
attacks.

The attacks initially appeared to occur in clusters, but starting in late March, spo-
radic attacks continued until late April and then seemed to stop. Beginning in mid-
April, we allowed anyone serving at Embassy Havana who did not feel safe at post
to return to the United States. We also expelled two Cuban diplomats in May in
order to underscore the Cuban government’s responsibility to protect our personnel.

After a period without any attacks, there were two additional attacks reported in
close proximity in late August, which were medically confirmed in September. Based
on the resumption of these attacks, Secretary Tillerson ordered the departure of
non-emergency personnel from post on September 29. The Secretary assessed this
was the only way to significantly reduce the risk to our diplomats and their families.

As a follow-on to the Ordered Departure decision, we expelled 15 more Cuban dip-
lomats in October to ensure equity in the impact on our respective operations and
to underscore to Cuba its obligation to stop the attacks. These decisions—both to
draw down our personnel at Embassy Havana and to expel Cuban diplomats—did
not signal a change in policy.

Prior to the Secretary’s decision to institute Ordered Departure, our Embassy held
17 town hall meetings with American staff. Since the return of U.S. diplomats to
Washington, we have held a number of meetings with them. Secretary Tillerson per-
sonally met with these evacuees to explain his decision to institute Ordered Depar-
ture, and we have organized a number of meetings to address evacuees’ concerns.
The well-being of the 24 confirmed victims, as well as the well-being of all of our
evacuees and those remaining in Havana, continues to be our priority, as does the
ongoing investigation.

With that, I will turn it to my colleagues to discuss their areas of expertise. Then
I will be happy to answer your questions.

Senator RUBIO. Thank you, Mr. Palmieri. Mr. Brown.

STATEMENT OF TODD J. BROWN, DIPLOMATIC SECURITY AS-
SISTANT DIRECTOR, INTERNATIONAL PROGRAMS, UNITED
STATES DEPARTMENT OF STATE, WASHINGTON, DC

Mr. BROWN. Good morning, Chairman Rubio and other distin-
guished members of the Committee. Thank you for your invitation
to appear today to discuss the health attacks involving U.S. diplo-
matic personnel and their families in Havana. Along with my col-
leagues, I share your concerns regarding the safety and security of
our personnel in Cuba, and welcome any discussion that may lead
to a better understanding of this issue and stronger safeguards for
our employees.

From a security and investigative standpoint, we continue to
work with Embassy Havana to aggressively counter, mitigate, and
better understand who and what are causing injuries to our diplo-
matic staff. Unfortunately, this remains a perplexing case.

Our regional security officer at Embassy Havana first became
aware of potential health attacks involving embassy personnel in
late December 2016. In the early stages of trying to understand
what may be occurring, post leadership and supporting offices in
Washington believed it was likely a form of harassment by forces
hostile to the United States and our presence in Cuba. As more in-
cidents were reported in early 2017, and greater awareness of the
seriousness of symptoms became known, our level of concern and
mitigation efforts rose exponentially.

After senior-level meetings with Cuban officials in February out-
lining Cuba’s responsibility to protect diplomats under the Vienna
Convention, the regional security officer received confirmation from
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Cuban counterparts that the Cuban government was conducting its
own investigation into the matter. Senior U.S. officials on Embassy
Havana’s Emergency Action Committee met frequently as part of
our ongoing attempt to better understand the nature of the appar-
ent attack and protect staff. Among other things, the embassy de-
ployed recording devices in staff residences in an effort to better
identify or capture the possible source behind the threat, as many
victims had associated the attacks with an acoustic event.

After further investigative attempts and expert analysis failed to
identify the cause or perpetrator, the Federal Bureau of Investiga-
tion opened a case in early May. An FBI team has since visited Ha-
vana several times and met with Cuban officials. The FBI’s inves-
tigation has interviewed victims and conducted surveys of the resi-
dences and hotel rooms. However, the investigation remains ongo-
ing, and we would refer all specific questions concerning the inves-
tigation to the FBI.

Thank you. I will be glad to answer any questions you may have.

[The prepared statement of Mr. Brown follows:]

PREPARED STATEMENT OF TODD J. BROWN

Good morning Chairman Rubio, Ranking Member Menendez, and other distin-
guished members of the Committee.

Thank you for your invitation to appear today to discuss the health attacks in-
volving U.S. diplomatic personnel and their families in Havana. Along with my col-
leagues, I share your concerns regarding the safety and security of our personnel
in Cuba, and welcome any discussion that may lead to a better understanding of
this issue and stronger safeguards for our employees.

From a security and investigative standpoint, we continue to work with Embassy
Havana to aggressively counter, mitigate, and better understand who and what are
causing injuries to our diplomatic staff. Unfortunately, this remains a perplexing
case.

Our Regional Security Officer at Embassy Havana first became aware of potential
health attacks involving Embassy personnel in late December 2016. In the early
stages of trying to understand what may have been occurring, Post leadership and
supporting offices in Washington believed it was likely a form of harassment by
forces hostile to the United States and our presence in Cuba.

As more incidents were reported in early 2017 and greater awareness of the seri-
ousness of symptoms became known, our level of concern and mitigation efforts rose
exponentially. After senior level meetings with Cuban officials in February outlining
Cuba’s responsibility to protect diplomats under the Vienna Convention, the Re-
gional Security Officer received confirmation from Cuban counterparts that the
Cuban government was conducting its own investigation into the matter.

Senior U.S. officials on Embassy Havana’s Emergency Action Committee met fre-
quently as part of our ongoing attempt to better understand the nature of the ap-
parent attack and protect staff. Among other things, the Embassy deployed record-
ing devices in staff residences in an effort to better identify or capture the possible
source behind the threat, as many victims had associated the attacks with an acous-
tic event.

After further investigative attempts and expert analysis failed to identify the
cause or perpetrator, the Federal Bureau of Investigation opened a case in early
May. An FBI team has since visited Havana several times and met with Cuban offi-
cials. The FBI’s investigation has interviewed victims and conducted surveys of the
residences and hotel rooms. However, the investigation remains ongoing and we
would refer all specific questions concerning the investigation to the FBI.

Thank you. I will be glad to answer any questions you may have.

Senator RUBIO. Thank you. Dr. Rosenfarb.
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STATEMENT OF CHARLES ROSENFARB, M.D., MEDICAL DIREC-
TOR, BUREAU OF MEDICAL SERVICES, UNITED STATES DE-
PARTMENT OF STATE, WASHINGTON, DC

Dr. ROSENFARB. Good morning. Chairman Rubio, Ranking Mem-
ber Menendez, and distinguished members of the Committee.
Thank you for the opportunity to testify on the Department’s re-
sponse to the recent health attacks in Havana. I will be describing
the evolution of the medical response and what we currently know
about the health effects.

From the individual and public health perspective, managing
this evolving situation is challenging. Mission personnel describe a
multitude of symptoms, many of which are not easily quantifiable
and not easily attributable to a specific cause. The sharing of infor-
mation that occurs in a small, tight-knit community has helped
identify more affected personnel, but, as typically is the case with
any community outbreak, also can complicate an epidemiological
investigation. However, the most challenging factor is the lack of
certainty about the causative agent and, therefore, the precise
mechanism of the injuries suffered.

Individuals first visited our medical unit in Embassy Havana
starting in late December 2016 and January 2017, reporting var-
ious symptoms including headache, ear pain, dizziness, and hear-
ing problems. They associated the onset of these symptoms to their
exposures with unusual sounds or auditory sensations. Various de-
scriptions were given: a high-pitched beam of sound, an incapaci-
tating sound, a baffling sensation akin to driving with the windows
partially open in a car, or just an intense pressure in one ear.

Since the symptoms first reported primarily affected auditory
functions, an otolaryngologist at the University of Miami, highly
experienced in evaluating acoustic injuries in military personnel,
was identified to perform additional assessments. Between Feb-
ruary and April of last year, this specialist evaluated 80 members
of the Embassy community. Of the individuals evaluated in this
initial tranche, 16 were identified to have symptoms and medically
verifiable clinical findings of some combination similar to what
might be seen in patients following a mild traumatic brain injury
or concussion.

In early July, my office convened a panel of academic experts to
review the case histories and the test results gathered to date. Al-
though the assembled group identified that some of the symptoms
and findings could be caused by other things such as viral illnesses,
previous head trauma, aging, and even stress, the consensus was
that the patterns of injuries that had so far been noted were most
likely related to trauma from a non-natural source. In light of the
emerging clinical parallels to mild traumatic brain injury, the na-
tionally-recognized Brain Injury Center at the University of Penn-
sylvania was identified to provide detailed reevaluations of employ-
ees with prior exposures, and to evaluate embassy community
members who reported new exposures.

As a result of further evaluations begun in late August, addi-
tional individuals with exposures that occurred prior to April 24th
were added to the list of confirmed cases. Two other individuals
who reported exposures that occurred in mid-August 2017 were
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also medically confirmed as cases, bringing the total number of
cases to 24.

I would like to now describe the health effects identified so far.
While descriptions of the reported auditory sensations have varied,
all medically confirmed cases have described some combination of
the following symptoms beginning within minutes to hours of their
exposure of the event: sharp, localized ear pain, dull unilateral
headache, tinnitus or ringing in one ear, vertigo, visual focusing
issues, disorientation, nausea, and extreme fatigue. In many of the
patients, the acute symptoms seemed to resolve within days to
weeks, but other health i1ssues emerged that were more persistent.
These have included: cognitive problems, including difficulty with
concentration, working memory and attention, recurrent headache,
high-frequency unilateral hearing loss, sleep disturbance, and im-
balance walking. As in the acute phases, the duration and severity
of these later symptoms have varied widely.

Defining the prognosis for the confirmed cases is extremely dif-
ficult since no precise analogue for this possibly novel syndrome ex-
ists. Some patients remain symptomatic months after their expo-
sure. The persistent symptoms have improved to varying degrees
in all individuals, some after extended rehabilitative therapy, some
over time without treatment. Ten of the 24 patients have returned
to either full- or part-time work, while others continue to receive
treatment with an anticipation of return to duty. However, at this
time we are unable to state whether or not the injuries may result
in adverse long-term consequences to the individuals’ future health
or functional abilities.

All government personnel who travel to Havana on official duty
now receive a detailed medical briefing and are encouraged to un-
dergo pre-deployment screening, including baseline audiograms
and neurocognitive testing. We have formally requested assistance
from the Centers for Disease Control for performing a broader epi-
demiological analysis and providing appropriate medical informa-
tion to the American public. Discussions have also been held with
the National Institute of Neurological Disorders and Stroke at the
National Institutes of Health regarding its participation in ongoing
medical investigations.

I look forward to your questions.

[The prepared statement of Dr. Rosenfarb follows:]

PREPARED STATEMENT OF CHARLES ROSENFARB

Chairman Rubio, Ranking Member Menendez, and Distinguished Members of the
Committee:

Thank you for the opportunity to testify on the Department’s response to the re-
cent health attacks in Havana. I will be describing the evolution of the medical re-
sponse and what we currently know about the health effects.

From the individual and public health perspective, managing this evolving situa-
tion is challenging. Mission personnel describe a multitude of symptoms, many of
which are not easily quantifiable and not easily attributable to a specific cause. The
sharing of information that occurs in a small, tight-knit community has helped iden-
tify more affected personnel, but, as typically is the case with any community out-
break, also can complicate an epidemiological investigation.

However, the most challenging factor is the lack of certainty about the causative
agent and, therefore, the precise mechanism of the injuries suffered.

Individuals first visited our medical unit in Embassy Havana in late December
2016 and January 2017 reporting various symptoms including headache, ear pain,
dizziness, and hearing problems. They associated the onset of these symptoms to
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their exposures with unusual sounds or auditory sensations. Various descriptions
were given: “a high pitched beam of sound”; an “incapacitating sound”; a “baffling
sensation” akin to driving with the windows partially open in a car; or just an in-
tense pressure in one ear. Since the symptoms first reported primarily affected audi-
tory functions, an otolaryngologist at the University of Miami, highly experienced
in evaluating acoustic injuries in military personnel, was identified to perform addi-
tional assessments.

Between February and April of last year, this specialist evaluated eighty members
of the Embassy community. Of the individuals evaluated in this initial tranche, six-
teen were identified to have symptoms and medically verifiable clinical findings of
some combination similar to what might be seen in patients following mild trau-
matic brain injury or concussion.

In early July, my office convened a panel of academic experts to review the case
histories and the test results gathered to date. Although the assembled group identi-
fied that some of the symptoms and findings could be caused by other things such
as viral illnesses, previous head trauma, aging, and even stress, the consensus was
that the patterns of injuries that had so far been noted were most likely related to
trauma from a non-natural source.

In light of the emerging clinical parallels to mild traumatic brain injury, the na-
tionally-recognized brain injury center at the University of Pennsylvania was identi-
fied to provide detailed reevaluations of employees with prior exposures and to
evaluate Embassy community members who reported new exposures. As a result of
further evaluations begun in late August, additional individuals with exposures that
occurred prior to April 24 were added to the list of confirmed cases. Two other indi-
viduals who reported exposures that occurred in mid-August 2017 were also medi-
cally confirmed as cases, bringing the total number of cases to 24.

I would like to now describe the health effects identified so far. While the descrip-
tions of the reported auditory sensations have varied, all medically-confirmed cases
have described some combination of the following symptoms beginning within min-
utes to hours of the event: sharp, localized ear pain; dull unilateral headache;
tinnitus in one ear; vertigo; visual focusing issues; disorientation; nausea; and ex-
treme fatigue. In many of the patients, the acute symptoms resolved within days
to weeks, but other health issues emerged that were more persistent. These have
included: cognitive problems, including difficulty with concentration, working mem-
ory, and attention; recurrent headache; high-frequency unilateral hearing loss; sleep
disturbance; and imbalance walking. As in the acute phase, the duration and sever-
ity of these later symptoms have varied widely.

Defining the prognosis for the confirmed cases is extremely difficult since no pre-
cise analogue for this possibly novel syndrome exists. Some patients remain sympto-
matic months after their exposures. The persistent symptoms have improved to
varying degrees in all individuals, some after extended rehabilitative therapy, some
over time without treatment. Ten of the 24 patients have returned to either full or
part-time work, while others continue to receive treatment with an anticipation of
return to duty. However, at this time we are unable to state whether or not the
injuries may result in adverse long-term consequences to the individuals’ future
health or functional abilities.

All government personnel who travel to Havana on official duty now receive a de-
tailed medical briefing and are encouraged to undergo pre-deployment screening in-
cluding baseline audiograms and neurocognitive testing. We have formally re-
quested assistance from the Centers for Disease Control for performing a broader
epidemiological analysis and providing appropriate medical information to the
American public. Discussions have also been held with the National Institute of
Neurological Disorders and Stroke at the National Institutes of Health regarding its
participation in the ongoing medical investigation.

I look forward to your questions.

Senator RUBIO. Thank you. Dr. Rosenfarb, I will start with you.
Is it fair to say that by May lst—you said you saw the confirmed
cases, February through April of 2017. Is it fair to say by May 1st
or early May, we were aware that at least 16 U.S. government em-
ployees and/or dependents had suffered a serious injury while
working in Havana for the U.S. government?

Dr. ROSENFARB. Senator, it is fair to say that we were aware that
16 people had suffered some type of injury. As I said——

Senator RUBIO. Were they—was it serious?
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Dr. ROSENFARB. In some individuals, the symptoms were more
serious than others.

Senator RuBio. Well

Dr. ROSENFARB. There was a whole spectrum of symptoms that
we saw and findings——

Senator RUBIO. Let me ask you this. Was there a single—of the
16, at least one U.S. government employee working in Havana suf-
fered serious injury? Is it fair to say at least one suffered serious
injury?
hDr. ROSENFARB. I would say many suffered serious injury. Any-
thing

Senator RUBIO. Let me tell you why I asked that, because, Mr.
Palmieri, according to the law, in any case of serious injury related
to a U.S. government mission abroad, the Secretary of State shall
convene an accountability review board. The law allows—that has
to happen within 60 days of the occurrence of an incident, and it
allows for a 60-day delay if the Secretary determines that an addi-
tional period is necessary for the convening of the board. So, by my
calculation, by early May, we knew that at least one, if not several,
as Dr. Rosenfarb has testified, suffered serious injury. By early
July, on the 60-day period, and certainly by early September, the
whole 120-day period, an accountability review board should have
been set up.

I got a letter on November 6th saying that there was still not an
accountability review board, that the Secretary had decided to
delay for 60 days in order to determine whether one was even nec-
essary. It says, “Allow additional time for the investigation to yield
more information to better inform the decision of whether to con-
vene an ARB.” Has an accountability review board been set up as
of this date, and why was it not set up, as according to law, within
the 120-day period?

Mr. PALMIERI. Sir, thank you for that question. The Secretary
has made a decision to convene an accountability review board.
There will be a congressional notification sent shortly.

Senator RUBIO. Why was it not done within 120 days of May 1st
when we knew that there was serious injury?

Mr. PALMIERI. Throughout this process, there has been a lot of
information that we knew or at times was then later contradicted.
Throughout this process, we have not been able to identify who the
perpetrator of such attack was and what the means of that attack
was. It was only until late August when there was another round
of attacks that it became apparent to us that we should begin the
process of looking at an accountability review board.

Senator RUBIO. Well, that is not what the law reads. It says, “In
any case of serious injury, loss of life,” et cetera, et cetera, “related
to a United States government mission abroad.” It does not say
that you need to know who did it. In fact, that is one of the reasons
for an accountability review board. The bottom line is the State De-
partment did not follow the law in setting one up within the 120-
day period in my opinion, and I believe in the opinion of others,
given the fact that by early May we knew serious injury had oc-
curred to U.S. personnel and their dependents related to their serv-
ice in a government mission abroad. It was not one person, it was
several people, as has been testified here.
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Now, we first heard of the complaints in late 2016. And, Mr.
Brown, you testified the conclusion was that this was forces hostile
to the United States and/or hostile to our presence in Cuba. Is that
correct?

Mr. BROWN. That is correct. Initially, we felt that it was a form
of harassment, and that was attributed to the government.

Senator RUBIO. Mr. Palmieri, do you know when Secretary Kerry
was made aware? This was a State Department conclusion that
there was harassment, correct?

Mr. BROWN. Yes, sir, that was the early opinion of the security
professionals who looked at it, that it was likely a form of harass-
ment.

Senator RUBIO. Okay. When was Secretary Kerry made aware?
Do you know?

Mr. PALMIERI. I do not know. I will have to check the record,
Senator.

Senator RUBIO. Do you know if President Obama was ever made
aware?

Mr. PALMIERI. I know that as a regular matter, we would have
apprised the National Security Council at some point after the late
December information became apparent.

Senator RUBIO. What about Secretary Tillerson? When was he—
when was he first made aware?

Mr. PALMIERI. I would believe that would have been in late Feb-
ruary, sir.

Senator RuB10. Okay. Do you know if the Trump Transition
Team was made aware during the transition period?

Mr. PALMIERI. I did not have contact with them on this issue. I
am not aware if anyone else did, sir.

Senator RUBIO. Now, in December 2014, President Obama
changed policy towards Cuba. We set up the embassy. We had to
expand personnel, did we not, in Havana? We added personnel to
expand the mission.

Mr. PALMIERI. I would have to go back to check the record, but,
yes, that probably makes sense.

Senator RUBIO. And we also had to secure housing, and we pro-
vided—so we had to secure housing for the additional mission in
Havana.

Mr. PALMIERI. That would be normal practice, yes, Senator.

Senator RUBIO. And in Cuba, we would have to provide the
Cuban government the list of all of the U.S. government employees
that were moving to Havana to work at the mission. That is just
a matter—a matter of course, correct?

Mr. PALMIERI. We would have solicited visas for the additional
personnel, yes.

Senator RUBIO. And the residences in Cuba, since there is no real
private property, all of these residents would have been owned by
the Cuban government.

Mr. PALMIERI. That is my understanding, too, sir.

Senator RUBIO. The hotels where these attacks happened were
owned by the Cuban government. That is for sure.

Mr. PALMIERI. That is correct.

Senator RuB10. Okay. What security measures did we take, Mr.
Brown, in this expansion on these residences?
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Mr. BROWN. Senator, I mean, to talk a little bit about residential
security, I think historically from a crime perspective, political vio-
lence perspective, there were—there were not features sort of re-
lated to that. Our concern, and I believe the Cuban government se-
lected—was aware of which housing our personnel would go into.
Our housing profile is fairly compact. There are not specific secu-
rity measures in a—in a high CI, counterintelligence type environ-
ment, so there would not have been any other physical security in
relation to the residences that were in place other than the loca-
tion. And certainly based on a history in Cuba, we did not have—
beyond the harassment element, we did not have, you know, a high
1crime—high crime statistics or anything related to political vio-
ence.

So, there would not have been any residential measures taken
above and beyond what was already in place.

Senator RUB10. My final question is for you, Mr. Brown, and you,
Dr. Rosenfarb. Based on what we know and, more importantly,
what we do not know, can you today guarantee the safety of any
personnel in Havana currently stationed there or about to be de-
ployed to Havana? Do we know what they can do to protect them-
selves from these sorts of injuries? Can we guarantee that today
if we send someone there, they are safe from these injuries?

Mr. BROWN. Senator, I do not think we can say categorically that
we can guarantee that they would be safe from this. Certainly, we
have—not knowing what is causing it, or who is behind it, or how
it is being done gives us very little in terms of mitigation. What
we have done is address sort of being sure that our community in
Havana is well aware of what has happened, to provide advice on
how to respond to that, to have teams in place that then can re-
spond, and how to report those types of incidents.

So, we have done a lot of work in terms of elevating the knowl-
edge of the personnel that are

Senator RUBIO. I guess to cut to the chase, Mr. Brown, if I were
being deployed to Havana today to work in the embassy and I
asked you, what can I do to protect myself from the sort of thing
that has happened, you do not know what I can do to protect my-
self since we do not know what it is they used to attack them.

Mr. BROWN. That is true, Senator. Our guidance would be in the
event of something to what has taken place, to react in a certain
manner. That is a reactive matter, not a mitigation measure.

Senator RUBIO. Dr. Rosenfarb, do you have any advice for people
that are being deployed to Havana, how they can protect them-
selves from this?

Dr. ROSENFARB. Well, we try and educate those who have to go
down there for government business and make sure they are aware
of the risk, and make sure—make sure they are aware of what we
know about the symptoms that have occurred. As far as we know
right now, the only mitigation factor is to limit your exposure. We
inform people that should they hear or feel a sensation, to move
away as quickly as possible.

We know from our patients who already have been there that the
less exposure the better. We also do pre-deployment screening now
to ascertain hearing, baseline cognitive function. So, should they
report any concern, we are able to measure what they are currently
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at compared to the previous status and get them the health care
they need.

Senator RuB1O. The ranking member.

Senator MENENDEZ. Thank you, Mr. Chairman. Mr. Chairman,
unfortunately I am going to have to go the White House for an im-
migration meeting, so I am going to have a series of questions for
the record. I do have some questions here now, but I was looking
forward to a second round, so I hope those questions will be an-
swered.

Senator MENENDEZ. First, listening to this set of answers, the
times in which we used to have children put their head underneath
their desk during an air raid drill for a nuclear attack comes to
mind. Ridiculous. Move away from a sound that you are hearing.
It is pretty amazing to me.

Let me ask, the Democratic offices of this committee have re-
quested a classified briefing on this issue in early December. To
date that briefing has not taken place. Do you commit to providing
a classified briefing for this committee?

Mr. PALMIERI. Absolutely, Senator.

Senator MENENDEZ. And given the nature of the hearing and the
fact that so much is tied to classified information, do you commit
to accepting and responding to classified questions for the record?

Mr. PALMIERI. Yes, sir.

Senator MENENDEZ. All right. Now, Mr. Palmieri, would it not be
fair to say that in Cuba, either it is the regime who conducted
these attacks, or they have full knowledge of who conducted these
attacks because the state security apparatus in Cuba is one that
has every element of Cuban society and life fully monitored and en-
gaged. Very difficult to believe that if a third country ultimately
engaged in these attacks within Cuba, that the Cuban intelligence
would not know. Is that a fair statement?

Mr. PALMIERI. Yes, sir.

Senator MENENDEZ. All right. So, either it is the Cubans or it is
someone else. Now, under the possibility that it is someone else,
and I think the administration has recognized that one possible ex-
planation for these attacks on U.S. personnel is a third country,
possibly in collaboration with the Cuban government or at least
with its knowledge, or if it was not with its knowledge, they know
who it is, and they have not come forth, as I understand. Is that
a fair statement? Has the Cuban government suggested who this
might be if it is not them?

Mr. PALMIERI. No, not that I am aware of.

Senator MENENDEZ. So, in the theory for a moment that it is a
third country, in December of 2016, around the same time these at-
tacks first started, the Cuban and Russian government signed a
new defense cooperation agreement, including cooperation on a se-
ries of new technologies. And I would like to introduce two press
articles regarding this agreement for the record, Mr. Chairman.

[The information referred to was not available at time of print]

Senator MENENDEZ. Has the State Department raised attacks
against U.S. personnel in Cuba with the Russian government, for
example?
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Mr. PALMIERI. Sir, I think I would—that is a very good question.
I think it would be better to address that issue in a classified set-
ting.

Senator MENENDEZ. Okay. So, if I were to go to a list of other
countries, you are going to give me the same answer.

Mr. PALMIERI. In general, yes, sir.

Senator MENENDEZ. Yes, you are going to give me the same an-
swer.

Mr. PALMIERI. Yes.

Senator MENENDEZ. All right, so I will look forward to that clas-
sified moment. Now, let me ask you—Ilet me ask you this. You have
said that you will not return individuals if, in fact—individuals to
the post if—unless the Cubans can guarantee that these attacks
will not continue. Does that not indicate that you believe that the
govlgrtl)lment has at least some knowledge of control over these at-
tacks?

Mr. PALMIERI. The President and the Secretary have stated that
they do believe the Cuban government has responsibility in this
situation.

Senator MENENDEZ. Dr. Rosenfarb, when was the first time a
diplomat reported symptoms of an attack?

Dr. ROSENFARB. The first symptoms were seen—the first patients
were seen by our health provider in the medical unit in Embassy
Havana in mid-January.

Senator MENENDEZ. Mid-January of?

Dr. ROSENFARB. 2017.

Senator MENENDEZ. Of 2017. Do we know when the Chargé was
first informed of these attacks?

Mr. PALMIERLI. I believe the Chargé alerted these attacks at the—
at the very end of December of 2016.

Senator MENENDEZ. So, we say that some of these attacks took
place in May of 2016, right?

Mr. PALMIERI. There was a cluster of attacks that occurred be-
tween March and mid-April. I do not believe there was an attack
in May. I would have to go back to the timeline.

Senator MENENDEZ. Okay. So, if it is March or mid-April of 2016,
and you

Mr. PALMIERI. I am sorry. Excuse me, Senator. I meant 2017.

Senator MENENDEZ. 2017, okay. So, let me ask you this. Was the
Chargé informed of the severity of the attacks? Was he advised
that the effects of the attack could be permanent?

Mr. PALMIERI. He was informed of the attacks in late—in late
December, sir, of 2016. At that point, I do not believe we knew or
we had information about the severity or the depth of the attacks.

Senator MENENDEZ. When diplomats reported symptoms to the
regional security officer and medical team, why did it take so long
to respond?

Mr. BROWN. Senator, I believe—to try to clarify how—sort of how
this sort of timeline from an investigative standpoint took place, it
was December 30th in 2016 when it was first brought to the atten-
tion of the regional security officer and the front office of the em-
bassy. At that time, it was not clear, you know, what was taking
place, nor were there related severe medical symptoms. They just
simply did not know.
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And at that point, that is when they thought it might be some
form of harassment, and the regional security officer did note it in
a report back to Washington along with other reports it was in. So,
that is when they first sort of had this notice of what was—what
was happening. Then there was this long gap that nothing new
happened.

So, this—you know, this case is sort of amplified by how per-
plexing and knowledge gaps, but they did seize on this early indi-
cator that something odd had happened. And then I believe it was
late—you know, this was considered a form of harassment early on,
and then it was not until early February when new incidents were
reported, there was sort of this moment of we have got something
bigger happening here.

Senator MENENDEZ. Why were diplomats who were affected told
not to share their symptoms or concerns with family members?

Mr. BROWN. I am not aware that that was ever done, sir.

Senator MENENDEZ. Would you review it because I think if you
talk to these individuals, they will tell you that they were told not
to share their symptoms or concerns with family members. Let me
ask you this. When did you first learn that employees were suf-
fering symptoms associated with traumatic brain injury?

Dr. ROSENFARB. We medically evacuated the first patient, I think
it was February 6th, 2017. And like I testified, over the next 2
months, we evacuated 40 more people, but we also had the spe-
cialist from Miami go to Havana and assess more people. As we
saw more and more patients and the specialist was able to do the
evaluations and do the objective assessments, it became—the pat-
tern of injuries became consistent with what I testified as being
most likely a version of traumatic brain injury or concussion. It
was an accumulation of information and findings over that 2
months.

Senator MENENDEZ. Mr. Palmieri, for these employees who were
or are currently being treated, will the Department continue to
cover all their medical care?

Mr. PALMIERI. I would refer that question to the Office of Medical
Services, Senator.

Senator MENENDEZ. Okay, Dr. Rosenfarb can answer it.

Dr. ROSENFARB. We are committed to do everything we can
under existing authorities to provide the care and the—and support
that our employees need.

Senator MENENDEZ. Do those existing authorities suggest that
there are some limitations to the treatment you will give these em-
ployees?

Dr. ROSENFARB. We are—there may be some limitations that
family members over the course—because what happened—people
who are injured—employees injured in the course of duty would be
covered by the worker’s compensation law. Family members would
not be.

Senator MENENDEZ. Well, I would ask you in response to my
questions to give the committee a full sense of what limitations
there are. I do not think that when we send a diplomat abroad who
is attacked by whomever, at the end of the day, that their health
and wellbeing should be limited in terms of our response to them.
I think you want to send a global message to all of our men and
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women abroad that if they are attacked, they will be taken care of
just as we would to any of our veterans. And I consider them in
this respect a veteran of our diplomatic efforts, which are equally
as important. So, I would like to see what limitations there are, if
any, and then work with the chairman and others to see if we can
respond to that.

I have plenty of other questions, but I will look forward to your
answers in writing.

Senator RuB1o. Thank you. Senator Johnson.

Senator JOHNSON. Thank you, Mr. Chairman. I am not sure who
to direct this to, but let me first say I do agree with Mr. Brown
there. This is a pretty perplexing case. Does anybody know how
many different locations this has been perpetrated at?

Mr. BROWN. Senator, I do not have the exact number of locations,
but it was—it was several residences. It was no official facilities,
and there were two hotels, I believe.

Senator JOHNSON. Okay. Are you aware of these types of symp-
toms with any other Cuban nationals or people that were not asso-
ciated with the United States diplomatic corps? Any reports of
something similar to others?

Mr. PALMIERI. Subsequent to the issuance of our travel warning
on or about October 1st of 2017, there have been 18 American cit-
izen reports to the Department’s Bureau of Consular Affairs. That
information has been shared with the investigators.

Senator JOHNSON. Of those—of all the reports, what percentage
approximately is there an audible type of attack as opposed to just
starting to feel ill, or dizzy, or experiencing vertigo? I mean, is
there always associated with it some kind of high-pitched sound or
something?

Mr. PALMIERI. Senator, you are referring to the attacks against
the diplomats. We do not have information about the attacks on in-
dividuals.

Senator JOHNSON. Okay, with the diplomats, I mean, how
many—how often is that? Is it a hundred percent of the time there
is—they hear something or?

Dr. ROSENFARB. The vast majority of the 24 cases reported hear-
ing or feeling some auditory sensation.

Senator JOHNSON. When you say, “feel auditory sensation,” some-
thing you just—feeling a fluttering in your ear or something? Like,
say, the capitation you hear or capitation with the window lowered
in your car, that type of thing?

Dr. ROSENFARB. Right, the descriptions of the sensations vary
quite a bit. Some feel more like a vibration. Some report a loud
sound. The descriptions have varied, though.

Senator JOHNSON. Have we ever set up any kind of monitoring
device in any of those residences?

Mr. BROWN. Yes, sir, we have provided off-the-shelf recording de-
vices that are geared to record high-frequency sounds. We have
successfully recorded some sounds and turned those over to inves-
tigators.

Senator JOHNSON. Okay, that is interesting. When you recorded
those sounds, did people exhibit the symptoms?
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Mr. BROWN. I believe that some of those at least were associated
with individuals who later showed symptoms, but I would defer to
the doctor also to comment on that.

Senator JOHNSON. Dr. Rosenfarb, are you aware of any type of
technology that would cause this?

Dr. ROSENFARB. No, I am not.

Senator JOHNSON. Again, not do you know exactly what caused
this, but are you aware of some kind of auditory type of weapon
that could cause this type of damage?

Dr. ROSENFARB. No, I am not, sir.

Senator JOHNSON. Mr. Palmieri, do you know if the United
States government is aware of any?

Mr. PALMIERI. No, I do not, sir.

Senator JOHNSON. Dr. Rosenfarb, I take Senator Rubio’s descrip-
tion of the ARB and what is required by law, but as a medical doc-
tor, it seems like you hopped on this pretty quick, and we had ex-
perts come in February 2017, literally within a month, month and
a half of when embassy personnel were even made aware of this.
Short of a full-scale ARB, from a medical standpoint, is there any-
thing else—any regrets you have in terms of things you did not do?

Dr. ROSENFARB. No, no regrets, sir. I think it is important to re-
member that when I said, “serious injuries,” at the time the inju-
ries were as serious as any acute injury would be. One thing that
has not become clear and still not certain is what, if any, their
long-term consequences would be. Someone can suffer serious in-
jury, but may improve completely. At that point, you know, they
are able to go on and do not have any health consequences.

Each step of the way, we identified where we had information
gaps. We sought to fill those gaps. We got the best care we could
find for our personnel, and we made decisions based on the infor-
mation we had at each point of the investigation.

Senator JOHNSON. So, you can suffer an injury from an illness,
but at what point do you believe an injury was caused by some
type of attack, or are you still not certain of that?

Dr. ROSENFARB. After our discussion with the panel of academic
experts in July when the panel reviewed other possible expla-
nations, each explanation seemed to have holes in it. And the panel
felt that the one explanation that could probably best explain—was
most likely to explain it was that there was some non-natural inci-
dent that had caused the injuries.

Senator JOHNSON. Yeah, that was in July 2017.

Dr. ROSENFARB. Yes.

Senator JOHNSON. But my final question, how many embassy
personnel have requested relocation, or was that just a decision
made? by the State Department to move people or the medical
corps?

Mr. PALMIERI. There were eight individuals who requested de-
parture from Havana before the Secretary’s decision that moved
the post to an ordered departure status where we removed all but
emergency personnel.

Senator JOHNSON. So, were those requests granted?

Mr. PALMIERI. Yeah, anyone who wanted to depart post was al-
lowed to depart post.

Senator JOHNSON. Okay. Thank you, Mr. Chairman.
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Senator RUBIO. Senator Shaheen?

Senator SHAHEEN. Thank you, Mr. Chairman, and thank you all
for testifying today. I think this committee had a classified briefing
on this issue in October. Mr. Palmieri, you suggested that there
was information that you could only share in a classified briefing.
Is there new information that has come to light since that classi-
fied briefing about what has occurred in these instances?

Mr. PALMIERI. I think it would benefit the committee for us to
come up and do an additional classified briefing. There have been
developments since the October briefing. I know we have tried to
keep the committee informed to the best of our ability, and there
has been—it would be worthwhile, yes, Senator.

Senator SHAHEEN. There is an AP headline, a story from yester-
day, which you all may have seen, which says that the FBI doubts
a sonic attack. And I would just read briefly: “The FBI report,”
which has not been release publicly, “is the clearest sign to date
of the U.S. ruling out the sonic weapon theory.” The report says,
“The FBI tested the hypothesis that air pressure waves via audible
sound, infrasound, or ultrasound could be used to clandestinely
hurt Americans in Cuba and found no evidence.” Do you believe
that this report is accurate that was in the AP story?

Mr. BROWN. Senator, perhaps I could comment. It is an FBI re-
port, and I would hesitate on the FBI findings at this point.

Senator SHAHEEN. Mr. Chairman, did we ask the FBI if they
would come and testify before this committee about this issue?

Senator RUBIO. We did not. The FBI generally will not testify be-
cause of jurisdictional issues with Judiciary.

Senator SHAHEEN. Is there a way for us to get the information
from this FBI report in a classified briefing?

Senator RUBIO. There is, and I think that is one of the things
Senator Menendez was asking about.

Senator SHAHEEN. I think that would be very helpful. Mr.
Brown, how has the Cuban government responded to these attacks,
and have they been cooperative in the investigations?

Mr. BROWN. Senator, I am not—I am not aware that they have
been uncooperative. I know that we have had our own investigative
team that went down in May, and they had no difficulties in at
least entering the country, and certainly working the case in terms
of just the U.S. mission. I am also unaware that the FBI has en-
countered any difficulties in terms of coming in and out of the
country for investigative purposes.

Beyond that, I do know that the Cuban government said they
would also conduct a parallel investigation, so to speak. I under-
stand that the embassy has noted increased security, Cuban secu-
rity presence in our—in our residential areas purportedly in re-
sponse to this issue, but I honestly do not know if that has—is any
legitimate attempt on their part to uncover. But it has been noted
that there is increased security by the Cubans in those residential
areas.

Senator SHAHEEN. Mr. Palmieri, knowing what you know about
the way the Cuban government operates, do you believe that there
could have been deliberate attacks on our personnel without the
Cuban government knowing about it?
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Mr. PALMIERL I find it very difficult to believe that. Cuba is a
security state. The Cuban government in general has a very tight
lid on anything and everything that happens in that country.

Senator SHAHEEN. And have they been more responsive because
we asked them to remove their embassy personnel? Has that pro-
duced any change in their behavior?

Mr. PALMIERI. The Cuban government, since we expelled their
personnel in October, has engaged in a pattern of trying to dis-
credit the theories related to these attacks. I do not think that is
a helpful posture for it to take.

Senator SHAHEEN. Have they actually investigated the attacks
themselves, Mr. Brown?

Mr. BROWN. According to the Cuban authorities, they said that
they were opening a parallel investigation, but beyond that, I am
unaware of what they have done or what they have uncovered. Per-
haps that could be a question posed to FBI investigators.

Senator SHAHEEN. So, we have not—the State Department has
not seen the results of any report that they have done.

Mr. BROWN. Not that I am aware of, no.

Senator SHAHEEN. Given——

Mr. PALMIERI. Senator, if I could clarify that last point.

Senator SHAHEEN. Yeah.

Mr. PALMIERI. We did have a law enforcement dialogue in Sep-
tember where they did share with the Department a document that
they purported to be the results of their preliminary investigation
into this matter.

Senator SHAHEEN. And did it shed any light on or provide any
information that we did not already have?

Mr. BROWN. I have not seen the report, Senator, but I am not
aware that any new information surfaced due to a Cuban investiga-
tion.

Senator SHAHEEN. My time is up, but if I could just ask one more
question, Mr. Chairman. Mr. Palmieri, as someone who has
watched Cuba for some time, given the change in American policy
during the Obama administration to resume a diplomatic relation-
ship with Cuba, and to begin to resume other commercial and other
ties with the country, is there any reason to think it would be in
Cuba’s interest to make deliberate attacks against our embassy
personnel at a time when there was an effort to resume ties with
the country?

Mr. PALMIERI. I am loath to speculate on Cuban government in-
tentions. However, there is a long history and pattern of Cuban
harassment of U.S. diplomats stationed in Havana. It is entirely
possible that they could have escalated that pattern of harassment
and caused these incidents. In whatever case, they are responsible
for the safety and security of U.S. diplomats stationed in Havana
under the Vienna Convention.

Senator SHAHEEN. Right.

b er. PALMIERI. And they have failed to live up to that responsi-
ility.

Senator SHAHEEN. Thank you. Thank you, Mr. Chairman.

Senator RUBIO. Thank you. Senator Udall.

Senator UDALL. Thank you very much, Mr. Chairman. I obvi-
ously care, like you do, very much, and I think all of us here, about
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our personnel overseas, and if they get harmed, and making sure
that they get adequate medical personnel. And, Doctor, you seem
to suggest that they get the care, and that some of the care they—
you were drawing lines. Some may be workmen’s comp. Others
may be that they were not serving in the line of duty, something
along that line. Of the 24 cases, which of those would you say are
workmen’s comp? Were they off duty? Were all of them off duty,
or some of them on duty situations in the hotel, the two hotels and
at the residence?

Dr. ROSENFARB. All 24 are getting the best care available.

Senator UDALL. And you plan to keep that care, the best care
available like you are talking about.

Dr. ROSENFARB. Right. As individuals, they have the option to
seek any care they want. In terms of a worker’s comp issue, that—
in terms of—that determines how that care is paid for. Any U.S.
employee working at an embassy, we consider this an occupational
exposure. Therefore, we are encouraging our personnel and employ-
ees to make a claim with the Department of Labor for worker’s
compensation. The issue on the compensation is it may be won for
any eligible family member who might be affected because they are
not the employee.

Senator UDALL. Yeah, but are you aware of any of these 24 indi-
viduals or additional individuals who are now paying for their med-
ical care because the government will no longer provide it?

Dr. ROSENFARB. Right. So, no one is actually paying for their
medical care right now directly. We have authorities to medically
evacuate personnel, and to be—we seek reimbursement from the
medical insurer, the primary medical insurer first. But we have
committed to providing what we call secondary payer benefits to
personnel who are affected overseas. We have authority to do that
for up to a year, potentially longer, again, primarily for employees,
but we also have benefit—able to do that for a period of time for
family members as well.

Senator UDALL. Yeah.

Dr. ROSENFARB. So, there are no out-of-pocket expenses that are
incurred by any of the employees or family members right now.

Senator UDALL. Okay. Now, Senator Shaheen read the recent AP
story where the FBI concluded that this was not a sonic attack and
basically ruled that out. As you know, the FBI took a number of
trips to Cuba. They interviewed down there. They were very, very
thorough in terms of what they did. And so, them coming out with
this report, which you cannot comment on, would you tell us what
your theories are of what happened? They have ruled that out.
What are your theories of what you think happened?

Mr. BROWN. There has been—you know, when this thing has
been looked at an investigative standpoint, I do not think that sole-
ly the acoustic element has been looked at, you know. From the
very beginning, even going back into late February when we sort
of had that moment of a medical element associated with this, that
it was shared with the interagency community of what possibly
could be, you know, happening in Havana. And though these
events were associated with an acoustic element, they were still
looking at other possibilities.



23

And so, I am not familiar with the FBI. I know this report was
not put out publicly. If

Senator UDALL. But what are your—they have ruled that out.
Have you ruled it out, or do you still have——

Mr. BROWN. Well, I do not know that I would rule it out entirely.
Tfhe acoustic element could be used as a masking, you know, piece
of it.

Senator UDALL. So, on what basis then are you claiming that it
is acoustic?

Mr. BROWN. I am not claiming that it is acoustic. I just know
that there has been an acoustic element associated with the sensa-
tions and the feelings. If the FBI has determined that that is not
the case, which I have not seen this report and I do not think it
has been released publicly, that does not mean that an acoustic ele-
ment could not be part of another type of, you know, style of attack
here. And I do know that other types of attacks are being consid-
ered in connection with this.

Senator UDALL. And what are those?

Mr. BROWN. I think there is viral. There is ultrasound. You
know, there is a range of things that the technical experts are look-
ing at as could this be a possibility.

Senator UDALL. So, when you say “viral,” you are talking about
somebody intentionally implanting a virus.

b er. BrowN. That would not be ruled out. That could be a possi-
ility.

Senator UDALL. And then other—ultrasound you are saying?

Dr. ROSENFARB. Yeah, I have seen sort of the range of what pos-
sibly could be taking place beyond sort of the acoustic element, and
those are some of the things that have been mentioned to be looked
at. And in some cases, they have been ruled out from experts. They
do not know how that could be done in that fashion, so.

Senator UDALL. I see my time is up, Mr. Chairman. I would like
a second round, but

Senator RUBIO. Go ahead now.

Senator UDALL. Okay, no, that is

Senator RUB10. We are all alone here.

Senator UDALL. Okay, we are all alone.

Senator RuB1o. Well, just us and whoever is watching.

Senator UDALL. We may be rejoined

Senator RUBIO. It is 11:10.

Senator UDALL. We may be rejoined. But let me also say that,
you know, I supported President Obama’s efforts to reengage with
Cuba. I believe that President Trump’s decision to walk back some
of those efforts is a major mistake that only harms the Cuban peo-
ple and isolates the United States in the region. Cuba has been
looking to reopen and grow ties with the U.S. and U.S. businesses,
including those in New Mexico, Arizona, Florida, Mississippi, and
with many U.S. citizens who want to travel.

In my trips to Cuba, I have taken a number of trips. The last
one was with several members—Senator Leahy, Senator Cochran.
This was in February 2017, so it was after this was already unfold-
ing down there. I was there with Senator Leahy, Senator Cochran,
Senator Bennet, Representative McGovern. We had a very good
visit and visited with a number of officials, and stayed in hotels
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down there. And we—as far as we can tell for many of the mem-
bers that went along, nothing of this sort happened to us.

But I wonder why, you know, with Cuba, and there seems to be
a huge interest on them wanting to open up and wanting to have
the engagement with our business community, and all of these
things. What would be their motive when the Cuban government
was looking to increase ties with the U.S., Mr. Palmieri or Mr.
Brown?

Mr. PALMIERI. Again, I cannot speculate on what motive the Cu-
bans would have. It is just—it has happened in Havana in their
country, a country which they generally exercise total security con-
trol over. It is incomprehensible to us that they are not aware of
how and who is responsible, and that they cannot take steps to pre-
vent these kinds of attacks from ever happening again.

Senator UDALL. Well, they have said on a number of occasions,
on our trip down there, and the foreign minister has traveled here,
that they did not condone the attacks in any way. They were not
a part of them. They have no knowledge of them. They have been
very forthright, I think, in that respect. The safety of our diplomats
is paramount, and I found it interesting that many U.S. diplomats
disagreed with the departure orders, as did their employee associa-
tion, the American Foreign Service Association, or the AFSA,
whose president, Barbara Stephenson, said at the time, “AFSA’s
view,” and this is a quote from her, “is that America’s diplomats
need to remain on the field and in the game. We have a mission
to do, and it is an important mission.”

And what happened here, what the United States did was very
different than what was done by the Canadians. Canadian dip-
lomats in Havana also reported mysterious ailments, yet Canada
has not reduced its diplomatic presence in Havana or expelled
Cuban diplomats from Ottawa. Why has the U.S. response been so
different than from the Canadian response?

Mr. PALMIERI. Secretary Tillerson, from his first day at the De-
partment, has said that the safety, wellbeing, and health, and secu-
rity of U.S. diplomats overseas are his top priority. It is mine as
well. This decision to go to ordered departure reflects his belief and
his concern and our concern that we had to take this step to protect
our people, and that the Cuban government had to do more to as-
sure us that these attacks would stop.

Senator UDALL. Has any other country in the world done what
we have done and withdrawn all of their diplomats, except a small
emergency force?

Mr. PALMIERI. In Havana?

Senator UDALL. Yes. Yes, in Havana.

Mr. PALMIERI. Not that I am aware. Not that I am aware of, sir.

Senator UDALL. And are you aware that any Canadian dip-
lomats, since all of this has unfolded, have they had additional ail-
ments or additional problems?

Mr. PALMIERI. Sir, the Canadians have withdrawn some of their
personnel, but I think we could go into greater detail in the classi-
fied briefing on that element.

Senator UDALL. Thank you. We look forward to that. The Trump
administration has reversed a variety of steps to improve ties made
by the previous administration. What benefits have we achieved
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from these actions? How has this impacted American businesses as
well as cuentapropistas in Cuba?

Mr. PALMIERI I am sorry. I missed the first part of that question.

Senator UDALL. I said the Trump administration has reversed a
variety of steps to improve ties made by the previous administra-
tion, referring to the Obama administration trying to improve ties,
trying to open up and engage, trying to help the Cuban people, and
we have seen a big growth in the small business community there
in Cuba. And I am just wondering now that this administration
has reversed all of that, what benefits have we achieved from these
actions. Are you aware that the Cuban people are doing better, or
how has this impacted American businesses as well as the
cuentapropistas in New Mexico—in, excuse me, in Cuba?

Mr. PALMIERI. President Trump’s new National Security Presi-
dential Memorandum on Cuba lays out a new policy—you are cor-
rect, Senator—that is designed to not just help the private sector
in Cuba, but to ensure that the Cuban government lives up to its
international commitments on human rights, to allow us to pro-
mote greater freedom on behalf of the Cuban people, and to ensure
that we are enforcing U.S. law with respect to the embargo and a
statutory ban on tourism to Cuba. The measures we have taken are
designed to ensure that any engagement and assistance, private
sector assistance in Cuba benefits the Cuban people and not the re-
gime.

Senator UDALL. Thank you very much, and I hope that what will
occur here is that you will continue to share with us how this pro-
gresses. I mean, this is a very perplexing situation, and I think we
should continue our investigations here in the Congress both in pri-
vate security briefings and those kinds of situations. But I think
we should be careful not to jump to conclusions until we really
know what happened.

Thank you, Mr. Chairman. I really appreciate you calling this
hearing.

Senator RUBIO. Thank you, and if any other members appear, I
will just kind of try to wrap up the loose ends. And I will take off
with—right what Senator Udall said there at the end, and that is
jumping to conclusions. That is why I thought the important part
of this hearing is to kind of lay out the facts, okay? I read this
headline a couple days ago. It said, FBI rules out sonic attacks, and
saw some other things out there about it.

And so, you read that and you could conclude that nothing hap-
pened in essence, you know. I saw at one point the Cuban govern-
ment said that it could be crickets or some insect noise, cicadas?
Is that what they—yeah. I did not even know there were cicadas.
I do not know. We do not have that problem in Miami.

Senator UDALL. We have them in New Mexico.

Senator RuB10. You have them?

Senator UDALL. Yep.

Senator RUBIO. A lot of concussive effects after? No?

Senator UDALL. They drive you crazy.

Senator RuBIO. All right, well, yeah.

[Laughter.]

Senator RuB10. But my point is that you could read that headline
and conclude that that means that nothing happened. That is the
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method by which the attack—there has not been a definitive—we
cannot definitively sit here today and say this is the machine, or
this is the thing they used to cause these injuries, okay? And no
one here has claimed that we know that.

What I think is not in dispute is that there are 24 Americans
who either work for the U.S. government or were there as a de-
pendent of a U.S. government employee, who during their time in
Havana have experienced symptoms that are consistent with what
you would see in mild traumatic brain injury and/or concussion.
That is an established fact that we have talked about today. We
may not know how they came to that point, but we know it hap-
pened to them, and we know it happened to 24 people while they
were working in Havana.

Dr. Rosenfarb, let me ask you. Is there any thought given to the
fact that this is a case of mass hysteria, that a bunch of people are
just being hypochondriacs and making it up?

Dr. ROSENFARB. Well, as you said, Senator, 24 people have had
symptoms and findings consistent with what looks like a mild trau-
matic brain injury. The objective tests that were done were not
ones that could be basically easily faked. There are exact findings
that our experts have determined. That being said, you know, no
etiology, no cause has been fully rolled out, and we are—there are
doctors who are looking at everything. But the findings suggest
that this is not an episode of mass hysteria.

Senator RUBIO. And so, what we know for a fact is that 24 Amer-
icans that were in Havana on—either related to or on government
business for a significant period of time—for a period of time have
come back with these symptoms. That is a fact. So when people are
there reporting about sonic attack ruled out, perhaps the sonic part
of it has been ruled out. But the fact that people, if that is even
trug, by the way. I am not saying—that is just what the headline
said.

But the fact that this has happened, that people have been hurt,
that is established fact. Does anyone on the panel dispute that,
that people have been hurt while working in Havana on behalf of
the U.S. government?

[Nonverbal response.]

Senator RuB1o. Okay. So, then the second question becomes what
is our role here in oversight. And I know we are starting to play
some word games here, but I think this is really important because
this is an oversight committee, okay, and our job is to conduct over-
sight over the Department of State.

Here is what we know. I know what the law says. The law says
in the case of any serious injury related to a U.S. government mis-
sion abroad, the Secretary of State shall convene an accountability
board. It does not say in case of any permanent injury. It says in
the case of any serious injury. And I know given all the attention
being paid to concussions, as an example, because of football and
other things, that concussions are considered serious injury. And I
would say to anyone in the world, if I told you I am going to cause
you to have mild traumatic brain injury, you would think that is
serious whether it is permanent or not. That is what the law says.

We know that these complaints came in by late 2016, that there
were visits to the medical unit in late December of 2016 and
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throughout 2017. We know that they were serious enough that by
mid-February we approached the Cuban government about it. We
know that in the early stages after this occurred, it was the opinion
of both the leadership at the post in Havana and in the supporting
office in Washington that this was likely some form of harassment
by forces hostile to the United States or our presence in Cuba. That
was the assessment made at that time.

We know that in late April or certainly by early May, we had 16
people that we could identify with symptoms, and medically
verifiable clinical findings similar to, as I said earlier, mild trau-
matic brain injury or concussion. We know that by September 29th,
we ordered the departure of non-emergency personnel. All these
things happened, and yet we know that by October, certainly by
November 6th of this year, an ARB was still not up and running.

So, if you just do the math on the calendar, these facts that I just
laid out extrapolated backwards should have led to the appoint-
ment—and I understand it was a transition, and I understand
there was a change in the administration. But we should have had
an accountability review board in place, or some notification given
as to why it is no longer necessary. Of course, since then the deci-
sion has been made.

And where are we, by the way, Mr. Palmieri, in the account-
ability review period? Are we now in the active—has it now—when
was &g stood up? When was the accountability review board acti-
vated?

Mr. PALMIERI. The Secretary took a decision to form an account-
ability review board on December 11th. I believe a congressional
notification will arrive shortly, and that is required before the
Board is actually constituted, Senator.

Senator RUBIO. So, on December 11th. So, okay. Well, I can tell
you that is more than 120 days from all these facts, which I think
leads to the argument that we should have had.

Now, because we do not know how these attacks were conducted,
suffice it to say—let me ask this, Dr. Rosenfarb and Mr. Brown,
and this would never happen. But if someone in the U.S. govern-
ment says we want to cause these symptoms in people, that tech-
nology does not exist. We do not know of that technology. Is that
accurate? We are not aware of a technology that does this. We have
nevef seen a technology anywhere in the world that does this to
people.

Mr. BROWN. That is my understanding, Senator. When going to
the subject matter experts both in government and outside govern-
ment, we have not seen this.

Senator RuB1o. Dr. Rosenfarb, have you ever seen cases of this
outside of an actual blow to the head or something similar?

Dr. ROSENFARB. I have not.

Senator RUBIO. Okay. And that is consistent with everything we
have been told is that—and the reason why I raise that is because
obviously this is a pretty sophisticated thing, okay. This was not
something conducted by, you know, a fly by night operation. What-
ever happened to these people as a result of some sophisticated
technology that, quite frankly, is so sophisticated, we do not under-
stand it. So, it leads you then—so you have a sophisticated attack
of some sort causing these injuries. We do not know who possesses
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that sophisticated material, but we know that it is pretty sophisti-
cated, leading you to believe it is a nation-state, someone who can
afford this kind of thing.

And then it leads you down the road of motivation. And I think
it is fair to say, and I think most members of this committee would
argue as well, and I think many of you would probably share this
view, that whoever did this did this because they wanted there to
be friction between the United States and the Cuban government.
That would be the motivation behind this, someone who wanted to
cause friction between the U.S. and the Cuban government, par-
ticularly if you look at the timing of these attacks, November, De-
cember of 2016, after the election.

So, it makes you start to think who would do this. Someone who
does not like our presence there, and someone who wants there to
be this sort of friction between the U.S. So, who would be moti-
vated to create friction, or who would not be in favor of an in-
creased U.S. presence in Cuba? Well, the first obviously is oppo-
nents of the U.S.-Cuba opening under the Obama administration.
I do not think any credible person on the planet believes that some
group of anti-Castro Cubans conducted these attacks in an elabo-
rate scheme to somehow disrupt the Obama opening, so I do not
even want to spend any time on that unless anyone here thinks
that that is a viable option. I assure you it is not.

The second is a rogue element within the Cuban government
itself. And it is interesting, I was reading this Associated Press re-
port, and it talks about the initial reaction. Now, maybe this is not
accurate, but on September 15th, the Associated Press reported
that, “In a rare face-to-face conversation, Castro told U.S. diplomat,
Jerry DeLaurentis, that he was baffled and he was concerned, and
he denied any responsibility. But U.S. officials were caught off
guard by the way he addressed the matter, devoid of the indignant
“how dare you accuse us” attitude the U.S. had come to expect from
Cuba’s leaders.” It went on to say, “His government did not dispute
that something troubling may have gone down on Cuban soil.” Now
subsequently, that is not the position they have taken, but this is
what the article reports.

This suggests to me that potentially Castro is aware of rogue ele-
ments within his own government that may have been behind this
because, whether you want to call them hard liners or people that
feel—they just do not—they feel like they would be in a stronger
position if this opening had not occurred or this increased U.S.
presence, perhaps people concerned about an increased U.S. pres-
ence in light of the planned transition that theoretically is sup-
posed to take place at some point this year.

So, I am not asking you for anything classified because I do not
think such a thing would be classified. But, Mr. Palmieri, at any
point in time, have we ever seen reports from any of our diplomats
in Cuba that suggest that Raul Castro or anyone around him has
ever said to us it was not us, but it could have been someone with-
in us who did this?

Mr. PALMIERI. If ——

Senator RUBIO. Has Raul Castro ever said to any U.S. diplomat,
I did not do it, but it is possible that some of my guys did it with-
out me knowing about it?
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Mr. PALMIERI. I do not believe that communication has ever oc-
curred.

Senator RUBIO. Is that your answer because it is—you do not
want to discuss something that is not in the proper setting, or is
that just your—you just have never heard it?

Mr. PALMIERI. That is my recollection, that I have never heard
that, but we can check the diplomatic record and see if there was
any exchange like that. I do not believe so.

Senator RUBIO. Okay. And then, the last one that was—then you
say, well, if it was not a rogue element that was in the Castro gov-
ernment, maybe it was a third country. Which third country would
want to disrupt the U.S. presence there, and the logical conclusion
is Russia and Vladimir Putin. During the Cold War, do we have
any documented cases of similar attacks against individuals any-
where in the world?

Mr. BROWN. I am not aware, Senator, of anything similar to this,
no, sir.

Dr. ROSENFARB. I believe in the late 50s and 60s, there were
some evidence that microwave beams or radiation was directed
against the U.S. embassy in Moscow, and I think it stopped in
1975, 1976.

Senator RUBIO. So, there were some microwave attacks against
the U.S. diplomatic presence in Moscow between some point in the
1950s through the mid-1970s.

Dr. ROSENFARB. Senator, I am not knowledgeable enough to say
whether “attacks” or not, but I know they were investigating excess
levels of microwave radiation that people may have been subjected
to back in that timeframe.

Senator RUBIO. Mr. Palmieri, you were asked by, I believe, Sen-
ator Menendez if this had ever been raised with the Russian gov-
ernment, and your answer was you could not answer that in that
setting. Why would a communication to a foreign government, un-
less it contained, you know, sensitive information, be classified? In
essence, is it typical that any sort of communication with a foreign
government, because we are aware that, for example, that we have
addressed this with the Cuban government. Why would the fact or
lack of existence of a communication to the Russian government be
something that we cannot discuss in public?

Mr. PALMIERI. Because of the nature of an interagency discussion
to give the context, to give you the full reply would be required.
And I believe that would be more appropriate in the classified set-
ting.

Senator RUBIO. And then I think the last point that I think is
pretty clear here is that it is important for us not to ascribe to Ha-
vana attributes of New York or Washington, DC. Cuba, by all ac-
counts, is by far the most heavily monitored and surveilled country
in the Western Hemisphere. Does anyone disagree with that as-
sessment?

[No response.]

Senator RUBIO. It is a police state. Does anyone disagree with
the assessment that the City of Havana is the most monitored and
surveilled city within the island of Cuba?

[No response.]



30

Senator RUBIO. Then let me ask you, U.S. government personnel.
If you are an employee of the United States government and you
are going to Havana, what level of monitoring or surveillance
should you expect when you are positioned there? What do we tell
our people when they go just outside of this context? Do they have
free rein to do anything they want, or should they expect that they
are constantly being watched, monitored, and closely kept tabs on?
Mr. Brown, I think that is—probably-

Mr. BROWN. Senator, I do want to go into too much detail in an
unclassified——

Senator RUBIO. Yeah, do not tell me the methods. I just want to
know——

Mr. BROWN. Certainly we prepare our personnel for levels of sur-
veillance and levels of harassment, and movements are certainly
restricted. And movements are anticipated that there will be a
Cuban element monitoring those movements.

Senator RuB10. What other post in the world would you say is
comparable to the level of surveillance, history of harassment that
a U.S. government employee would find in Havana? What other
places in the world have similar attributes?

Mr. BROWN. Senator, I think we are getting close to some classi-
fied areas, and I would hesitate to compare.

Senator RUBIO. I am not asking you, again, for the type of har-
assment or even the type of surveillance. But I think it is—so it
is classified to say

Mr. BROWN. The ranking of the level of counterintelligence is a
classified area.

Senator RUBIO. I am not asking for the ranking. I am just saying
who it compares to. Is it like it is in Montreal or Quebec?

Mr. BROWN. It is not.

Senator RUBIO. Okay. So then, the reason why I am asking this
is because if a U.S.—I think it is safe to conclude that if I am a
U.S. government employee working in the embassy in Havana, the
Cuban government knows where I live and is probably watching
me every single day. The idea that somehow someone could conduct
an attack so sophisticated that we do not even know what it is
without the Cuban government at least knowing about it to one
U.S. government employee, not to mention 24 over a 12-month pe-
riod, is outside the realm of reasonable—it is ridiculous.

I could understand if somebody was mugged on a street corner,
but these are sophisticated attacks, so sophisticated, as I said, that
we cannot even describe how it happened yet to 24 U.S. govern-
ment employees and their dependents in the most heavily mon-
itored city in the most heavily monitored country in the Western
Hemisphere, and among the most heavily monitored in the world,
where U.S. government personnel in particular are watched very
carefully for all of their movements and activities. And the idea
that someone could put together some sort of action against them,
24 of them, and the Cuban government not see it or know about
it, it is just not possible. And so, it leads you to conclude that the
Cuban government either did this or they know who did it, and
they cannot say because whoever did it is either a third-party coun-
try that they cannot take on, or elements within their own regime
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that they do not want to reveal for purposes of not making it ap-
pear to be unstable internally.

And so, I think these are all good conclusions from this hearing
that conclude by saying my admonition at the beginning. I think
it is really unfair for any suggestion that people working on behalf
of the U.S. government were not injured in Havana. Imagine if you
were one of these people who are out there working on our behalf
who are now suffering from these injuries, and reading in a news-
paper somewhere that what happened to you did not happen.

Not only is it demoralizing, I think it is incredibly unfair to
them. We can say that we do not know how it happened. We can
even say we cannot know for sure who did it, but two things we
know for sure: people were hurt, and the Cuban government knows
who did it. They just will not say for some reason. And I think that
is the biggest takeaway from this hearing, other than I remain con-
cerned about the State Department’s unwillingness to stand up the
ARB, the accountability review board, in a timely fashion and in
accordance with the law. And I imagine that will be a topic of fur-
ther discussion down the road.

I think that will conclude my questioning. I do not—seeing no
other members. Did you have anything else, Senator Udall?

Senator UDALL. No, thank you.

Senator RuBro. Well, I want to thank all of you for being here.
I know this is a unique and perplexing subject matter, something
we have not really seen. Senator Menendez has already indicated,
and I think some other members, Senator Flake had to leave. This
is a topic he cares about a lot, but he had to be at the White House
as well as Senator Menendez on an immigration meeting, so they
had to leave. But both of them have indicated they are going to
have extensive questions for the record.

And so, we are going to keep the record open for 48 hours, and
I would ask that their questions be answered in a timely fashion
so that we can close out this hearing and have all that information.
I also ask that my questions that remain unanswered—when was
Secretary Kerry notified, when was President Obama notified, and
whether the Trump Transition was briefed on this topic—also be
taken back for the record. I think these are important questions to
have answers for.

Senator RUBIO. And seeing no other members here and nothing
further, the meeting is adjourned.

[Whereupon, at 11:35 a.m., the hearing was adjourned.]

ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD

RESPONSES OF HON. FRANCISCO L. PALMIERI TO QUESTIONS
SUBMITTED BY SENATOR MARCO RUBIO

Question. Was there an Accountability Review Board during the Obama adminis-
tration? If not, why?

Answer. By law, the Secretary of State must convene an Accountability Review
Board (ARB) to review incidents involving “serious injury, loss of life, or significant
destruction of property at, or related to, a United States government mission
abroad” unless “the Secretary determines that a case clearly involves only causes
unrelated to security.” (22 U.S.C. 4831). Our prior experiences with security inci-
dents resulting in an ARB have been events in which the impacts were immediately
clear, such as the Embassy bombings in Kenya and Tanzania in the late 1990s, or
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the explosion of a vehicle-borne improvised explosive device in Kabul on May 31,
2017 that killed ten local guard contractors.

While the Department became of aware of an increase in some unusual harass-
ment and health complaints in late December 2016, it was not until after the presi-
dential transition in January 2017 that medical officials confirmed the onset of pos-
sibly serious related medical symptoms. This confirmation suggested these incidents
went beyond routine harassment previously experienced by U.S. diplomats in Ha-
vana. As the number of attacks increased and we learned more about the medical
effects, the need to consider convening an ARB became clear. By then, the Trump
administration had taken office.

Question. When President Obama announced the changes to Cuba policy on De-
cember 17, 2014, steps were taken to increase staffing levels at the Embassy—a
structure that had been essentially closed since the 1960s. Housing needs had to
be addressed in very short order for the new personnel. Names were provided to
the Cuban government about U.S. government personnel who would be stationed at
Embassy Havana: What steps were taken when increasing personnel to ensure the
safetyl?of U.S. personnel? Did the Cuban government choose housing for U.S. per-
sonnel?

Answer. As is standard practice around the world, the Regional Security Office
(RSO) conducts briefings for all personnel (permanent, TDY, and dependents) re-
garding threats at post, physical security at residences, and emergency notification/
response. All personnel and dependents are also provided security notices (when rel-
evant), and security directives outlining safe practices and procedures in country.
Under standard diplomatic practice, names of personnel are provided to the host na-
tion, as it is the host nation’s responsibility to ensure the safety of all diplomatic
personnel in their country.

The Embassy’s RSO and Management Officer, in collaboration with the Bureaus
of Diplomatic Security (DS) and Overseas Buildings Operations (OBO), are respon-
sible for outlining and ensuring the implementation of residential security require-
ments are in place before staff are allowed to move in to any property. These enti-
ties work together to locate housing, assess its suitability, and acquire residences.
Part of that process is assessing what upgrades or additional features may be re-
quired in order to meet Overseas Security Policy Board residential standards. Those
upgrades are coordinated between offices at the Embassy, DS, and OBO. The up-
grades or exceptions are in place prior to occupancy. This ensures that the Chief
of Mission acknowledges and accepts any known remaining risk, and that the risk
is mitigated to the greatest extent possible.

Question. When were the health complaints first raised with Secretary Kerry?

Answer. It was not until after the presidential transition in January 2017 that
medical officials confirmed the onset of possibly serious medical symptoms stem-
ming from the incidents in late December 2016, which suggested these incidents
went beyond routine harassment previously experienced by U.S. diplomats in Ha-
vana. Secretary Kerry was therefore not informed of the complaints.

Question. Were the complaints shared with President Obama? If yes, when?

Answer. Embassy Havana first notified staff at the National Security Council of
increased harassment in early January 2017. We would refer you to the White
House and NSC for more information on whether President Obama was made aware
of these reports.

Question. Who decided it was safe to continue to keep the Embassy open?

Answer. The Department of State is constantly reviewing the safety and security
of our embassies abroad. After considering the totality of the situation, on Sep-
tember 29, 2017, Secretary Tillerson determined that the circumstances necessitated
the departure of non-emergency personnel from Embassy Havana and assessed that
the reduction of staff and other mitigation mechanisms put into place allowed for
the embassy to remain open to support American citizens and U.S. diplomatic initia-
tives while investigations were underway.

Question. During the transition, were Trump administration officials read-in to
the situation? If not, why?

Answer. It was not until after the transition that we received medical confirma-
tion of adverse medical effects on our personnel. Once we understood these incidents
were more than harassment and were ongoing, we formally notified Secretary
Tillerson.

Question. As Cuba fails to meet the norms of the OAS Charter, do you believe
that Cuba should participate in the Summit of the Americas?
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Answer. No. The Cuban regime violates the basic human rights of its people, and
we will continue to call attention to its lack of democracy, repression of civil society,
and other abuses, including at the Summit of Americas. Cuba’s failures in these
areas should be addressed, and we should hold Cuba accountable.

As host, the Peruvian government has the prerogative to decide which countries
to invite and it invited Cuba. We are working with Peru to ensure members from
independent Cuban civil society have the opportunity to engage leaders and other
civil society representatives from the region at the Summit, and to ensure the peo-
ple of Cuba, not just its regime, are represented.

RESPONSES OF HON. FRANCISCO L. PALMIERI TO QUESTIONS
SUBMITTED BY SENATOR ROBERT MENENDEZ

Question. You mentioned that Secretary Tillerson decided to form an account-
ability review board on December 11, but the board has not yet been constituted
and Congress will be notified as soon as it is. Nearly a month later, why hasn’t the
board been formed yet? What is causing the delay? When can Congress expect the
notification?

Answer. Following the Secretary’s decision to form an Accountability Review
Board (ARB), the Department canvassed a broad list of individuals with the experi-
ence and skills necessary to serve on this ARB. Assembling the ARB took several
weeks due to the Christmas and New Year holidays, and because the majority of
individuals initially considered for this ARB could not serve due to scheduling con-
flicts. However, the Department has since been able to assemble an ARB with the
right combination of skills to investigate this situation.

The members of the Cuba ARB possess extensive leadership and management ex-
perience at overseas posts, medical and security expertise, and experience with the
intelligence community. The Secretary has approved the ARB members, and we ex-
pect the congressional notification to be released soon.

Question. During the hearing you agreed that Cuba being the police state that it
is clearly has some knowledge of who is performing these attacks and that the
Cuban government’s public attempts to discredit the attacks are extremely
unhelpful, yet we have not taken any measurable steps to demonstrate our outrage
since we expelled 15 diplomats in October. Are we planning any other retaliatory
measures? What will our policy response be to Cuba’s flagrant violation, abrogation,
and mockery of their international obligations?

Answer. Our response to these attacks has been robust and constant. We have
protested these attacks against our diplomats since February 2017 with the Cuban
government and demanded the Cuban government fulfill its obligations under the
Vienna Conventions to take appropriate steps to protect our diplomats in Havana.
We have done so on more than 20 subsequent occasions. In May 2017, we expelled
two diplomats to reflect the number of officials who, at the time, had departed post
because of these attacks. On October 3, 2017, we expelled an additional 15 Cuban
diplomats to underscore the gravity of these attacks and ensure operational equity
in our embassies. We most recently raised these issues with Cuban government offi-
cials on the margins of law enforcement-related technical exchanges in mid-January
2018.

Question. You testified during the hearing that we engaged with the Cuban gov-
ernment over 20 times on the health attacks, but have we discussed the attacks
with any other governments, in particular Russia? Please provide a classified brief-
ing and update if you are not able to answer this question.

Answer. We would be happy to address this question in a classified setting.

Question. Embassy Havana went into Ordered Departure on September 29 and
it is my understanding that the Department can keep an embassy in that status
for up to 180 days. What happens after that? If we are still nowhere closer to under-
ks)‘cand(i)ng how or why our diplomats are being attacked will we close down the em-

assy?

Answer. The total length of departure status may not exceed 180 days. Taking
into account the Authorized Departure status for Hurricane Irma, which preceded
Ordered Departure, the 180-day period ends on March 4, 2018. The Secretary will
continue to review all available security information and will decide on appropriate
staffing levels, after considering factors such as post’s ability to maintain the safety,
security, and free movement of personnel posted to Havana. At that point, the De-
partment will consider appropriate actions, including any adjustments to the staff-
ing posture of Embassy Havana. The embassy’s Emergency Action Committee con-
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tinues to meet regularly to assess the security situation under Ordered Departure
status.

Question. How many American businesses currently have licenses to operate in
Cuba? How many American businesses were granted licenses to operate in Cuba
after the previous administration announced new regulations in 2014? How many
20&“1%9 licenses were finalized or granted between February 2017 and November

Answer. While we work closely with the Department of the Treasury’s Office of
Foreign Assets Control (OFAC) on licensing cases in which there is a U.S. foreign
policy interest, we refer you to OFAC for details on its licenses.

Question. As noted in the hearing, it does not appear the United States has taken
any action to respond to the Cuban government’s abrogation of duty? Expelling two
diplomats and 15 more to achieve parity in Embassy operations is not a counter-
measure. What steps are we taking?

Answer. The safety and security of our diplomats is our top priority. Our response
to these attacks has been robust and constant. We have protested these attacks
against our diplomats since February 2017 with the Cuban government and de-
manded the Cuban government fulfill its obligations under the Vienna Conventions
to take all appropriate steps to protect our diplomats in Havana. We have done so
on more than 20 subsequent occasions. In May 2017, we expelled two diplomats to
reflect the number of officials who, at the time, had departed post because of these
attacks. On October 3, 2017, we expelled an additional 15 Cuban diplomats to un-
derscore the gravity of these attacks and ensure operational equity in our embas-
sies. We most recently raised these issues with Cuban government officials on the
margins of law enforcement-related technical exchanges in mid-January 2018.

We would be happy to discuss steps we are taking with regard to counter-
measures in a classified setting.

RESPONSES OF MR. TODD J. BROWN TO QUESTIONS
SUBMITTED BY SENATOR ROBERT MENENDEZ

Question. It is my understanding that even after employees were medically evacu-
ated from Cuba in February, the Department did not include the attacks or the risk
of attacks in security briefings provided to employees who were either being posted
to Havana or serving in temporary capacities. When exactly did the Department
start including the potential of attacks as part of the standard security briefing for
incoming officers? Why did it take the Department so long to include that informa-
tion in their standard security briefing?

Answer. All U.S. direct hire personnel traveling to Havana are required to receive
a security brief prior to and when they arrive to post. The Bureau of Diplomatic
Security (DS) and Embassy Havana’s Regional Security Office (RSO) actively brief
staff of security concerns, personal security practices, and the embassy’s security re-
sponse to threats personnel might face while in Cuba. The Embassy began briefing
personnel about potentially new aspects of harassment impacting our staff as early
as January 2017. As we developed more information on the medical impacts to our
staff, our briefing incorporated any and all relevant threat information that could
protect our people.

Question. I understand that diplomats who were affected were told not to share
their symptoms or concerns with family members. Why?

Answer. We would be happy to address this question in a classified setting.

Question. Did you activate a trip wire in Embassy Havana? Did Embassy Havana
convene an emergency action committee in response to the attacks? When? How
many times? If so, how did post safety policy change due to the tripwire and EAC
meeting? If not, why not?

Answer. Embassy Havana has convened over a dozen Emergency Action Com-
mittee (EAC) meetings related to these attacks, the first of which was held in April
2017. Post continuously assessed the available facts and refined its response in an
effort to better understand the situation and protect personnel. The Embassy leader-
ship shared information with the community through several town hall meetings,
the first of which was held in March 2017. Beginning in February 2017, Embassy
Havana’s Regional Security Office regularly engaged Department of State security
officials as well as experts within the interagency community to share information
and seek to better understand the threat. Although the cause has not been identi-
fied to date, the Embassy continues to provide a robust briefing to personnel elect-
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ing to serve in Havana, providing instruction on mitigation efforts and how to react
to an event, and immediately deploying emergency security and medical personnel
to attack scenes.

RESPONSES OF DR. CHARLES ROSENFARB TO QUESTIONS
SUBMITTED BY SENATOR ROBERT MENENDEZ

Question. You testified that the first time the medical unit evaluated one of the
victims was in January 2017, but the first reported attack was in November 2016
and the Regional Security Officer and Charge were made aware of the symptoms
in December 2016 according to other testimony. Why did it take so long to provide
medical attention to the victim? What steps exactly did the medical unit take to en-
sure that that patient was receiving the best medical care available? How did the
medical unit decide to which medical facility to refer the victims and did those facili-
ties have the capacity to treat brain injuries? When did you make the decision to
utilize other medical facilities?

Answer. I misspoke. The medical unit first evaluated one of the patients who
noted an unusual acoustic exposure on December 30, 2016. The symptoms the pa-
tient experienced at the time of exposure had resolved by the time the individual
presented to the medical unit. Those initial symptoms described by the patient were
vague and could be attributed to numerous causes. When at least one additional pa-
tient reporting a similar history to the first patient presented to the medical unit
in January, it was determined that further evaluations were needed. The medical
unit in Havana then authorized the affected individuals to undergo government-
funded evaluations by a highly qualified specialist in injuries to the acoustic system
at the University of Miami.

Both Embassy leadership and the medical provider at Embassy Havana contin-
ually encouraged mission personnel to report anything unusual to the medical unit
and to the Regional Security Officer, whether it was an unusual sound or sensation
or unexplained symptoms. All individuals in the Embassy community who reported
symptoms at any time received medical attention as soon as they reported to the
Embassy medical unit, all individuals who desired specialist evaluation, whether or
not they had reported symptoms, were medevaced to Miami for assessment, and a
screening of the general Embassy community was conducted by medical experts in-
cluding from the University of Miami.

After the initial cohort of patients was identified by our University of Miami med-
ical experts, we selected a nationally-known center of excellence in brain injury and
repair, convenient to the Washington metropolitan area, that could fully accommo-
date all future patient referrals, provide the required full spectrum of rehabilitative
services to those affected, and serve as a resource on ancillary occupational health
matters that would enable the patients’ ability to return to work.

Question. You testified that none of the victims were paying for any medical bills,
but conceded that there were some limitations to the medical treatment that would
be covered by workers compensation. In particular, you noted that family members
(some of whom are victims) would not be eligible for workers compensation, what
other coverage limitations exist? Is the State Department also covering other associ-
ated expenses like travel to and from the medical facilities?

Answer. I would defer to my colleagues in the Department of Labor to address
coverage limitations of workers compensation. While existing authorities permit the
Department of State (Department) to pay for the treatment cost for illnesses, inju-
ries, or medical conditions incurred while assigned to a post abroad for eligible gov-
ernment employees and their families, current policies may limit coverage of ex-
penses for long-term follow-up evaluations and later treatment. The Department is
covering the cost of travel to and from medical facilities for its employees and af-
fected family members who are on medical evacuation, including some travel that
had not traditionally been covered under the Department’s medical program.

Question. Given the life-altering implications of these attacks, will the Depart-
ment provide life-time coverage for related health concerns? Even if employees leave
the Department?

Answer. At this time we do not know the long-term implications of these patients’
symptoms and clinical findings given the unknown mechanism of cause. We do
know that people with head injuries sometimes experience long term sequelae. The
Department has not typically funded long term care or medical follow-up for current
or former personnel for work-related illnesses or injuries when workers compensa-
tion benefits are an available remedy. However, this is an unusual circumstance,
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and we are working to ensure that our people receive the care they need for as long
as is necessary. Caring for our personnel remains our highest priority.

RESPONSES OF HON. FRANCISCO L. PALMIERI TO QUESTIONS
SUBMITTED BY SENATOR JEFF FLAKE

Question. There seems to be some confusion as to what, exactly, caused the inci-
dents that have impacted U.S. diplomats as well as reportedly diplomats associated
with the Canada. Those affected have spoken about hearing some kind of sound. Do
U.S. investigators know whether this reported sound was natural or mechanical?

Answer. The exact mechanism responsible for the reported injuries caused to U.S.
and Canadian diplomatic personnel remains unknown.

Question. What has been the nature of U.S. contacts with Cuban officials regard-
ing this matter?

Answer. The Department has raised this issue on more than 20 occasions with
Cuban officials from the highest level to the working level. Department officials
most recently reminded the Cubans of their obligation under the Vienna Convention
to take adequate steps to protect our diplomats on the margins of law enforcement-
related technical exchanges in mid-January 2018.

Question. How have Cuba and the U.S. worked together to further the investiga-
tion into what impacted American personnel?

Answer. The United States is conducting a thorough, ongoing investigation into
the specifics of these attacks. The Cubans have facilitated the travel of U.S. inves-
tigators to the island on four occasions and provided access to the hotels where at-
tacks occurred. The Cubans also provided U.S. investigators with the results of an
ongoing Cuban investigation into the attacks. However, the Cubans have failed to
resolve the case or to provide a guarantee regarding the safety of our personnel.

Question. Cuba has proposed a greater exchange of medical information with the
U.S. and a direct meeting of Cuban and U.S. medical experts. What is the status
of 1t{hé)s proposal? What are the benefits of such a potential meeting? What are the
risks?

Answer. We are still trying to understand this complicated medical issue. Our pa-
tients have received comprehensive medical evaluations and treatment by leading
American medical experts in the field. In late April 2017, a medical summary that
described the early health effects, including symptoms and findings, was provided
to the Ministry of Foreign Affairs by the U.S. Embassy. Similar information was
shared with Ministry of the Interior officials during a May 2017 meeting with the
Embassy medical practitioner and the RSO. In early June 2017, the Embassy pro-
vided a formal response to a Cuban Diplomatic Note that had requested additional
information regarding the medical examination of victims of the attacks.

While a potential meeting with Cuban public health officials could yield informa-
tion regarding similar health issues noted outside the diplomatic community, great-
er sharing of medical findings with the Cuban government would carry significant
risks. The medical privacy of our personnel could be compromised, and information
might unintentionally emerge that could potentially benefit the still-unidentified
perpetrators of these attacks.

Question. Press reports indicate that the FBI has found no evidence to support
the conjecture of impacts to American personnel being caused by “an attack.” Is the
use of the term “attacks,” even without proof or conjecture to substantiate the use
of this term, an attempt to draw attention to Cuba’s responsibilities under Article
29 of the Vienna Convention?

Answer. We would refer any questions regarding the status of the investigation
to the FBI. In light of the harm to affected individuals, the State Department con-
siders these incidents to be attacks against our personnel. Accordingly, we have con-
tinued to press the Cuban government to fulfill its obligations under Article 29 of
the Vienna Conventions to take all appropriate steps to protect accredited foreign
diplomats in its territory. It is the Cuban government’s responsibility to ensure
these attacks come to an end.

Question. The Cuban government claims that it was informed of a March 30 inci-
dent on April 25; a one month delay. On April 6, Cuban authorities indicate they
were informed of an incident that occurred the night before but were allegedly de-
nied access to the premise. How are the State Department and other related inves-
tigative agencies coordinating to ensure these kinds of mishaps do not take place?
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Answer. Post and the Department pass all relevant information immediately to
the Cuban government as soon as it is reported or confirmed through medical diag-
nosis. Any delays in notifications were based on timeliness of reporting by employ-
ees and medical confirmation, which often came well after the initial incident took
place. Embassy Havana’s Regional Security Officer (RSO) and Front Office rein-
forced with employees the need to report incidents immediately. In cases when this
happened, Cubans authorities promptly responded with the RSO to the location of
the incident.

In regards to the April 6 event, the Embassy RSO and Front Office contacted the
Cuban authorities immediately after being notified of a possible event at one of our
properties. Cuban authorities responded to the location in question with 30 people
to the attack site, all were allowed access to the property. The Cubans then con-
ducted a search of the property, to include a video recording of their inspection.

Question. Cuba is on the verge of what could arguably be the most influential
leadership transition in a generation. Given our restriction on personnel related to
the ordered departure, what are the embassy’s current capabilities to monitor and
assess political conditions on the island?

Answer. On September 29, 2017, the Secretary determined the risks associated
with the health attacks required a change in U.S. Embassy Havana’s operating sta-
tus to Ordered Departure (OD). Among the emergency personnel who remain in Ha-
vana is a political-economic officer whose duties include monitoring and assessing
Cuba’s political conditions. While we recognize the change in status to OD nec-
essarily limits our capacity to monitor political conditions, the safety and security
of our people is the overriding priority of the Secretary. It is mine, as well.

Question. What are the embassy’s current capabilities to monitor and assess eco-
nomic conditions on the island?

Answer. On September 29, 2017, the Secretary determined the risks associated
with the health attacks required a change in U.S. Embassy Havana’s operating sta-
tus to Ordered Departure (OD). Among the emergency personnel who remain in Ha-
vana is a political-economic officer whose duties include monitoring and assessing
Cuba’s economic conditions. While we recognize the change in status to OD nec-
essarily limits our capacity to monitor economic conditions, the safety and security
of our people is the overriding priority of the Secretary. It is mine, as well.

Question. Without divulging sources, methods, or current asset, what is the U.S.
government’s current capacity to monitor and assess intelligence-related issues on
the island?

Answer. We would be happy to discuss this in a classified setting.

Question. In your oral testimony, you indicated that after the incidents that have
impacted U.S. diplomats came to light embassy personnel were given the oppor-
tunity to leave Embassy Havana voluntarily. Were there embassy personnel that
opted to stay in Havana?

Answer. Yes, most employees opted to continue working to promote U.S. interests
in Havana after learning about these attacks. Six embassy officers affected by the
incidents left post prior to ordered departure. Regardless of whether they chose to
remain or depart, Department employees are dedicated to serving the country and
promoting U.S. foreign policy abroad, even in difficult circumstances.

In your written testimony, you indicated “[t]hese decisions—both to draw down
our personnel at Embassy Havana and to expel Cuba diplomats did not signal a
change in policy.” While purportedly not a policy change, the reduction in staff is
having an impact on basic embassy functions that are fundamental to a bilateral
relationship. Along those lines:

Question. How many non-immigrant and immigrant visa interviews were con-
ducted each month since the drawdown and monthly in the year prior to the draw-
down?

Answer. Beginning September 29, 2017, the U.S. Embassy in Havana suspended
most routine visa services due to the ordered departure of non-emergency personnel.
Immigrant visas for Cubans are processed at the U.S. Embassy in Bogota, Colombia.
The only nonimmigrant visa applications the U.S. embassy in Havana is able to
process are those for diplomatic or official (category A or G) visas or extremely rare
emergency cases when the applicant has a life-threatening condition requiring treat-
ment in the United States.

Since the drawdown in staff, Embassy Havana has processed the following num-
ber of nonimmigrant (NIV) and immigrant visa (IV) applications by month. The sec-
ond chart contains statistics for the previous 12 months.
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Month NIV v
October 2017 50 2
November 2017 54 2
December 2017 63 0
Month NIV IAY
October 2016 4,308 792
November 2016 4,006 1015
December 2016 5,084 922
January 2017 6,235 769
February 2017 4,210 699
March 2017 4,963 957
April 2017 3,937 914
May 2017 4,000 1,120
June 2017 6,170 973
July 2017 6,261 883
August 2017 6,916 947
September 2017 1,067 223 |

Question. What is the current average wait time for non-immigrant and immi-
grant visa interviews? What is the average wait time each month in the year prior
to the drawdown?

Answer. Due to the unique circumstances of each immigrant visa (IV) case, the
Department does not track average wait times for these visas. The Department is
no longer tracking non-immigrant visa (NIV) wait times at Embassy Havana be-
cause of the change in operating status. In the year preceding the drawdown, the
last reported wait times for NIVs in Havana for each month were as follows: Octo-
ber 2016-117 days, November 2016-124 days, December 2016-98 days, January
2017-97 days, February 2017-98 days, March 2017-99 days, April 2017-113 days,
May 2017-123 days, June 2017-76 days, July 2017-70 days, August 2017-61 days,
September 2017-83 days.

Question. How many cases are currently pending in 221(g) status? How many
were pending in 221(g) status each month in the year prior to the drawdown?

Answer. Embassy Bogota has issued 669 immigrant visas to individuals whose
cases were originally refused under INA 221(g) in Embassy Havana at the time of
the drawdown in services. Embassy Havana is in the process of transferring the re-
maining cases originally refused under INA 221(g) to Embassy Bogota for proc-
essing. There are currently 89 NIV cases at U.S. Embassy Havana that are refused
under INA 221(g). Embassy Havana will continue processing those NIV cases as ap-
propriate.

Question. How many non-immigrant and immigrant visas have been issued on a
monthly basis since the drawdown and were issued each month in the year prior
to the drawdown?

Answer. Since the drawdown in staff, Embassy Havana has issued the following
number of nonimmigrant and immigrant visa applications by month.
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Month NIV v
October 2017 93 5
November 2017 97 24
December 2017 91 0
The following are issuance numbers at Embassy Havana for the 12 months prior to the
drawdown.

Month NIV v
October 2016 823 792
November 2016 983 914
December 2016 1,093 886
January 2016 1,135 788
February 2016 916 686
March 2016 1,228 877
April 2016 1,042 878
May 2017 1,047 899
June 2017 1,666 824
July 2017 1,739 819
August 2017 1,665 842
September 2017 548 159

Question. In what instances have immigrant and non-immigrant visa application
processing been referred to a third country?

Answer. Cuban applicants for nonimmigrant visas may apply at any U.S. embassy
or consulate overseas, but must be physically present in the country at the time of
the application. We have begun transferring immigrant visa applications and sched-
uling immigrant visa interviews for Cuban nationals at the U.S. Embassy in Bogota,
Colombia.

Question. It is my understanding that the current status of ordered withdrawal
for Embassy Havana will come to an end in early March. What factors will be con-
sidered when deciding the subsequent condition and staffing levels of the embassy
in post-order withdrawal status?

Answer. The total length of departure status may not exceed 180 days. Taking
into account the Authorized Departure status for Hurricane Irma, which preceded
Ordered Departure, the 180-day period ends on March 4, 2018. The Secretary will
continue to review all available security information and will make that determina-
tion at the appropriate time, after considering factors such as post’s ability to main-
tain the safety, security, and free movement of personnel posted to Havana. At that
point, the Department will consider appropriate actions, including any adjustments
to the staffing posture of Embassy Havana. The embassy’s Emergency Action Com-
mittee continues to meet regularly to assess the security situation under Ordered
Departure status.

Question. It is my understanding that the expulsion of Cuban diplomats in order
to match staff reductions at Embassy Havana involved the expulsion of specifically
selected and named staff members at the Cuban embassy. Is it the usual practice
in matching staffing levels to delineate specific members of the foreign embassy
staff for removal versus selecting a target staffing level?

Answer. On May 23, 2017, the Secretary of State made the decision to expel two
diplomats assigned to the Cuban Embassy in Washington, DC. On October 3, 2017,
the Secretary of State expelled an additional 15 Cuban diplomats. This was done
to underscore Cuba’s responsibility to protect our diplomats in Havana and the
gravity of the situation, as well as to ensure equity in the impact on operations of
our respective missions. The specific circumstances of this situation led the Sec-
retary to determine this approach as the most appropriate course of action. We
would be happy to provide further information in a classified setting.
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RESPONSES OF MR. ToDD J. BROWN TO QUESTIONS
SUBMITTED BY SENATOR JEFF FLAKE

Question. There seems to be some confusion as to what, exactly, caused the inci-
dents that have impacted U.S. diplomats as well as reportedly diplomats associated
with the Canada. Those affected have spoken about hearing some kind of sound. Do
U.S. investigators know whether this reported sound was natural or mechanical?

Answer. The exact mechanism responsible for the reported injuries caused to U.S.
and Canadian diplomatic personnel remains unknown.

Question. What has been the nature of U.S. contacts with Cuban officials regard-
ing this matter?

Answer. The Department has raised this issue on more than 20 occasions with
Cuban officials from the highest level to the working level. Department officials
most recently reminded the Cubans of their obligation under the Vienna Convention
to take adequate steps to protect our diplomats on the margins of law enforcement-
related technical exchanges in mid-January 2018.

Question. How have Cuba and the U.S. worked together to further the investiga-
tion into what impacted American personnel?

Answer. The United States is conducting a thorough, ongoing investigation into
the specifics of these attacks. The Cubans have facilitated the travel of U.S. inves-
tigators to the island on four occasions and provided access to the hotels where at-
tacks occurred. The Cubans also provided U.S. investigators with the results of an
ongoing Cuban investigation into the attacks. However, the Cubans have failed to
resolve the case or to provide a guarantee regarding the safety of our personnel.

Question. Cuba has proposed a greater exchange of medical information with the
U.S. and a direct meeting of Cuban and U.S. medical experts. What is the status
of this proposal? What are the benefits of such a potential meeting? What are the
risks?

Answer. We are still trying to understand this complicated medical issue. Our pa-
tients have received comprehensive medical evaluations and treatment by leading
American medical experts in the field. In late April 2017, a medical summary that
described the early health effects, including symptoms and findings, was provided
to the Ministry of Foreign Affairs by the U.S. Embassy. Similar information was
shared with Ministry of the Interior officials during a May 2017 meeting with the
Embassy medical practitioner and the RSO. In early June 2017, the Embassy pro-
vided a formal response to a Cuban Diplomatic Note that had requested additional
information regarding the medical examination of victims of the attacks.

While a potential meeting with Cuban public health officials could yield informa-
tion regarding similar health issues noted outside the diplomatic community, great-
er sharing of medical findings with the Cuban government would carry significant
risks. The medical privacy of our personnel could be compromised, and information
might unintentionally emerge that could potentially benefit the still-unidentified
perpetrators of these attacks.

Question. Press reports indicate that the FBI has found no evidence to support
the conjecture of impacts to American personnel being caused by “an attack.” Is the
use of the term “attacks,” even without proof or conjecture to substantiate the use
of this term, an attempt to draw attention to Cuba’s responsibilities under Article
29 of the Vienna Convention?

Answer. We would refer any questions regarding the status of the investigation
to the FBI. In light of the harm to affected individuals, the State Department con-
siders these incidents to be attacks against our personnel. Accordingly, we have con-
tinued to press the Cuban government to fulfill its obligations under Article 29 of
the Vienna Conventions to take all appropriate steps to protect accredited foreign
diplomats in its territory. It is the Cuban government’s responsibility to ensure
these attacks come to an end.

Question. The Cuban government claims that it was informed of a March 30 inci-
dent on April 25; a one month delay. On April 6, Cuban authorities indicate they
were informed of an incident that occurred the night before but were allegedly de-
nied access to the premise. How are the State Department and other related inves-
tigative agencies coordinating to ensure these kinds of mishaps do not take place?

Answer. Post and the Department pass all relevant information immediately to
the Cuban government as soon as it is reported or confirmed through medical diag-
nosis. Any delays in notifications were based on timeliness of reporting by employ-
ees and medical confirmation, which often came well after the initial incident took
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place. Embassy Havana’s Regional Security Officer (RSO) and Front Office rein-
forced with employees the need to report incidents immediately. In cases when this
happened, Cubans authorities promptly responded with the RSO to the location of
the incident.

In regards to the April 6 event, the Embassy RSO and Front Office contacted the
Cuban authorities immediately after being notified of a possible event at one of our
properties. Cuban authorities responded to the location in question with 30 people
to the attack site, all were allowed access to the property. The Cubans then con-
ducted a search of the property, to include a video recording of their inspection.

Question. In response to questions, you said you were not aware of Cuba’s inves-
tigative efforts. Why would the Diplomatic Security Bureau be uninformed about in-
formation developed by Cuba?

Answer. The Department of State engaged the Cubans on several occasions dur-
ing the course of these events, stressing the importance of honoring their commit-
ments to protect all diplomats living and working in their country. To date, the FBI,
with DS’ cooperation, has had significant access to sites and locations within Cuba,
and has been leading the U.S. investigation. The Cuban government has been con-
ducting their own investigation of the events and DS defers to the FBI for updates
on their relationship with Cuba’s investigation. As of now, the Cuban government
hﬁs relayed their continued inability to identify a responsible actor/s or mechanism
of injury.

RESPONSES OF DR. CHARLES ROSENFARB TO QUESTIONS
SUBMITTED BY SENATOR JEFF FLAKE

Question. There seems to be some confusion as to what, exactly, caused the inci-
dents that have impacted U.S. diplomats as well as reportedly diplomats associated
with the Canada. Those affected have spoken about hearing some kind of sound. Do
U.S. investigators know whether this reported sound was natural or mechanical?

Answer. The exact mechanism responsible for the reported injuries caused to U.S.
and Canadian diplomatic personnel remains unknown.

Question. What has been the nature of U.S. contacts with Cuban officials regard-
ing this matter?

Answer. The Department has raised this issue on more than 20 occasions with
Cuban officials from the highest level to the working level. Department officials
most recently reminded the Cubans of their obligation under the Vienna Convention
to take adequate steps to protect our diplomats on the margins of law enforcement-
related technical exchanges in mid-January 2018.

Question. How have Cuba and the U.S. worked together to further the investiga-
tion into what impacted American personnel?

Answer. The United States is conducting a thorough, ongoing investigation into
the specifics of these attacks. The Cubans have facilitated the travel of U.S. inves-
tigators to the island on four occasions and provided access to the hotels where at-
tacks occurred. The Cubans also provided U.S. investigators with the results of an
ongoing Cuban investigation into the attacks. However, the Cubans have failed to
resolve the case or to provide a guarantee regarding the safety of our personnel.

Question. Cuba has proposed a greater exchange of medical information with the
U.S. and a direct meeting of Cuban and U.S. medical experts. What is the status
of 1t{hé)s proposal? What are the benefits of such a potential meeting? What are the
risks?

Answer. We are still trying to understand this complicated medical issue. Our pa-
tients have received comprehensive medical evaluations and treatment by leading
American medical experts in the field. In late April 2017, a medical summary that
described the early health effects, including symptoms and findings, was provided
to the Ministry of Foreign Affairs by the U.S. Embassy. Similar information was
shared with Ministry of the Interior officials during a May 2017 meeting with the
Embassy medical practitioner and the RSO. In early June 2017, the Embassy pro-
vided a formal response to a Cuban Diplomatic Note that had requested additional
information regarding the medical examination of victims of the attacks.

While a potential meeting with Cuban public health officials could yield informa-
tion regarding similar health issues noted outside the diplomatic community, great-
er sharing of medical findings with the Cuban government would carry significant
risks. The medical privacy of our personnel could be compromised, and information
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might unintentionally emerge that could potentially benefit the still-unidentified
perpetrators of these attacks.

Question. Press reports indicate that the FBI has found no evidence to support
the conjecture of impacts to American personnel being caused by “an attack.” Is the
use of the term “attacks,” even without proof or conjecture to substantiate the use
of this term, an attempt to draw attention to Cuba’s responsibilities under Article
29 of the Vienna Convention?

Answer. We would refer any questions regarding the status of the investigation
to the FBI. In light of the harm to affected individuals, the State Department con-
siders these incidents to be attacks against our personnel. Accordingly, we have con-
tinued to press the Cuban government to fulfill its obligations under Article 29 of
the Vienna Conventions to take all appropriate steps to protect accredited foreign
diplomats in its territory. It is the Cuban government’s responsibility to ensure
these attacks come to an end.

Question. The Cuban government claims that it was informed of a March 30 inci-
dent on April 25; a one month delay. On April 6, Cuban authorities indicate they
were informed of an incident that occurred the night before but were allegedly de-
nied access to the premise. How are the State Department and other related inves-
tigative agencies coordinating to ensure these kinds of mishaps do not take place?

Answer. Post and the Department pass all relevant information immediately to
the Cuban government as soon as it is reported or confirmed through medical diag-
nosis. Any delays in notifications were based on timeliness of reporting by employ-
ees and medical confirmation, which often came well after the initial incident took
place. Embassy Havana’s Regional Security Officer (RSO) and Front Office rein-
forced with employees the need to report incidents immediately. In cases when this
happened, Cubans authorities promptly responded with the RSO to the location of
the incident.

In regards to the April 6 event, the Embassy RSO and Front Office contacted the
Cuban authorities immediately after being notified of a possible event at one of our
properties. Cuban authorities responded to the location in question with 30 people
to the attack site, all were allowed access to the property. The Cubans then con-
ducted a search of the property, to include a video recording of their inspection.
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