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Received; read twice and referred to the Committee on Foreign Relations

JUNE (legislative day, JUNg ), 2018
Reported by Mr. CORKER, with an amendment

[Strike out all after the enacting elause and insert the part printed in italic]

AN ACT

To support United States international eyber diplomacy, and
for other purposes.

1 Be it enacted by the Senate and House of Representa-
2 tives of the United Slates of America in Congress assembled,

SECTION 1. SHORT TITLE.
SEC: 2: FINDINGS:
5 Fhe stated sont of the United States Fater-
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14 Buresw of the Department of States wnd
15 (B} the head of the Office from being ele-
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1 SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

2 (@) Srort Titee—This Act may be cited as the
3 “Cyber Diplomacy Aet-of 2018”.
4 () TuBLe or CoNreNTS—The table of contents: for
5 this Actis as follows:
See: 1. Short 1ille; table of coptents.
Sée.. 2. FPindings.
See. 3. Definitions,
Sece. 4. Unifed Stules Tnternutiongd Cyberspace Policy.
See. 5. Depavtinent of Stirde vespousibilities,
Nee 6 utm-;.'u.'f-fa_m.-i r.-gﬂ)e;._'._vpm.‘e cavcitive wrrangentents,
See. 7. Tleviutional stralegy for cyberspuee.
See. 8. il cawntry reports on Josmun vights pitices.
Sec. 8. GAQ veport on-eyber hreals und dutber neisitse,
See. 10, Sense of Congress on mjbrm’mn N’!j sitnielions agains! Nortli Koved and.
eyberseenriby tegisltion 1 Vietwam.
6 SEC. 2. FINDINGS.
7 Congress makes the folloiving findings:
8 (1) The stated goal of the Uniled States I'nder-
9 nationul Strategy for Cyberspace, launched on Meay
10 16, 2011, is to “work internationally to promole an
11 open, mberoperable, secure, and reliable. mformalion
12 and  comimwiications  infrastructire that  supporls
13 indernational frade and cormanerce, strengthens tnter-
14 national security; and foslers free expression and in-
15 novalion . ., -in which norms of responsible behavior
16 guide states” actions, sustain pavinerships, wnd sup-
17 port the mde of lawr in cyberspace”.
18 (2) In its June 24, 2013 veport, the Group of
19 Governmental Erperts on Developments in the Field

20 of Information. and Teleconmunications in the Con-
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texl of Internalionul’ Securily (veferred fo in. this sec-
tion as “GOE”), established by the United Nations
General Assembly, conchided that “State sovereiguly
and the tnternational vovms and principles that flow
Jrom it apply to States’ conduct of [information and
conumundealions  lechnology] ICTrelated  uctivities
and to their jurisdiction over ICT infrastruciure with
[heir territory”.

(3} In January 2015, Ching, Kazokhston,
Kyrgyestan, Russia, Tajikistan, and Uzbekistan pro-
posed a troubling internalional code of conduel for
information securily, which coidi be used as o pretest
Jor restricling political dissent, und includes “curbing
the disseminalbion of information fhat ineites fer-
rovism, separatism or extvemisin or that inflames ha-
tred on ethuide, racial or veligious grounds”,

(1) In ils July 22, 2015 consensus veporl, GGE
fbu‘nd that “novms of responsible Stale behavior ean
vecitce visks to international peqce, securily and sta-
bility™.

(5) On September 25, 2015, the United States
and Chine annownced « commitment that neither
cowntry’s  governanent “will conduct or knowingly
support eyber-enabled thefl of inlellectual property,

ineluding trade secrets or other confidential business
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information, with the intent of providing competitive
advantages to companies or ecommercial sectors”.
(G) At the Anlalya Summat on November 15 and

16, 2015, the Group of 20 Ledders’ communiqué:

(4) affirmed the applicaiility of inter-
nationdl law Lo state belavior in cyberspuace;

(B) called on stales fo vefiain from cyber-
enabled 'ﬁ{ieﬂ‘ of intellectual property for comarer-

ol gain; and

(1) endorsed the view that all states should
abide by norms of responsible behavior.

(7) The March 2076 Departiment of State Inder-
national Cyberspace Policy Stralegy noted that “the
Departiment of State anticipaies « continued increase
and expansion of our eyber-focnsed diplomatic efforts
Jor the foreseeuble future”,

(&) On December 1, 2016, the Cominission on
Enhaineing National Cybersecurity, which was estab-
Hshed within the Departinent of Commerce by Ezecu-
tve Order 13718 (81 Fed, Reg. 7441), recommended

that “the President should appount an Admbassador

Jor Cybeisecurity to lead U.S. engagement with the

international eommunity on cybersecurity stialegies,

standards, and practices”,
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(9) On dpril 11, 2017, the 2017 Group of 7 Dec-

lavation on Responsible: States Behavior in Cyber-

SPACE—

(A) vecoynized “the wrgent necessity of in-
ereased indernational coopeyation 1o promote se-
curity and stability in cyberspace’;

(B) expressed comamitment o “promoting o
stralegic framewoik for conflict evention, co-
operation and stability in cyberspave, consishing
of the recogiition of the applicability of existing
wdernational low to Stale behuvior in cyber-
spuce, the promobion of voluntary, non-binding
norms of  responsible State behavior during
peacetime, and the development und the imple-
mentation of practical cyber confidence building
measiwres (CBMs) between States”: and

(C) reaffirmed that “the same rights that
people have offline must also be protected on-
line™.

(10) In testimony before the Select Commitice on

Inlelligence of the Senate on May 11, 2017, Director
of Nabional Intelligence Dawiel R. Coals idenbified ¢

eyber threat aclors, including—

(1) Russia, for “efforts lo influence e

2016 US election”;
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(B) Ching, for “actively largeting the US
Governmend, s allies, und US componies for
eyber espionage”;

(C) Iran, Jor “leveragfing] cyber espionage,
propaganda, and attacks lo supporl its security
priorities, influence events and foreigpi percep-
tions, and counter threats”:

(D} North  Koreu, Jor  “previoisly
conductfing] cyber-atlacks against US commer-
cial entities—specifically, Sony Pictures Enter-
tavnent dn 20147

(. E) .f(ggr}‘O-?*:i:s-tsj who “use the Internel to o
ganize, 1ecruil, spread propegenda, vaise finds,
collect andelligence, inspire action by followers,
and coordinate operations™: und

(F) criminals, who “wré also developing and
using sophisticated cyber lools for « variety of
purposes inchuling thefl, extortion, and faeilita-
tron qf other-criminal activilies”.

(11) On May 11, 2017, President Dondld J.

Trump issued Execulive Order 13800 (82 Fed. Rey.
22301), entitled “Stiéngthening the Cybersecurity of

Federal Networks und Infrastructize”. which—
g E

(A) (ZeSfaIg-n,a-tes the Secretary oj State to lecd

an interagency effort to develop i engageniend
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strategy for interialional cooperation in cyberse-

curity; and
(B) noles thal “the United Slades is espe-
cially dependent oi a globally secure arid resil-
rent enlernel and must work with allies and
other partners toward maintaining ... the policy
of the execulive branch o promole an open,

interoperable, reliuble, and secwre indernet il

Josters efficiency, innovalion, communication,

and economic prosperity, while respecting pri-

vacy and guarding against disvuption, fruud,
and theft”.

3. DEFINITIONS,

Ini thas Aet:

(1)  APPROPRIATE  CONGRESSIONAL — COMMIT-
TEES.—The term “Gppiopriale congressional commil-
tees” means the Commillee on Foreign Relations of
the Senale and the Comanittée on Foreign Affasirs of
the House of Representqlives,

(2) INFORMATION AND COMMUNICATIONS TRCI-
NOLOGY; ICT~—The ferms “Duformation and commu-
nicationd teelmology™ and “TCT” include hardware,
software, and other products or services primarilyy in-
tended to fulfill or enadle the: Junetion of information

processing and commenication by electronic means,
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wncluding transmassion and display, including via the

Tnternet.

SEC. 4. UNITED STATES INTERNATIONAL CYBERSPACE POL-
ICY.

(@) IN GENERAL—IE is the policy of the United States
to work internationally o promole an apen, interoperable,
refiable, unfetlered, and secure Internet goverined by the
maulti-stakeliolder model, which——

(1) promotes human vights, demogracy, and rule
of e, including freedoin of expression, niiovation,
commuaication, and economic progperily; and

(2) vespects provacy and guards wgainst decep-
tion, fraud, and thefl.

(b) IMPLEMENTATION.—In implementing the policy
deseribed in subseckion (u), the President, in consullation
with outside actors, including prwate sector companies,
nongoverninental orguwizations, securilty. researcliers, and
other- velevant stakeholders, n the coriduet of hilateral and
multilateral velations, shall pursue the following objectives:

(1) (.mef-'éfj?j‘:?f-}:_tig' the. applicability of international
luws and norms lo. the use of ICT.

(2) Reducing and l-i?-i-'n1_}.6';'5:'1_1.'__(; the. risk of escalution
and vetaliation in cyberspace, dumaye o eritica in-

Srastructre, and other walicious ciyber activity that
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impatrs the use and operation of eritical infrastruc-
ture that provides services o the public.

(3). Cooperaling with like-minded demaocrabic
countries thet shave common values and cyberspace
policies wilh the United Stales, including respect for
hawmun rights, democrdacy, and the rule of law, to ad-
vance such values and poligies internidionelly,

(1) Encouraging the résponsible development of

new, tnnovalive technologies and ICT produels that

]

strengthen a secure Indernel architecture thal is acces

i
[

sthle to all.

[a—
[

(5) Securing and implementing commatments on

—
a2

responsible country behavior in  eyberspace Dused

k.
-

upon uccepled norms, including the following:

—
W

(4) Cowntries should nol conduet, or know-

SN

ingly support, cyber-enabled thefl of intellectual

—
~]

property, including trade secrels or ollier con-

J—
o0

Sidential business information, with the sntent of

e

providing competilive advantages lo companies
20 01 conumercial sectors.

21 (B) Countvies should take @l appropyiate
22 and reasonable efforts to keep their terrilories
23 clear of -@7;zte??,i’io-iz(.f,lly wrongfil acts using 1CTs

24 in violation of international commitments.
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(C) Countries should not conduct or know-
ingly support ICT activity that, contrary o
wnternational luw, intentionally damages or oth-
erwise pmapairs the se and operation of eviticil
frastructure providing services 1o the public,
and should take appropridte imeusures lo protect
thewr eritical infrasbructire from TCT threats.

(D) Countries showld not conduct o1 know-
tngly support malicious international activity
that, contrary lo international law, harins the
information systems of authovized emergency ve-
sponse teams (also known as “computer emer-
geney response teams” or “cybersecurity incident
response tearns”) of another tountry or aulhorize
eimergency response tewns to engage in malicious
tternational activity.

(E) Countries showld vespond fo wppro-
priate vequests for assistance to mitigale mali-
cious ICT activity emanating from their terri-
tory. witd aimed ot the critical: snfrastructre of
unolther coundyy.

(F) Cownitries showld nol restrict cross-bor-
der data ﬁ'o.ws or vequire locul storuge or proc-

essing of dala.
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1 (@) Countrics should protect the exereise of

Pwman vighls and fundamentul freedoms on e

Inteinet and conunit lo. the principle that the

human vights that people have offline should also

2

3

4

5 be protected online.

6 (6) ddvancing, encowraging, und supporting the

7 development and adoplion of internationally recoy-

8 nized technical standards dind best practices.

Q SEC. 5. DEPARTMENT OF STATE RESPONSIBILITIES.

10 («) OrpicE oF CYBERSPACE AND THE DIGITAL BCON-
11 oay.—=Section 1 of the State Depurtment Busie Authorities
12 Act of 1956 (29 U.S.C. 2651d) s amended—
13 (1) by vedesignating subsection (g) as subsection
14 (h); und
15 (2) by inserting after subsection (f) the beZ_U'_Z,L’?:Hg."
16 “(9) OFFICE OF CYBERSPACE AND TIIE DIGITAL ECON-
17 ony—

18 “(1) IN GENERAL—There is established, within
19 the Department of Stale, an Office of Cyberspace and
20 the Digital BEconomy (referred to in this subsection as
21 the ‘Office’). The head of the Office shall huve the vank
22 and status of anbassador and shall be appointed biy
23 the President, by and with the aduvice and consent of
24 the Sendate.

25 ““2) DUTIRS —
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“(A) IN GENERAL.

The head of the Office
ers as the Secretary of State shall prescribe, in-
cluding -i--m..pZeem@nting-‘ the policy of the United
States described in section 4 of the Cyber Diplo-
macy Aet of 2018,

“(B) DUTIES DESCRIBED.—The principal

dulies and responsibilitics of the head of the Of-

fice shall be

“(1) to.serve as the principal eyber pol-
icy official within the senior management of
the Departinend of State and as the adiisor
to the Secretary of State for eyber issues;

“Cii) to leud the Department of Stale’s
diplomatic eyberspace efforts, including ef-
Jovts veluting lo international cybersecurity,
Internet  aeccess, Internet ﬁ'eedo'n"z,, digital
ceonainy, eybercrimie, detervence and inter-
national rvesponses to cyber Hweats, and
other issues that the Secretary assigns to the
Office;

“(itd) to promote an open, interoper-
able, reliable, wnfettered, and secure infor-
mation wid commaications technology in-

Srastructure globally;
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“(iv) to vepresent the Secrelury of
State in interagency efforts to develop and
advance the policy deseribed in section 4 of
the Cyber Diplomacy Act of 3018;

“(v) to coordinale cyberspace efforts
and other relevunt functions, mcluding
countering lerrovists’ wuse of eyberspace,
within the Department of State and with
other components of the United States Gon-
crivment;.

“Cei) fo act as a laison o _p-'ub?-??c i
private sector enlitias on relevant cyber-
space issues;

“ vit) to lead United States Govern-

ment ¢fforts to establish a global deterrence

Sframeivork;

Cii s

stry-specific strategies to mfluence adver-

sary decisionmaling through the imposition

of tosts and delerrence stralegies; |

i) to advise the Secretary and co-
ordinate wilh foreign governments on exler-
nal  vesponses 1o national-secirity-level
eyber incidents, z}n:c-.l--'a.z._di-ng coordination on

diplomalie vesponuse efforts lo support allies
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threalened by malicious cyber activity, in
confunction with members of the North Al-
lantic. Trealy Organizalion and other like-
minded countries;

“(x) 1o promole the adoplion of nu-
'i';zfoqa.a'l- processes und programs thal enable
threal delection, prevention, and response to
malicious eyber activily 8?')_'i._(.'(-Tl'-_f.".ﬁ-_l’--falirg Sfrom
the tevritory of a foreign cowntry, including
as such activity velates to the Uniled States”
Ewropean allies, us appropriate;

“(ri) o promote the building of foreign
capacity to protect the global netiork with
the goud of enabling like-minded purticipa-
tion in delerrence frameworks;

“Ce) Lo promole the maintenance of
an. open and interoperable Tuternet gov-
érned. _-D?y the mulli-stakeholder model, in-
stead of by centralized government control;

“(riti) to promote an Hdernational
requlatory  environment for technology in-
vestmenls and. the Internet that benefils
{nited States economie and national secu-

rity inlerests;
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“lav) lo promote cross-border flow of
data and eombal nternalional miliatives
seeling to  impose unreasonable yequire-
ments on Undled Stat és Businesses;

“(xv) to promote international policies
to protect the integrity of Uniled States and
inlernational — lelecommunications  infra-
structuze. from forvign-based, cyber-énabled
thieats;

“(avi) to seree as the inleragency coor-
dinator for the United Slates Government

on engagement with foreign governments on

cyberspuce and  digital economy issues us

deseribed in the Cyber Diplomacy det of

2018;

“Omi) o promote wnilernalional poli-
cies o secure radio frequency spectrum Sor
Uniited Stales businesses and national secu-
rily needs;

“loviti) lo promote and prolect the ex-
ercise of human rights, including fieedom of
speech wnd religion, through the Iiternet;

“lwir) to build capavity of Uwited

States  diplomatic  officials to engage.  on.

cyher issues;
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“loe) to encowrage the development and
adoption by foreign countries of inter
-na:t—ioa::r_uﬂy recogrivzed  standards, policies,
and. best practices; dand
“(rxi) to promole and advance inter-
nadional policies that prolect individuals’
private data.

“3) QUALIFICATIONS.—The head of the Office

should be an individual of demonstrated competency
i the fields of—
“(A) eybersecurity and other velevant cyber
issues; and
“UB) international diplomacy.

“4) ORGANIZATIONAL PLACEMEN —During the
4-year period begining on the dale of the endctment
of the Cyber Diplomacy Act of 2018, the head of the
Office shull veport to the Under Secretary. for Polil-
ical Affairs ov to an ojﬁc-fial holding a Tigher position
than the Under Secvetary for Political Affwirs in the
Departiment of State. After the conclusion of sueh pe-
riod, the head of the Office shall report to an appro-
priate Under Setrelary or lo an official holding o
higher position than Under Secrelar,

“(5) RULE OF CONSTRUCTION.—Nothing in this

subsection may be construed to preclude—
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“(A) the Office from being elevated to a Bu-
vean within the Dé?)(‘.c-i:*ﬁ-mﬁ"r_1._5' of State; or
“(B) the head of the Office from being ele-
valed to an Assistant Secretary, i such an As-
sistant Seeretary postlion does nol increase the
number of Assistant Secretavy positions al (he
Department above the munber authorized wnder
sithsection (¢)(1).”,

(b) SENSE OF CONGRESS.—IL is the sense of Congress
that the Office of Cyberspace and the Digital Economy es-
tablished wnder section 1(g) of the Siate Department Buiic
Aulhorities Act of 1956, us added by subseclion (a), should
be « Bureau of the Depariment of State headed by an As-
sistant Secretary, subject to the rule of construction speci-
Jied in paragraph (5)(B) of such seetion 1(g).

(¢) UNITED NATIONS.—The Permanent Representative
of the United Stales to the United Nations should use the
voice, vole, mid influence of the United Stales to oppose Yy
measuge thal is inconsistent with the policy described in
seclion 4,

SEC. 6. INTERNATIONAL CYBERSPACE EXECUTIVE AR-
RANGEMENTS,

(@) IN GENERAL—The President is encouraged fo

- enter indo executive arrangements with foreign governments

that support the policy deseribed i section 4,
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(b) TRANSMISSION TO C(ONGRESS.—Section 1120 of

title 1, United States Code, 1s wmended—

(1) -insubsection () by striking “International
Relations” and insérting *‘F(}i‘éiﬁyn Affaars”;

(2) in subsection (e)(2)(B), by adding at the end
the following:

“titt) A Dbilaterdd or -mulbiluteral  cyberspace
dgreement.”’;

(3) by redesignuting subsection (f) as subsection
(g); and

(4) by inserting «fter subsection (&) the following:

“(f) With vespect to any bilateral o mudtilateral eyber-

13 space agreement under subsection (e)(2)(B}(iti) and the in-

14 formation required to.be transmitied to Congress under sub-

15 section (a), or wilth respect to any @rrangeinent that seelks
H , o

16 to secure commitinents on résponsible country behavior-in

17 eyberspace consislent with section 4(B)(5) of the Cyber Di-

18 ‘plomacy Act of 2018, the Secvetary of State shall provide

19 an explanction-of such arrangement, including—

21
22
23

“(1) the purpose of such arrongement;

“(2) how such wrrangement is consistent with the
policy described iw section 4 of such Act; and

“(3) how such arrangement will be vinple-

ménted.”.
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(¢) SrarUs REPORT.—During the 5-year period iin-
mediately followwing the bransivittal to Congress of an agree-
menl  described in section 112b(e)(2)(B)(iii) of kitle 1,

Uhiited States '()’_od'e, as added by subsection (b}(2), or wniil

such agreement has been discontinued, if discontinned with-

i & ears, the President shall—

(1) notify the appropriale congressional cominit-
tees if another country fuils to meet the commilinenis
contained i such agreement; and.

(2) deseribe the sleps that the United Slates has
tuken or plans lo take to enswre that all such conmil -

ments are filfilled.

(d) BXISTING EXECUTIVE ARRANGEMENTS.—Nol litei
than 180 days afler the date of llie enactment of this Aed,
the Secrelary of State shall brief the appropriate congres-
stonal commiltees regurding w vy executive bilateral or mul-
tdateral cyberspace arrangement in effect before the date
of enactment of this Aet, including—
(1) the avrangement announced belween the
United States and Japan on. April 25, 2014;
(2 ) e arrangement  gnnounced belween the
Ungled Stutes and the United Kingdom on January
16, 2015;
(3} the arrangemend announcedl belween he.

United States and China on Seplember 25, 2015,
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(4} e
United States
(5) the
Uniled Stutes
(6). the
Uniled Stales
(7) the
United States
(8) lhe
Uniled States
(9) the
United Stutes

(10} the

United States

(11) the

Uited Stales

8.L.C,
42

arrangement annownced between the
and Kovea on October 16, 2015;
arrangement  gnnounced. between  the
and-Australia on Janaugry 19, 2016;
arrangement  announced belween the
and India on June 7, 2016;
arrangement  announced Detween he
e xil'-;-'ge-n_iﬁiam on April 27, 2017
arrangement  apnounced bebween. {he
and Kenga on June 22, 2017;
arvangement announced bebween {he
ard Israel on June 26, 2017
arrangement announced. befween the.
and France on February 9, 2018;
wrrangeinent annownced belween  the

and Byazil on May 14, 2018; and

(12) awy other similar bilateral or multilateral

ariangement aniwounced before sich date of enacl-

ment.

(a) STEATEGY REQUIRED.

SEC. 7. INTERNATIONAL STRATEGY FOR CYBERSPACE.

Not later than 1 wyear

22 afler the dale of the enactment of this Ack the President,

23 acting through the Secrvetary of State, and in coordindation

24 with the hieads of other velevont Federal departments and

25 agencies, shall develop « stralegy relating to Uniled States
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1 engagement wilhe foreign governments on international

[

norms with respect o vesponsible state behavior in cyber-
space.
(b) ELEMENTS—The strategy required under sub-
section (@) shall include the following:
(1) A veview of actions and activities wndertaken
to support the policy described in section 4.
(2) A plan of action to guide the diplomacy of

the Department of State with vegard lo foreign coun-

[

tries, inchiding—

[y

(4) conducting bilateral and wmullilateral

—
ta

aetivities Lo develop norms of responsible couniry

f—

behavior dn cyberspace consistent with. the objec-

f—
N

tives wider seetion 4(b)(5); and

]

(B) reviewing the slalus of existing efforls

=
o

we relevant wmultilateral fora, us appropriate, io

[y
~J

oblain. commiitments on indernational noims in

!.—"
o0

cyberspace.

—
O

(3) A review of allernative. concepls with regeard

S
=

to internalionad norms in eyberspace offered by for-
1 /i Y.

2
i

eign countries.

I~
(%)

(1) A detailed description of new and evolving

1D
03

threals in cyberspace from foreign advérsavies, state-
24 sponsoved actors, and privale actors to—

25 (A) United States national security;
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(B) Federal wnd private seclor cyberspace
infrastructure of the United Stales;
(C) intellectual property in the United
States; and
(D) the privacy of eitizens of the Unilted
States.
(5) A review of policy lools. wvailable to the
President o deler and de-escalale tensions with for-

etgn countiies, state-sponsored actors, and private ac-

tors regarding threats in cyberspace, the degree to

which such tools have been wused, and whether siuch
tools have been effective deterrents:

(6) A review of resources required to eondiel wi-
bvities to build vesponsible noriis of  international
eyber behavior.

(7) A plan of action, developed in consiltation
with velevant Fedeval departments wnd agencies as
the President may direct, to guide te diplomacy af
the Department of Stale with regurd to ticlusion of
c:.yb'eq-‘ -'i.:_.S'_S'?.t-eS- w mudual defense agreements. |
(c) FORM OF STRATEGY.—

(1) PUBLIC AVAILABILITY—The strateqy re-
quived wnder subsection (a) shall be available to the
public in unclassified form, including thiowgh publi-

calion in the Federal Register:
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(2) CLASSIFIED ANNEX.—The stralegy vequired
wnder subsection (@) muwy include o clussified ARRCE,
consistent with United States national security inter-
ests, if the Secretary of Stute determines (hal such

annex is-appropriale.

(d) BRIEFING~—Nol later than 30 days after the com-

pletion of the strategy required under subsection (a), the

Secretary of State shall brief the uppropriate congressional

commitices on the strategy, including any material con-

taitned in o classified annez.

(e) UPDATES,—The strategy requived under subsection
() shall e updated—

(1) not laler than 90 days after uny material
change to United States policy described in such
strategy; and

(2) not luter than 1 year after the induguration
af each new President.

(f) PREEXISTING REQUIREMENT —The Recommendu-
twons to the President on Protecting Awerican Cyber Inler-

ests through Indernational Engagement, prepuared by the Of

Jice of the Coordinator for Cyber Issues on Muay 31, 2018,

prrsuant to section 3(¢) of Breculive Order 13800 (82 Fed.

Reg. 22891), shall be deemed fo salisfy the requirement

wnder subsection ().
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8. ANNUAL COUNTRY REPORTS ON HUMAN RIGHTS
PRACTICES.

Section 116 -of the Foreign Assistance Act of 1961 (22

US.C. 2151n) is ameiided by adding at the end the. fol-

dowing:

“th)(1) The report vequired wunder subsection (d) shull

include an assessiment of freedom of expression wilh respect
to electronie information in each foreign cowndry that in-

cludes the following:

“td) An assessmient of the extent to which gov-
erinont authorities in the country inappropriately
altempt to filter, censor, ov otherwvise block or remove
nonviolent expression of political or religious opinion
01 belief through the Internel, incliding electronic
matl, and a deseription of the means by which such.
authorities allempt to inappropriglely block or re-
1nove such expression.

“(B) An ussessment of the extent lo which gov-
ernment anthorities in the coun try have persecuted or
olherwise puaished, arlitiarily and withoul due proc-
ess, an tndividual or group for the nonviolent expres-
ston qf political, religious, or ideological opinion or.
belief through the Internet, including electronic. mail,

“C) An assessinent of the extent to which go-
eriment: awthorities in the country have sought, inap-

propriately and iwith malictous ntent, to collect, ve-
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quest, obtain, or disclose avithoul due process person-
ally identifiable information of o person n connee-
tion with that person’s nonviolent expression of polit-
ical, veligious, or ideological opinion or belief includ-
ing expression that would be prolecled by the Inter-
netional Covenant on Civil and Political Rights,
adopted at New York December 16, 1966, dnd énlered
into force Mareh 23, 1976, as interpreted by ihe

Uniled States.

“D) An assessment of the extent lo which wire
11 communications and electionic commnicalions are
12 monitored without due process and in conbravention
13 to United States policy witli respect lo the principles
14 of privacy, hwman rights, demoeracy, and ule of law.
15 “(2) In compiling daile and making assessments under
16 paragraph (1), United States diplomatic personnel should
17 consull with relevant entities, including human Pights ovga-
18 nazdations, the private sector, the governments of like-minded
19 countries, technology and Internet companies, and other ap-
20 propriate nongovernniental organizations or entities.

21 “(3) In this subseclion—

22 “(A) the term ‘electronic communication’ hus the
23 meanring given the term in section 2510 of title 18,

24 Ufn.{i ted Stales Code;
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“(B) the lerm Diternet’ has the meaning given
the term in section 231(e)(3) of the Cominwricaltions
Act of 1954 (47 U.8.C. 231(e)(53));

“C) the term ‘personally identifiable informa-
tion’ means dala dn a form that identifies a par-
ticulur person; and

“D) the term “wive communicalion’ hus he
ineaniiy '.g'iv(a;iz: the terim an section 2510 of tille 18,
United States Code.”.

9. GAO REPORT ON CYBER THREATS AND DATA MIS-
USE.

Not later than 1 year after the date of the encctment

13 of this Act, the Complroller General of the Uniled Staies

14 shall subinil a report and provide o brefing to the appro-

15 priale congiessional committees that inchides

16
17
18
19
20

21

—

(1) a deseription of the primury threats 1o the
personal dnformation of United Slates citizens from
3‘1}?i’ﬁ'ef-}'*i3:&-'{'7;101L.(LZ actors withan the eyberspace domain;

(2) an assessiment of the erlent to which Chidled
Stales diplomatic processes and other dfb';-’és with for-
eign countries, including through multilateral fora,
bilateral  engagements, and negotiated cyberspace
agreements, strengthen the prolections of United

States citizens’ personal Dnformation;



MDM18782 S
49

1 (3) an assessment of the Depurtment of State’s

b2

report in response. Lo Bxecutive Order 13800 (82 Fed.
Reg. 22391), which documents an engagement stral-
eqy foir indernational cooperation i eybersecurily and
the extent to which (his strategy dddresses protections
of United Stutes citizens’ persongl information;

(4) recommendations for United Stales policy-
makers on methods o properly address and strength-

en the protections of Uniled. Stales cifizens’ personid

- BN B R = RV T A

.

inforimation from misuse by international actors; and

i
b

(5) any other matters deemed velevant by the

b

Comptroller General.

p—
12

SEC. 10.. SENSE OF CONGRESS ON CYBERSECURITY SANC-

I~

TIONS AGAINST NORTH KOREA AND CYBER-

—
w

SECURITY LEGISLATION IN VIETNAM,

o

Il is the sense of Congress that—

p—
~3

(1) the President should designate all entilies

=
o0

that knowingly engage in significant aclivities wider-

pte]

mining cybersecurily through the use of conmpitter net-

2
=

works or systems againsl foveign persons, GOVET-

[\
—

ments, or other entities on behalf of the Government

)
k3

of North Korea, consistent wilth section 209(h) of the
23 North Kovea Sanctions wid Policy Enhancement Act

24 of 2016 (22 U.8.C. 9329());
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(2) the cybersecurity legislation approved by the
National Assembly of Vietiasn on Jivie 12, 2018—

) may not be consistent with inter-
national trade standords; and

(B) may endanger the privacy of cilizens of
Vied L md
(3) the Government of Vielnam should—

(4) delay the tmplementation of the legisla-
tion veferred Lo in paragraph (2); and

(B) work with the United States and other
countries to enswre thal. such law meets all vel-

evant inlernational standaads.



