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THE UNITED STATES, THE RUSSIAN
FEDERATION AND THE CHALLENGES AHEAD

THURSDAY, FEBRUARY 9, 2017

U.S. SENATE,
COMMITTEE ON FOREIGN RELATIONS,
Washington, DC.

The committee met, pursuant to notice, at 9:59 a.m., in room
SD-419, Dirksen Senate Office Building, Hon. Bob Corker, chair-
man of the committee, presiding.

Present: Senators Corker [presiding], Rubio, Johnson, Gardner,
Young, Barrasso, Isakson, Portman, Paul, Cardin, Menendez, Sha-
heen, Coons, Udall, Murphy, Kaine, Markey, Merkley, and Booker.

OPENING STATEMENT OF HON. BOB CORKER,
U.S. SENATOR FROM TENNESSEE

ghe CHAIRMAN. The Foreign Relations Committee will come to
order.

Since November of last year, this committee has tried to get wit-
nesses from the prior administration to testify about a wide range
of issues currently challenging the United States-Russian relation-
ship. While the Obama administration did make officials available
for classified briefings, they would not allow anyone to speak pub-
licly about the strategic issues driving this relationship.

By the way, that is not a criticism. It is an observation. And I
know they wanted to get everybody on the same page relative to
things that led up to the election.

But the point is, it has taken us a while to actually have a Rus-
sia hearing, and we are glad to be able to do that today.

At the same time, the Trump administration continues the proc-
ess of nominating its own people and establishing its own prior-
ities, so not a lot of people in the Trump administration to testify
today either.

This committee turns to the expertise of previous government
servants with deep knowledge of Russia. And I am going to wel-
come you properly in a moment, but I just wanted to say thank you
so much for being here today.

Specifically, we have asked them here to discuss the overall state
of our bilateral relationship and the elements of a successful strat-
egy to defend American interests.

Russia possesses not only the second most powerful military in
the world—behind the United States in everything except nuclear
weapons—but also a seat at the United Nations Security Council,
where their veto can complicate much of what we try to do in the
world.
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Just to amplify and say that the U.N. Security Council was set
up to create stability around the world, and those permanent mem-
bers were put there because they were seen as a stabilizing force.
Now Russia is a member of this, and obviously will continue to be,
and has very much become a destabilizing force and has kept us
from doing things around the world in unison that should be done.

So today, we must discuss the broad spectrum of issues that our
country has with the Russian Federation and its behavior in recent
years.

As we have heard multiple times in this room, Russia violated
the Budapest Memorandum when it invaded Ukraine, where it con-
tinues to occupy stolen land and enable combat operations that kill
innocent civilians. Just another report out recently regarding what
is happening in eastern Ukraine, the depravity that people are
dealing with there, again, solely by the Russians supporting the
rebels there.

I appreciated the comments last week of our new Ambassador to
the United Nations, Nikki Haley, who strongly condemned Russia’s
role in the recent escalation of violence in eastern Ukraine and in-
sisted U.S. sanctions over Crimea would remain in place. And I
would note communications staff in the White House verified that
that was the administration’s position.

As the New York Times reported in October of last year, Russia
has also developed ground-launched cruise missiles, GLCMs, as we
call them, that violate the Intermediate Nuclear Forces Treaty, giv-
ing them a serious military advantage at the expense of inter-
national law.

And at some point, you wonder what the purpose is of a treaty
that we know—that we know—Russia has violated and, in essence,
in some ways is abrogating.

And as we have seen on our own televisions and smartphones,
Russia has joined the Syrian civil war on the side of the Assad re-
gime, participating in the destruction of hospitals and schools, and
targeting civilians. The resulting instability contributed to the mi-
gration crisis and terror threat that has gripped Europe.

I know General Breedlove has been there seven times since his
retirement in May. Not much of a retirement, I might add. But I
know you will be able to shed light on that.

These are only a few examples of ways in which Russian actions
directly conflict with American interests. The entire list is longer,
including the deployment of Russian forces into Georgia and
Moldova; unprecedented efforts to interfere in our elections; and
the increasingly hostile approach that the Russian Government has
taken to silence opposition politicians, a free and independent
press, and civil society in general.

The sudden hospitalization of pro-democracy advocate Vladimir
Kara-Murza, who testified here not long ago, who continues to fight
for his life, stands as a stark reminder of the risks borne by Rus-
sians when they speak out against an increasingly autocratic re-
gime.

Similarly, the Russian courts’ treatment of Alexei Navalny begs
questions about the democratic process under Putin.

How we deal with Russia is going to be one of the major projects
for Secretary of State Rex Tillerson and is something for which he
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is ideally suited, given his deep relationships and understanding of
the geostrategic issues at play. Secretary Tillerson knows the dan-
gers posed by Russia and the importance of restoring a credible
U.S. deterrent so Moscow can no longer exploit what it perceives
as American weakness.

With that, I look forward to hearing from our witnesses about
how to address these problems in a way that moves our approach
to Russia in the right direction.

Again, thank you. And I will turn to our distinguished ranking
member and my friend, Ben Cardin.

STATEMENT OF HON. BENJAMIN L. CARDIN,
U.S. SENATOR FROM MARYLAND

Senator CARDIN. Thank you, Mr. Chairman.

I welcome both of our witnesses today. We are, indeed, very for-
tunate to have you participate in this discussion. We have two peo-
ple who are very knowledgeable in U.S.-Russian relations.

And, Mr. Chairman, I want start by thanking you. There is no
person in the United States Senate that is more protective of the
role of the Senate Foreign Relations Committee than our chairman,
Chairman Corker. And I very much appreciate that. It is one of the
reasons why I think people want to serve on this committee, be-
cause they recognize that our chairman will preserve the impor-
tance of this committee in the Senate and in this country.

And the chairman is absolutely correct. After the attack on our
country by Russia, and our election system, there was a strong de-
sire to hold hearings. Senator Shaheen was one of the leaders to
suggest that there needs to be greater congressional involvement
and awareness of what Russia was trying to do to the United
States.

We were caught in transition. We had an administration that
was leaving and an administration that was starting up, and it was
not possible to hold meaningful meetings of our committee in an ef-
fort to carry out our responsibility.

So I very much appreciate this hearing as we start our discussion
on how the United States needs to deal with Russia. And from the
point of view of the Senate Foreign Relations Committee, what can
we do in regards to use of our diplomacy?

We are the committee that authorizes force. We have a lot at
stake as to how we can protect our country against the actions that
Russia has taken, and how we can also try to change the equation.
How can we change the equation from Russia’s point of view, as
they show aggression?

It is not just the attack on our country—we know that—on the
free election. But we also worry what they may do in the future,
not only in the United States but in Western Europe.

It is also what they continue to do in Ukraine. The chairman
pointed out they violated the Budapest Memorandum, the Minsk
agreements. And they have invaded Ukraine. They occupy Crimea
today. And they are still interfering in the eastern part of Ukraine.

And then we see what they are doing in Syria. We just got a re-
port from Amnesty International about 13,000 people who were ex-
ecuted in a prison north of Damascus. These are war crimes—war
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crimes. And they are assisted and carried out because of the sup-
port of Russia to the Assad regime in Syria.

All those issues beg for us to be engaged as to how we can
change Russia’s calculations, because we know where there is a
void, they are going to fill it in a way that is contrary to the inter-
ests of our national security. So we need to remain strong.

Mr. Chairman, I very much agree that this committee needs to
be engaged. I have, as you know, filed for an independent commis-
sion, like the 9/11 commission. I think that should be done also, be-
cause that is an independent, full-time commission that can look at
what happened to our country and help us prepare. But I strongly
support the efforts that we are doing here.

I want to say just one word that concerned me, with President
Trump trying to drive a moral equivalency between the murderous
conduct by Mr. Putin and activities in our own country. There is
no equivalency whatsoever, and I think that did a disservice to the
service men and women who have really defended our country and
our democratic values, and I needed to say something.

I was pleased to see Ambassador Haley’s comments, supported
by the White House, that the sanctions in Russia will remain. They
need to remain, in my view, until Russia complies with the Hel-
sinki commitments and withdraws from Crimea, and interference
with Ukraine, and they live up to all the terms in the Minsk agree-
ments. So I was pleased to see that.

Yesterday, Senator Graham and I, along with other members,
filed the Russian Sanction Review Act. It is patterned after the bill,
Mr. Chairman, that you and I and Senator Menendez and others,
Senator Kaine and others, worked on to have a review of the Iran
nuclear agreement. It is patterned very similar to that, so that be-
fore the President would consider changing the sanction regime in
Russia, he would give Congress an opportunity—and the American
people—to understand the policy, before that could go into effect.
It is bipartisan, and that is the way I think we should operate.

I have also filed with Senator McCain—and joined by members
of this committee, Senators Rubio, Portman, Gardner, Menendez,
Shaheen, and Murphy—a bill that would strengthen our ability to
use sanctions against Russia because of these conducts.

I think all of that is important.

Washington needs to send a signal of resolve. Otherwise, Moscow
will continue to interfere in our democratic process and those of our
allies. It will continue to violate the sovereignty of its neighbors.
It will push until it is stopped.

Mr. Chairman, I want to close with a quote from Kara-Murza,
the person who we have talked about in recent days. He is a coura-
geous democratic activist in Russia who was poisoned in 2015. He
asserts that the government attacked him for his activism.

Last week, we received word that he once again was in a coma
as a result, we believe, of another effort to poison him. I just want
to say one word of encouragement. We have heard today that he
is coming out of that coma. That is good news. But he is still very,
very seriously ill.

This is what he said when he testified before our committee, sat
where our two witnesses are sitting today, but he sat there on June
the 7th of last year, and this is his quote: “Our friends in the West
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often ask how they can be helpful to the cause of human rights and
democracy in Russia. And the answer is very simple. Please stay
true to your values. We are not asking for your support. It is our
task to fight for democracy and the rule of law in our country. The
only thing we ask from Western leaders is that they stop sup-
porting Mr. Putin by treating him as a respectable and worthy
partner, and by allowing Mr. Putin’s cronies to use Western coun-
tries as havens for their looted wealth.”

I pray that Mr. Kara-Murza will recover. I pray that he will con-
tinue to be allowed to participate in the Russian society. I pray
that the Russian people will have a government that is reflective
of the greatness of them as individuals. And I think we can play
a role in this committee.

I look forward to our hearing.

The CHAIRMAN. Well, thank you for those comments. And I just
want to reiterate something you said. I see no moral equivalence—
none—between ourselves and the actions that Russia has taken.

And I agree with you. Those comments, to me, do not reflect cer-
tainly most members of the United States Senate. I would say all,
but I think at least most. And I could not agree more.

Secondly, I thank you for efforts legislatively. I have talked a lit-
tle bit with General Breedlove prior to coming in. And having spent
some time with Tillerson, understanding the route he is planning
to take to ratchet back what Russia is doing, I want to spend a lit-
tle time making sure that what we do to strengthen his hand is
appropriate.

And I think you are going to see a very different type of activity
towards Russia personally than we have seen. This is not to be pej-
orative, but, let us say one more time, I mean, Russia and Putin
took advantage of what they saw to be weakness. And I think what
we all want to do is show strength, but we want to do so in con-
junction with activities that we think can have a degree of flexi-
bility, but move ahead together in a much stronger way.

So again, thank you for that.

With that, our first witness is Retired General Philip M.
Breedlove, distinguished professor at the Sam Nunn School at the
Georgia Institute of Technology and board director at the Atlantic
Council. General Breedlove previously served as former NATO Su-
preme Allied Commander in Europe and former commander of U.S.
European Command. We have all spent a lot of time with him in
Europe and here, and we thank him for his incredible service to
our Nation, which is continuing as we speak.

Our second witness today is Ms. Julianne Smith, who has been
before us in the past, a senior fellow and director at the Strategy
and Statecraft Program at the Center for New American Strategy.

We thank you again for being with us. I think both of you know
you can summarize your comments, which would be appreciated, in
about 5 minutes. Without objection, your written testimony will be
entered into the record.

Again, thank you for being here on this most important day with
this hearing. Thank you.

And if you could just begin, General Breedlove, we would appre-
ciate it.
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STATEMENT OF GENERAL PHILIP M. BREEDLOVE, USAF (RET.)
DISTINGUISHED PROFESSOR, SAM NUNN SCHOOL, GEORGIA
INSTITUTE OF TECHNOLOGY; BOARD DIRECTOR, ATLANTIC
COUNCIL; FORMER NATO SUPREME ALLIED COMMANDER
EUROPE; FORMER COMMANDER, U.S. EUROPEAN COMMAND;
WASHINGTON, DC

General BREEDLOVE. Chairman Corker, Ranking Member
Cardin, thank you for this invitation to testify before the United
States Senate Committee on Foreign Relations. It is really an
honor to be here.

We are here to discuss an urgent topic, and you have both led
in well to it, and that is U.S. policy towards Russia.

Not surprisingly, at the start of a new administration, there is
much talk about a new effort to reach out to Moscow and to start
a dialogue. This was true at the start of George W. Bush’s adminis-
tration and President Obama’s.

Given the current difficulties in U.S.-Russia relations, this inter-
est makes a good deal of sense to me. Russia is, as you have men-
tioned, a great power. They have a proud history. They have the
largest country in terms of territory, and they are a player in influ-
ence in Europe, East Asia, and the Middle East.

Russia possesses the world’s second most powerful military, as
you pointed out, Mr. Chairman, a nuclear arsenal comparable to
ours, and conventional forces that are easily the most powerful in
Europe.

While its economy is stagnant and hit hard by the low prices of
oil and natural gas, it is still the 12th largest, in dollar terms.

We cannot simply dismiss Russia. I think we would do that at
our peril.

It makes great sense for our government to have meaningful dis-
cussions and meetings with Russia. We have much to discuss with
the Kremlin. But first, we would like to make sure that our rela-
tionship does not deteriorate further.

For me, the most urgent matter concerns Moscow’s current prac-
tice in flying warplanes dangerously close and without their tran-
sponders on, and to the incursions between our aircraft and their
ships. Such incidents risk fatal accidents and even a clash between
the U.S. and Russia. We need to reestablish substantive commu-
nication between our two militaries in order to avoid such incidents
and, when they occur, to move towards de-confliction.

In our initial communication and/or cooperation, if it is success-
ful, then more senior dialogue might be warranted. Maybe a sum-
mit would permit us to see if there is a basis for cooperation on
a number of global issues of possible interest to both of us.

That should start with a subject that has been at the heart of
relations between Washington and Moscow for over half a century,
and that is nuclear disarmament. This area has been dormant
since the first Obama administration.

Equally important, especially for President Trump, is potential
joint action against the Daesh or Islamic State of Iraq and the Le-
vant, ISIL.

The problem here is that, thus far, Moscow’s extensive military
operation in Syria has devoted little attention to the extremists. It
has, instead, been directed against the weak moderates who we
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support and, lately, as it works with Ankara, against the Kurds.
And its indiscriminate bombing against civilian populations has
fueled refugee flows, exacerbating the refugee crisis in Europe.

Moscow’s principal objective in Syria is to shore up the weak, yet
savage, Assad regime. If we backed off active opposition to Assad,
a serious concession to Mr. Putin, is Moscow really willing to part-
ner in Syria and beyond?

Another area to explore is Iran. Moscow has been an active part-
ner of Iran in Syria. As we saw recently, Iran even provided Rus-
sian warplanes a base for a brief period of time. Yet, at the same
time, it worked with us and others in persuading Tehran to sign
the agreement on its nuclear program.

The Trump administration has indicated that it wants to take a
second look and improve the terms of that agreement. Is Moscow
willing to partner? Or does it prefer good relations with Tehran at
the expense of stability in the Persian Gulf?

This is by no means a complete list. Space exploration and coun-
ternarcotics are among the other areas we could possibly cooperate.
But all these issues point to the important business we can do
when U.S. and Russian interests overlap.

We must not, however, be naive. There are a number of critical
areas where Moscow is challenging U.S. interests, including our
vital interests. As the Supreme Allied Commander in Europe, I had
a ringside seat for 3 years of watching Moscow do just that.

President Putin has made clear that he wants to upend the post-
Cold War order established in Europe. He and senior Russian offi-
cials have justified aggression in Ukraine by claiming a right to
protect ethnic Russians and Russian speakers there, and they have
said that this principle applies elsewhere.

Their goal is to weaken NATO, the European Union, and the
transatlantic relationship.

The peace that we established in Europe in 1945, and that we
reinforced at the end of the Cold War in 1989, has been the basis
of the unprecedented security and prosperity that we have enjoyed
for the past 25 years. It put an end to the unbridled great power
rivalries that gave us World Wars I and II, the most destructive
wars in human history.

We have a vital interest in maintaining a strong NATO and a
vibrant Europe.

Over the past 9 years, the Kremlin has committed multiple acts
of aggression: in Georgia in 2008; in Crimea in early 2014; and,
since then, an ongoing, not-so-covert war in Ukraine’s east. It has
agreed to two ceasefires, Minsk I and II, and violated each repeat-
edly.

And Moscow has intimated by actions and statements that, if it
succeeds in Ukraine, there will be future targets. These targets
may include our NATO allies Estonia and Latvia where ethnic Rus-
sians comprise 25 percent of the population.

We have a vital interest in stopping Moscow’s revanchist policies
before they move to other countries and especially our NATO allies
in the Baltics. While we conduct a dialogue with Moscow, we need
to strengthen NATOQO’s presence in the Baltic States and other East-
ern members of the alliance.
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The Trump administration should endorse the decisions taken at
the Warsaw NATO summit last summer to do just that. It should
reaffirm our Article 5 commitment to defend each NATO member
under threat, and it should take the lead in enhancing NATO capa-
bilities to deal with hybrid war.

To underscore our commitment to the alliance, it would make
sense for the President to meet first with his NATO colleagues be-
fore seeing President Putin.

The administration, which understands the value of negotiating
from strength, should adopt a position of forward defense in deal-
ing with the Kremlin challenge to NATO. It should fully support
Ukraine against Kremlin aggression.

The Obama administration was reluctant to provide Ukraine
with the defensive weapons necessary to better defend itself. The
new term should to relook at that. It is also essential to provide
Moscow no free passes in the war on Ukraine.

Our and Europe’s economic sanctions, which cost the Russian
economy in 2015, were imposed as an incentive for Moscow to meet
its Minsk commitments and withdraw from Ukraine’s east, and as
a deterrence against additional aggression. It would be a sign of
weakness to ease those sanctions for anything less than Moscow’s
full compliance with Minsk.

The more trouble the Kremlin has conducting its war in Ukraine,
the less likely it is to cause trouble for us with our eastern NATO
partners.

We must also ramp up substantially our cyber defense to with-
stand the nasty operations that the Kremlin has been conducting
against us and others. We also need to consider how we can re-
spond to future cyberattacks in ways maybe not public that dis-
courage them from continuing.

So in closing, sir, a dialogue with Moscow is possible, as is co-
operation on certain important issues. But we should not be fooled
by that prospect to surrender either our principles or our interests.
We should enter that conversation with good faith and respect, but
also from a position of strength. That is the way to achieve agree-
ments that serve our interests and that last.

Thank you, sir.

[The prepared statement of General Breedlove follows:]

THE PREPARED STATEMENT OF GENERAL PHILIP M. BREEDLOVE

Chairman Corker, Ranking Member Cardin, thank you for this invitation to tes-
tify before the United States Senate Committee on Foreign Relations (SFRC). It is
an honor to be here. We are here to discuss an urgent topic: U.S. policy toward Rus-
sia.

Not surprisingly, at the start of a new administration there is much talk about
a new effort to reach out to Moscow and to start a dialogue. This was true at the
start of George W. Bush’s administration and Barack Obama’s.

Given the current difficulties in U.S.-Russian relations, this interest makes a good
deal of sense. Russia is a great power with a proud history, the world’s largest coun-
try in terms of territory, and a player of influence in Europe, East Asia and the
Middle East. Russia possesses the world’s second most powerful military: a nuclear
arsenal comparable to ours and conventional forces that are easily the most power-
ful in Europe. While its economy is stagnant and hit hard by the low prices of oil
and natural gas, it is still the 12th largest in dollar terms. We cannot simply dis-
miss Russia as a declining and regional power. We would do that at our peril.

It makes great sense for our government to have meaningful discussions and
meetings with Russia this year. We have much to discuss with the Kremlin. First
we would like to make sure that our relationship does not deteriorate further. The
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most urgent matter concerns Moscow’s current practice of flying warplanes dan-
gerously close, and at times without their transponders on, to American and other
NATO planes and ships. Such incidents risk fatal accidents and even a clash be-
tween the U.S. and Russia. We need to re-establish substantive communication be-
tween our two militaries in order to avoid such incidents, and when they occur, to
move toward de-confliction.

If our initial communication and/or cooperation is successful then more senior dia-
log may be warranted. A summit would permit us to see if there is a basis for co-
operation on a number of global issues of possible interest to both of us. That should
start with a subject that has been at the heart of relations between Washington and
Moscow for over half a century: nuclear disarmament. This area has been dormant
since the first Obama administration. Equally important, especially for President
Trump, is potential joint action against the Islamic State of Iraq and the Levant
(ISIL) and other Salafi extremists.

The problem here is that thus far Moscow’s extensive military operation in Syria
has devoted little attention to these extremists. It has instead been directed against
the weak moderates whom we support and lately, as it works with Ankara, against
the Kurds. And its indiscriminate bombing against civilian populations has fueled
refugee flows, exacerbating the refugee crisis in Europe. Moscow’s principal objective
in Syria is to shore up the weak, yet savage, Assad regime. If we back off active
opposition to Assad—a serious concession to Mr. Putin—is Moscow willing to be a
real partner in Syria and beyond against Islamic extremists?

Another area to explore 1s Iran. Moscow has been an active partner of Iran in
Syria. As we saw recently, Iran even provided Russian warplanes a base for a brief
period of time; yet at the same time it worked with us and others in persuading
Tehran to sign the agreement on its nuclear program. The Trump administration
has indicated that it wants to take a second look and improve the terms of that
agreement. Is Moscow willing to partner on this? Or does it prefer good relations
with Tehran at the expense of stability in the Persian Gulf?

This is by no means a complete list—space exploration and counter-narcotics are
among the other areas where we can cooperate. But all these issues point to the
important business we can do when U.S. and Russian interests overlap.

We must not, however, be naive. There are a number of critical areas where Mos-
cow is challenging U.S. interests, including vital ones. As the Supreme Allied Com-
n}llander in Europe, I had a ringside seat for three years watching Moscow do just
that.

President Putin has made clear that he wants to upend the post-Cold War order
established in Europe. He and senior Russian officials have justified aggression in
Ukraine by claiming a right to protect ethnic Russians and Russian speakers there;
and they have said that this principle applies elsewhere. Their goal is to weaken
NATO, the European Union, and the Transatlantic relationship.

The peace that we established in Europe in 1945, and that we reinforced at the
end of the Cold War in 1989, has been the basis of the unprecedented security and
prosperity that we have enjoyed for the past twenty-five years. It put an end to the
unbridled great power rivalries that gave us World Wars I and II, the most destruc-
tive wars in human history. We have a vital interest in maintaining a strong NATO
and vibrant Europe.

Over the past nine years, the Kremlin has committed multiple acts of aggression:
in Georgia in 2008; in Crimea in early 2014; and since then an ongoing not-so-covert
war in Ukraine’s East. It has agreed to two ceasefires—Minsk I and II—and vio-
lated each repeatedly.

And Moscow has intimated, by actions and statements that if it succeeds in
Ukraine, there will be future targets. Those targets may include our NATO allies,
Estonia and Latvia, where ethnic Russians comprise 25 percent of the population.

We have a vital interest in stopping Moscow’s revanchist policies before they move
to other countries, and especially our NATO allies in the Baltics. While we conduct
a dialogue with Moscow, we need to strengthen NATO’s presence in the Baltic
states and other eastern members of the Alliance. The Trump administration should
endorse the decisions taken at the Warsaw NATO summit last summer to do just
that. It should reaffirm our Article 5 commitment to defend each NATO member
under threat; and it should take the lead in enhancing NATO capacities to deal with
hybrid war—the appearance of disguised Russian agents or little green men—in Al-
lied countries.

To underscore our commitment to the Alliance, it would make sense for the Presi-
dent to meet first with his NATO colleagues before seeing President Putin.

And the Trump administration, which understands the value of negotiating from
strength, should adopt a position of forward defense in dealing with the Kremlin
challenge to NATO. It should fully support Ukraine against Kremlin aggression.



10

The Obama administration was reluctant to provide Ukraine with the defensive
weapons necessary to better defend itself. The new team can do better than that.

It is also essential to provide Moscow no free passes in its war on Ukraine. Our
and Europe’s economic sanctions—which cost the Russian economy 1-1.5 of GDP in
2015—were imposed as an incentive for Moscow to meet its Minsk commitments
and withdraw from Ukraine’s East, and as a deterrence against additional aggres-
sion. It would be a sign of weakness to ease those sanctions for anything less than
Moscow’s full compliance with Minsk. The more trouble the Kremlin has conducting
its war in Ukraine, the less likely it is to cause trouble for us with our eastern
NATO partners.

We must also ramp up substantially our cyber defenses to withstand the nasty
operations that the Kremlin has been conducting against us and others. We also
need to consider how we can respond to future cyber-attacks in ways—perhaps not
public—that discourage them from continuing such practices. Doing that might per-
suade them to enter a serious dialogue on avoiding cyber confrontations.

A dialogue with Moscow is possible, as is cooperation on certain important issues.
But we should not be fooled by that prospect to surrender either our principles or
our interests. We should enter that conversation with good faith and respect, but
also from a position of strength. That is the way to achieve agreements that serve
our interests, and that last.

The CHAIRMAN. Thank you.
Ms. Smith?

STATEMENT OF JULIANNE SMITH, SENIOR FELLOW AND DI-
RECTOR, STRATEGY AND STATECRAFT PROGRAM, CENTER
FOR NEW AMERICAN STRATEGY, WASHINGTON, DC

Ms. SmiTH. Chairman Corker, Ranking Member Cardin, and
members of the committee, thank you for the opportunity to testify
this morning on Russia.

Let me just start by saying that the U.S.-Russia relationship is
fraught with more tension today than at any point since the end
of the Cold War. Russia is engaged in a sophisticated and long-
term strategy to undermine the rules-based order that we spent 70-
some years creating and reforming with our European allies.

As the general noted, Russia is doing everything it can to under-
mine our democratic institutions. It is trying to divide Europe from
within. It is trying to divide Europe from the United States. And
it is trying to create spheres of influence.

Because of these efforts, because of what Russia is trying to do
to undermine our interests, I think the role that Congress plays is
more important than ever. And so I am very grateful for this oppor-
tunity.

Russia is using a variety of tactics and means to achieve its ob-
jectives, and I want to cite just a couple this morning as some ex-
amples.

First, Russia is redrawing Europe’s borders as it did in 2014 by
invading Ukraine. Russia, as the general also noted, continually
uses its modernized and formidable military forces to intimidate
and threaten our European allies. They regularly fly into European
airspace with their transponders off and show up in their terri-
torial waters.

Russia is also weaponizing stolen information that it obtains
through hacking, as we saw it do in our elections last fall. And it
is interfering in the political processes of our European allies, as
it is doing right now with the French elections that will take place
in May.

Russia spends a significant amount of money on its vast network
of propaganda outlets. The Russia Today office in Washington
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alone has a $400 million budget, and there are now more YouTube
subscribers to Russia Today than any other broadcaster, including
the BBC, which has a significant global reach.

And according to our own intelligence community, Russia is one
of the most sophisticated actors in cyberspace. As you all know, it
has penetrated the computer systems at the White House, at the
State Department, and U.S. critical infrastructure. It is doing that
to our allies in Europe as well.

So what have we done about this in recent years, particularly in
light of what Russia did in Ukraine in 2014? We have done a num-
ber of things. We have worked to create new tools with our Euro-
pean allies. We have worked to isolate Russia. We kicked Russia
out of the G8, returning that forum to the G7. We have reassured
our European allies by putting more posture in Europe and pro-
viding them with more resources. We imposed sanctions. And we,
of course, have supported Ukraine.

But despite all of that, Russia continues with its aggressive be-
havior in its immediate neighborhood and beyond. And at home, as
Senator Cardin noted, it is curtailing the press. It is weakening
civil society and suppressing the opposition.

We are now at a point where the new administration is weighing
its options and looking at how we carry forward with the U.S.-Rus-
sia relationship. And as the administration looks at that relation-
ship and determines the way forward, I would make five brief rec-
ommendations.

First, make any change in U.S. policy conditional on Russian be-
havior. Put the onus on Russia. Do not give away anything for free.

Two, be very wary, as the general noted, of aligning with Russia
in Syria. They have very little to offer.

Three, do not do anything without consulting our European allies
first. To the extent that we want to engage with the Russians, we
should do so in consultation with our closest allies.

Four, as Senator Cardin also noted, let us get to the bottom of
what Russia did in our election through a bipartisan commission
to prevent and deter these types of attempts in the future.

And, lastly, I would suggest that the administration work with
Congress to address the threat of Russia’s very aggressive cyber be-
havior.

I do not want to leave you with the impression this morning that
I do not support engaging with Russia. I do. And I think there have
been many points in our history where we have engaged Russia,
and it has served both our interests. We did so during the Cold
War, and we have done so since the end of the Cold War.

But I think we have also learned some very important short-term
lessons about the dangers of short-term deals, and that Russia
tends to overpromise and under deliver.

Therefore, I think we should proceed with caution and ensure
that we are doing everything to protect our relationship with our
European allies.

Thank you.

[The prepared statement of Ms. Smith follows:]
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THE PREPARED STATEMENT OF JULIANNE SMITH
THE U.S.-RUSSIA BILATERAL RELATIONSHIP

Chairman Corker, Ranking Member Cardin, and members of the committee,
thank you for the opportunity to testify this morning on the United States, the Rus-
sian Federation, and Challenges Ahead. The U.S.-Russia bilateral relationship is
fraught with more tension that at any point since the end of the Cold War. Ever
since President Vladimir Putin returned to power in 2012, the bilateral relationship
has increasingly soured, and today, Russia poses a serious threat to the security and
interests of the United States and its allies in Europe. Russia is engaged in a so-
phisticated, long-term strategy to undermine the rules based order that the United
States and its allies constructed after World War II. Russia’s tactics aim to under-
mine our democratic institutions, sow divisions within NATO and the EU, and carve
out a sphere of influence. Because of Russia’s blatant and continuous efforts to un-
dermine U.S. interests at home and abroad, the role that Congress plays to defend
these interests is more important and necessary than ever before.

As we speak, Russia is deploying a wide array of tools to achieve its objectives,
including military, cyber, intelligence, and economic efforts aimed at harming the
United States, exacerbating rifts in Europe, and coercing neighboring states to make
concessions to Russian interests. Most alarmingly, Russia has redrawn Europe’s
borders for the first time since World War II, and assaulted neighboring states with
military force. Russia invaded Georgia in 2008 and Ukraine in 2014 when those
states took steps to integrate more closely into the West. Russia’s support for sepa-
ratists in eastern Ukraine, designed to subvert Ukraine’s sovereignty, continues
unabated while the Kremlin continues to lie about the true nature of its interven-
tion there. The fighting in eastern Ukraine, which has intensified in the past week,
has claimed the lives of around 10,000 Ukrainian soldiers and civilians since 2014
while inflicting enormous costs on the Ukrainian economy.!

The Russian military has also been deeply involved in the ongoing conflict in
Syria, where since September 2015 it has worked with the Assad regime to combat
opposition forces. Despite Putin’s outward claim that his intervention is aimed at
eradicating terrorist groups, the bombing campaign has dramatically improved the
position of Assad’s forces while doing little to weaken the Islamic State (IS) and
other extremist groups operating within Syria’s borders. Senior U.S. officials have
said that Russia’s intervention changed the calculus of power in Syria completely,
leaving Assad in a much stronger position.2 Efforts by the United States to reach
a political settlement in Syria have gone nowhere due to Russian stonewalling and
repeated ceasefire violations. Humanitarian organizations and journalists have for
mi)lnt}lls3 reported extensively on Russian bombing of civilians, hospitals, and
schools.

Military operations like these have allowed Russia to showcase some of its new
capabilities, doctrine, and training. Since 2011, Russia has been modernizing its nu-
clear forces and honing new conventional capabilities to the tune of $700 billion. In
addition to conducting operations abroad, Russia has used its newly-modernized and
more formidable forces to routinely threaten U.S. allies. Russia regularly conducts
largescale snap exercises near its western borders while sending warplanes and sub-
marines to skirt allied airspace and waters, often turning off transponders or engag-
ing in maneuvers that risk accident or miscommunication. Russian submarine activ-
ity in the Baltic and Arctic Seas is at a post-Cold War high, and coincides with
years of deterioration in U.S. and allied anti-submarine warfare (ASW) capabilities.

In addition to dramatically modernizing its military forces, Russia has deployed
hybrid forms of information and cyber warfare in ways that, until now, have been
unfamiliar to most Americans. By weaponizing stolen information and propagating
disinformation, Russian intelligence services have worked to discredit the United
States both at home and abroad, disrupt its foreign policy, and sow divisions inter-
nally. The most recent glaring example, of course, was Russia’s intervention in the
2016 U.S. presidential election, which the Intelligence Community confirmed was
aimed at aiding the election of President Trump and undermining Americans’ con-
fidence in our electoral system.

Russian intervention in foreign elections to advance its interests is not a new phe-
nomenon, and it is not confined to the United States. The governments of Germany
and France have sounded alarm bells that Russia is currently conducting similar
operations on their territory in advance of national elections this year, targeting
candidates thought to be unfriendly to Russian interests. Throughout Europe, Rus-
sia supports (both politically and financially) populist parties that fuel anti-EU and
anti-immigrant sentiment. One example of such assistance was a Russian bank’s
loan of over $11 million to French presidential candidate Marine Le Pen’s National
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Front, which promises to hold a Brexit-style referendum on continued French mem-
bership in the EU should it win elections this spring. If Le Pen wins and removes
France from the European Union, it is unlikely that the European project will sur-
vive, news that Moscow would no doubt celebrate. President Putin knows that a
failed EU would have dire consequences for the United States and the global econ-
omy.

Russia also spends significant resources on a vast network of propaganda outlets,
including Russia Today (RT) here in the United States, to disseminate
disinformation that weakens democratic consensus and strengthens the political
fringe. RT reportedly spends $400 million on its Washington bureau alone.4 RT has
more YouTube subscribers than any other broadcaster, including the BBC.5> Russia
oversees dozens of other “news” sources in tandem with RT, seeding salacious sto-
ries through one website that are picked up and amplified through others. Deep in
the shadows, Russia employs hundreds of English-literate young people—many as-
piring writers—to operate a vast network of fake online identities. In a 12-hour
shift, these professional internet “trolls” might be expected to write 15 blog posts
and 200 comments,® the tone and content of which are dictated by overseers from
the Kremlin. The goals of these efforts vary. Sometimes, the goal is to “stack tinder,
throw matches, and see what happens.”? Other times, the misinformation cam-
paigns have narrowly defined policy objectives and targets.

Russia’s ability to wage information warfare has been greatly aided by its heavy
investments in cyberspace, where the United States remains ill-equipped to counter
or deter its aggressive probing. Russia’s activity in this domain reflects an updated
national security strategy that emphasizes asymmetric tactics to exploit
vulnerabilities in adversaries while weakening their ability and resolve to counter
Russian policy. In recent public reports, the U.S. Intelligence Community identified
Russia as one of the most sophisticated nation-state actors in cyberspace. Significant
Russian cyber incursions in the United States have included penetrations into the
computer systems of the White House and State Department as well as critical in-
frastructure.

Similarly, European capitals have suffered cyberattacks that have debilitated na-
tional institutions. This happened in Estonia in 2007 when a barrage of attacks dis-
abled the websites of entire ministries, banks, companies, political parties, and
media publications. Similarly, last year Germany experienced a slew of attacks of
likely Russian origin on major national institutions. The West’s collective vulner-
ability to Russian cyber aggression led NATO Secretary General Jens Stoltenberg
to declare cyberspace a new operational domain alongside sea, air, and land, mean-
ing that a cyberattack from Russia or anyone else could trigger the Alliance’s Article
5 obligations.8 National governments and multilateral institutions have launched
new efforts to fortify our collective cyber defenses but much more remains to be
done to deter, detect, and disrupt such attacks.

Russia also relies on energy coercion to intimidate our European allies and fuel
instability in its near abroad. For years, European and American leaders have pro-
moted greater energy diversification in Europe to reduce the continent’s dependence
on Russian gas. But despite those calls, Russia remains capable of blackmailing Eu-
ropean nations with energy resources, threatening to cut off gas supplies at the
height of winter and advancing pipeline projects that harm the energy independence
of Allied nations highly exposed to Russian gas. Unfortunately, there are significant
policy divisions among Europeans on future and ongoing energy projects involving
Russian gas and investment. These political divisions give Putin a strong opening
to drive Europeans even farther apart while expanding Russian influence over the
continent.

RECENT U.S. STRATEGY

After Russia invaded Ukraine and annexed Crimea in 2014, America and its allies
undertook a series of punitive measures to signal transatlantic unity and resolve.
First, the United States and Europe imposed tough sanctions on Russia, targeting
government officials and other individuals responsible for Russia’s Ukraine policy
and human rights abuses. The West then took steps to isolate Russia on the world
stage. In 2014, Russia was asked to leave the G8, transforming the Head of State
gathering back into the G7. Working with its NATO allies, the United States also
took steps to reassure Central and Eastern Europe by stationing rotational troops
in the Baltic States and Poland and staging exercises on their territory. Finally, be-
cause Ukraine’s territorial integrity is a common interest to both sides of the Atlan-
tic and reflects decades of American commitment to Europe’s peace and security, the
g{{lited States and its allies stepped up political, financial, and military support for

raine.
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Few would disagree that the European and U.S. sanctions (conveniently paired
with a drop in oil prices and Putin’s economic mismanagement) have hurt the Rus-
sian economy. Almost every indicator—the value of the ruble, capital flight, living
standards, growth, investment, access to foreign capital markets, or federal budget
constraints—points to an economy that is weaker and more unstable than it was
just a few years ago. At best, the Russian economy faces slow growth; at worst, it
faces prolonged stagnation.

Despite Russia’s flailing economy, though, President Putin has yet to halt his ag-
gressive behavior in his neighborhood and elsewhere. Overseas, Putin continues to
both believe he is at war with the West and pursue a multifaceted strategy to un-
dermine the rules based order, transatlantic unity, and U.S. leadership. At home,
he continues to curtail freedom of the press, weaken civil society, and suppress any
opposition. According to two reports by Amnesty International and Human Rights
Watch, “Vladimir Putin is presiding over the worst era for Russian human rights
since the Soviet Union.”? Just this week, a prominent Russian opposition leader,
Vladimir Kara-Murza, suddenly fell into a coma at a Moscow hospital and now
clings to life. His current illness is eerily similar to his sudden incapacitation in
2015, which doctors concluded was “acute intoxication by an unknown substance.”
As members of this committee may recall, Mr. Kara-Murza submitted a letter to
this committee last month during Secretary of State Tillerson’s confirmation hear-
ings, warning us all that Russia’s practice of violently targeting opposition figures
has intensified in recent years.1© Members of the committee may also recall that two
years ago Kara-Murza’s close mentor and friend, Boris Nemtsov, was gunned down
Just outside the Kremlin.

THE WAY AHEAD

The new administration is currently contemplating how to approach Russia going
forward. What seems clear is that instead of taking steps to make the current strat-
egy more durable, innovative, and effective, the President will likely opt for a new
grand bargain. Throughout the campaign and during the transition, President
Trump made several statements expressing an interest in engaging the Russians
with the hope that the United States and Russia could enhance their counter ter-
rorism cooperation. The president has also expressed an admiration for President
Putin and his leadership style. Last weekend, in an interview with Bill O’Reilly on
Fox News, President Trump put Russia and the United States on the same moral
plane, suggesting that both countries kill people. Those statements and others have
led many to conclude that the administration is indeed leaning towards the idea of
grand bargain.

As the administration weighs its policy choices regarding Russia, I recommend the
following:

First, make any changes in U.S. policy conditional on Russian actions. Engaging
face to face with the Russian government makes sense. This is something the
Obama administration did even during some of the darkest periods in the bilateral
relationship. But even so, President Trump should proceed with considerable cau-
tion. Experience proves that President Putin often overpromises and under delivers.
The most recent example of this was in regards to U.S. efforts to establish a “Joint
Implementation Center” with Russia in the fall of 2016 to conduct strikes against
IS. Despite promises to the contrary, Russia failed to meet the agreed upon condi-
tions for the establishment of such a center, causing the entire concept to collapse.
The new administration should therefore ensure that any change in U.S. policy be
conditional. For example, the United States should make clear to the Russians that
it will not even consider lifting economic sanctions until Russia has met its commit-
ments outlined in the Minsk Protocol. Putin knows full well that unraveling sanc-
tions is far easier than imposing them, which can take years.

Second, be wary of aligning with Russia in Syria. President Putin likes to tell the
world that Russia is fighting the Islamic State in Syria. Before the new administra-
tion seeks ways for Russia and the United State to do more to combat the Islamic
State together, it should seek greater clarity on what exactly the Russians have
done in Syria to date. Contrary to what President Putin has said about Russia’s ac-
tions in Syria, almost 80 percent of the Russian strikes in Syria have been in areas
not held by the Islamic State.!! Instead, Russia has targeted non-extremist opposi-
tion forces and has indiscriminately bombed civilians, hospitals, and homes around
the country. Why? Russia’s overarching goal, along with Iran’s overarching goal, is
to keep its ally Bashar al-Assad in power.

Russia’s geopolitical goals are thus fundamentally opposed to those of the United
States in Syria. The new administration should therefore be very wary of aligning
with Russia inside Syria. Doing so would bolster Russia’s strategic position in the
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Middle East and provide cover for Russian war crimes that have killed tens of thou-
sands of civilians under the pretense of fighting terrorism. It would also make the
United States a de facto partner with Iran, the very country the new administration
just “put on notice.” In addition, it would lead the United States to partner with
the Assad regime, which for six years has perpetrated brutal war crimes against its
own people with Russia’s cover and assistance. Allying tacitly with the Assad regime
could come back to haunt the United States down the line by provoking more rad-
ical extremist sentiments and attacks against us, and also by alienating important
regional allies that have opposed the Assad regime for years.12

Third, don’t do anything with Russia without consulting European allies. While
almost all of America’s allies in Europe would support the new administration en-
gaging with the Russian government, no ally wants this to occur in isolation. If the
new administration were to cut a grand bargain with Russia above the heads of U.S.
allies in Europe, the very foundation of the transatlantic relationship would start
to crack. The EU has been a stalwart partner in imposing sanctions on Russia even
though it has felt the negative consequences of those sanctions far more than the
United States. The new administration should therefore consult European allies on
its Russia strategy before reaching out to Moscow. And it should do so not just out
of respect for our European allies but because many countries in Europe have valu-
able insights and experience in working with President Putin and the Russian gov-
ernment more broadly.

Fourth, reassure skittish allies about U.S. commitments to NATO and European
security. President Trump’s rhetoric about NATO’s obsolescence before and after the
election has alarmed U.S. allies in Europe at a time when Moscow is actively seek-
ing to undermine the future of the European project. Yes, European allies can and
should do more to enhance their defense budgets. But naming and shaming indi-
vidual allies and calling into question our commitment to uphold Article 5 of the
NATO Treaty only plays into Russia’s hands. President Putin wants nothing more
than a divided alliance and a split in the transatlantic unity that has been on such
prominent display in recent years. We should not grant him that victory and instead
engage with Russia from a position of strength. Russia wishes it had the vast net-
work of partners and allies that the United States has today. We should not do any-
thing to jeopardize that network.

Fifth, let’s get to the bottom of what happened in our election. President Trump
has publicly accepted the Intelligence Community’s conclusion that Russia was re-
sponsible for intervening in the 2016 election. But countless questions remain about
possible coordination between U.S. nationals (especially anyone with official ties to
either political campaign) and Russian officials; what other vulnerabilities in the
U.S. political system Russia may be working to exploit; and perhaps most impor-
tantly, how our government—working with allies—can prevent and deter such at-
tacks in the future. We need an independent commission of foreign policy, national
security and elections experts to set the record straight on what happened. As Con-
gressman Eric Swalwell, ranking member of the CIA subcommittee, of the House
Permanent Select Committee on Intelligence said recently, “The specter of foreign
leverage over our incoming president should send a chill down every American’s
spine.” 13 Congress must make investigating Russia’s intervention in the election a
top priority, and I urge you to share your findings with the American people as
openly as possible.

Sixth, continue to highlight Russia’s dismal human rights record. In all the talk
about Russian actions abroad, we sometimes lose sight of what President Putin is
doing at home. The United States and its European allies should speak clearly in
support of democracy and human rights in Russia; speak out against Putin’s inter-
nal repression; and highlight political persecution in Russia. We should also pursue
opportunities to work with elements of Russian civil society to support democratic
governance, human rights (including LGBT rights), freedom of speech and trans-
parency.

Finally, work with Congress to address the threat of Russia’s cyber aggression.
We know that Russia’s intelligence agencies have been breaking into the United
States’ computer networks for decades, and while these attempts have wreaked
havoc on our government’s networks and imposed costs on companies that lose pro-
prietary information in the private sector, we have been slow to respond decisively.
The greatest mistake we can make at this juncture is to let up on calling out the
Russians publicly for their brazen cyber espionage. Congress must fund efforts to
bolster network security and work with the administration to coordinate a whole-
of-government approach to fortify our networks against Russian cyberattacks. I urge
this committee in particular to hold more hearings on this issue and impress on all
your colleagues and other parts of the government the serious national security im-
plications of Russia’s increasingly brazen use of this asymmetric tool of warfare. In
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this critical endeavor, the United States should not go at it alone; our NATO allies
also find themselves on the receiving end of aggressive and destructive Russian
cyberattacks. The administration should elevate this issue to the top of the NATO’s
priority list.

CONCLUSION

In conclusion, engaging the Russians is a laudable goal, one that at different
points in our history has served U.S. interests.14 But history also tells us a lot about
the risks of short-term deals that put the liberal order at risk. The United States
and its European allies have spent 70 years creating and reforming a collection of
institutions that protect and promote the values we share. The new administration
must avoid doing anything that would jeopardize that system, which, while imper-
fect, is also indispensable.

The new administration, despite the risks stated in this testimony and many oth-
ers, may ultimately take steps to lift sanctions against Russia without demonstrable
steps on Russia’s part to implement Minsk II and withdraw its troops and materiel
from Ukraine. Before that occurs, Congress should re-impose those sanctions legisla-
tively over the President’s veto. It is because of situations like this that the U.S.
system of checks and balances is so important, and today, Congress’s check on the
President’s power to conduct foreign policy has never been more needed. If Russia’s
foothold in eastern Europe becomes permanent, decades of post-World War II Amer-
ican policy dedicated to bolstering the freedom, unity, and prosperity of the Euro-
pean continent will have gone to waste. This would not only be a dereliction of our
commitments to our European partners, but it would be in direct conflict to the very
values that the United States embodies. In sum, Congress must stand at the ready
to defend the liberal order, which has advanced U.S. values, interests, and security
for the past 70 years.
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the original START Treaty. Russia joined us in imposing sanctions on Iran, without which the
JCPOA could not have been negotiated.

The CHAIRMAN. Thank you for that testimony. I just would say
to folks, we have a Republican witness and a Democratic witness.

Senator CARDIN. Which one is which?

The CHAIRMAN. You pick. I do not care. It does not matter to me.
They are both good.

But the fact is that they are both saying the same thing, gen-
erally speaking.

We have, from my perspective, an opportunity that we have not
had in 10 years on this committee, to work in a coordinated fashion
with an administration that is coming on to really develop thought-
ful, meaningful policies that can be coordinated. I know that is not
well-received yet by all. I see an opportunity for us.

And I just hope that we will take advantage of an opportunity
for the first time since I have been here in a decade, to take full
advantage of helping shape policies towards Russia, towards Iran,
and towards other places.

And, again, I point to these witnesses and say there sure is a lot
of agreement amongst us relative to how to deal with them.

With that, I will reserve the rest of my time and turn to Ben
Cardin.

Senator CARDIN. Well, Mr. Chairman, I certainly agree with that
assessment, that this committee can play a major role. And I think
we already have seen some impact with Ambassador Haley’s com-
ments on the sanctions. So I really do believe you are absolutely
correct.

And we need to see how we can weigh in with the administration
so we have unity, because that is always the best. And where we
need to take congressional action, we should make sure we can do
that in a nonpartisan way in the best interests of our country.

There is so much to talk about, and I will limit myself only to
the 5 minutes I have. So I am not going to be able to cover every-
th(iing I would like, and we will continue this discussion beyond
today.

But we have the European Deterrence Initiative as an effort to
show, from a military point of view, we are prepared to stand up
to Russia by placing our strength in NATO along the areas that
you mentioned, that there is the Russian population in NATO
countries. That is, I think, a very smart, strategic move.

But I want to go to a related subject, Ms. Smith, that you talked
about, and that is that Russia’s using democratic institutions to try
to undermine democratic institutions. We saw that with our elec-
tion process here in the United States.

We know that Europe is vulnerable to this, with the way that
they use propaganda to try to bring down the free democratic insti-
tutions of Europe. And we have suggested perhaps a European de-
mocracy initiative with our European allies to shore up the demo-
cratic institutions against the propaganda and cyber and every-
thing else that Russia is doing to try to get false information out
and to undermine the democratic rule of law.

Can you just comment a little bit about how useful that would
be for a coordinated effort among Europe and the United States to
protect our democratic institutions?
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Ms. SMITH. Sure. Thank you, Senator.

Absolutely, I think such an initiative would be welcomed by our
European allies and one that makes perfect sense. Europe has
been, frankly, dealing with what we are seeing from Russia in
many ways longer than we have. Many of the countries in Central
and Eastern Europe, but now in Western Europe as well, have
been dealing with an array of kind of information-shaping policies
and tactics by the Russian Government to try and alter the polit-
ical dynamics inside these countries.

Sometimes their goal is to fuel instability by fanning the flames
and concerns of Russian minorities, and creating some doubts
among those populations about how their national governments are
responding to their needs. Sometimes they are simply supporting
either politically or financially a particular party.

It has been well-documented that Russia has actually loaned Ma-
rine Le Pen, her actual campaign in France, money. It is expected
that they will do that again in the lead-up to the May election in
France.

And so this is a challenge that many of our European allies are
grappling with. Anything that we could do to share lessons with
our European allies and develop better tools to both detect what is
going on and then figure out what we can do collectively to push
back on these efforts and also expose them would be extremely
helpful.

Senator CARDIN. And we saw that in Montenegro parliamentary
elections, where they tried to disrupt it so that Montenegro would
not be eligible to join NATO. We see their activities in Georgia
today to make it more difficult for Georgia to become a NATO part-
ner. We see it over and over again.

General, I want to ask you about a dilemma we have. Senator
Corker and I both agree that the international community did not
show enough resolve in support of Ukraine. That left a void where
Russia was free to interfere not only with taking Crimea, but in
eastern Ukraine. And this committee looked at providing a much
stronger response by the United States, including providing lethal
weapons to Ukraine.

We were rebuked by the administration, and the main reason
they said is that Europe—they wanted to be in step with Europe,
and Europe was not anxious for the United States to provide that
type of assistance to Ukraine.

So my question to you is, you indicate you want us to work in
concert with Europe, and I agree with that. But it seems to me that
Europe is a little bit timid at times where the United States could
do more. How do we reconcile that, so that we do not give space
to Russia for their aggressive activities?

General BREEDLOVE. So thank you, Senator. And if I have 20 sec-
onds, I would also like to add a remark to your first question.

But to the latter concern, I think it is important when we deal
with Russia that we are consistent, that we either do not reward
bad behavior or that we do not let bad behavior go unaddressed.
And I was supportive of supplying what were at the time termed
defensive lethal weapons. I do not really like that distinction. Any
weapon can be used defensively or offensively.
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But I was in favor of allowing Ukraine to defend itself. I believe
that every Nation has a right to defend itself. And so I do believe
that, although we do want to act as often as we can in concert with
our allies, and many of our allies were actually in favor of some
of that, some were not, but I do believe that we had an opportunity
to give Ukraine a better capability to defend itself in the Donbass.
And as I sort of mentioned in my opening remarks, I think that
is something that needs to be relooked.

Senator CARDIN. Thank you.

The CHAIRMAN. Did you want to say something else about
his

General BREEDLOVE. I do not want to overuse the Senator’s time,
but I would just say that, broadly, I would expand the problem a
little bit.

Mr. Gerasimov, my general officer counterpart in Russia, de-
scribes what he calls war by other means, indirect means. I call it
war below the lines.

What can we do—“we” being the Russians—do in a nation below
that threshold at which either the nation or the international com-
munity reacts? And I believe that Mr. Gerasimov and others see
this different in every nation. They can get away with more in one
than the other.

I think shocking is how far they believe now they can get away
with this in our nation, as witnessed in what happened in the elec-
tion. And so your initiative would be a tool to take the field to
counter this war below the lines.

I do not believe that we in NATO, the European Union, or the
West, in general, have really come to an understanding of how we
are going to react to this war by indirect means or war below the
lines—cyber, disinformation campaigns, coercion with force, all of
it lumped together in this war. We need a broader approach to how
we counter it.

Senator CARDIN. Thank you. I am glad we gave you an extra few
minutes.

The CHAIRMAN. Senator Paul?

Senator PAUL. Thank you for your testimony.

General Breedlove, with regard to dealing with Russia, do you
think that the problems can be discussed region by region? Or do
they have to be discussed altogether? Can Ukraine be discussed
somewhat separate from Syria, somewhat separate from cyber in-
cursions, somewhat separate from the Baltics?

General BREEDLOVE. Senator, thank you. I have testified to this
before in front of another committee in the Senate, and I remain
committed to my original line of answer, and that is that every-
thing Russia does is connected.

Pressure in one nation could be pressure only on that nation. It
could be signaling the Baltics. Pressure in Syria could be only
about Syria. It could be signaling that their military is capable of
doing things in Europe. And so I believe that we need to look at
Russia in a very interconnected way.

I do not disqualify that we could begin to find sub-areas where
we might be able to begin to reestablish a trust relationship, which,
by the way, we do not have now. So maybe sub-areas can be ad-
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dressed, as I mentioned in my remarks, to begin conversations to
reestablish trust.

But I do believe that everything Russia does is in the context of
a larger attempt to diminish the West and to raise Russia.

Senator PAUL. Do you think if we were looking at the Syria situ-
ation somewhat separate and not necessarily dependent on the rest
of the world—you mentioned what most people agree with, that the
Russians have been more concerned with supporting Assad than
they have with extremists.

But that also, I think, is related to the fact that the rest of the
world has been more concerned with getting rid of Assad. They feel
as if they want to defend their base there. I do not think they are
giving their base up. I think that is not something they are going
to give up, that base. To them, they see the base as important, and
Assad as an important protection of their naval base there.

You did mention something, though, that would have been pretty
provocative to a lot of people, to actually consider whether or not
the time has come to reconsider conditions as they are on the
ground, that Assad is probably not going anywhere.

I do not think we necessarily need Russian troops. In fact, I
think Russian troops or American troops will be equally bad in the
taking back of Raqqa. But I think if you did not have Assad’s forces
also battling whoever comes into the region—we had people here
in the committee just recently saying, “Oh, well, the Kurds will
take Raqqa.” Yes, I think there is going to be a lot of people un-
happy about the Kurds taking Raqqa, including Assad’s forces.

So I continue to believe there needs to be some kind of arrange-
ment, and some of it is maybe regional autonomy to where people
are within Syria as of today. But I think you continue to need that
to have a final outcome of any sort there.

But maybe you could expand a little bit upon what you think the
odds of—or whether the reasonability of actually discussing wheth-
er or not we do not have a precondition that Assad goes.

General BREEDLOVE. So, Senator, thank you.

If I said that I supported talking to Syria in my remarks, I mis-
stated. I see a lot of problems with working with Russia and Syria,
and I will talk about those in a moment.

I still believe that, in Syria, Russia has a hierarchy of what they
are trying to do, and getting after ISIL is the last of that hierarchy.
It is propping up the murderous regime of Assad. It is retaining ac-
cess to naval and air bases in Syria. It is raising the stature of
Russia as a great power out there in the world. It is then getting
after the moderate opposition, which in some cases we support.
And then I would say last of the five, Russia is after ISIL or Daesh.

So I do not see their priorities the same as ours in any way,
shape, or form in Syria.

Clearly, we all want to get after Daesh and/or ISIL, however you
would like to refer to them. And having a conversation with Russia
I do not think is out of bounds, but we need to be clear-eyed and
wide-eyed.

My biggest concerns about that is, to align ourselves with Iran
and Russia in Syria would be very problematic, to me. To align our-
selves with Iran and Russia in support of Mr. Assad would be very
tough for me to deal with.



21

As an F-16 fighter pilot, watching the way bombing has been
conducted in Syria, to try to associate our type of conducting this
conflict in Syria with Russia’s way of conducting this conflict in
Syria would be an affront to the way that I believe we should con-
duct that.

Senator PAUL. I am not arguing there is any equivalency. I am
arguing that the world is what it is, and we can say that Assad
must go, but we have been saying that for a long time. I would say,
at this point, it is unlikely that Assad goes.

The CHAIRMAN. Thank you.

Before turning to Senator Coons, if Russian troops were used to
clear Raqqa, is it likely that the number of civilian casualties, be-
cause of the way they go about doing their business, would be
equivalent to the way that they do bombing right now?

General BREEDLOVE. Senator, I am not really sure that I can
draw that clear of a line. I think when you do ground warfare, it
is going to be tough any way you do it.

But I do agree with every statement of this committee so far. I
do not draw equivalency between the way we do business and the
way they do business.

The CHAIRMAN. Senator Coons?

Senator COONS. Thank you, Chairman Corker and Ranking
Member Cardin. Thank you for lifting our eyes to the very real
prospect that this is a moment and a challenge where this com-
Iinitt%e is particularly relevant in a way it has not been in the past

ecade.

And thank you for your great testimony, General Breedlove and
Ms. Smith, and for echoing a shared view, a very clear-eyed view,
and, I will remind you, a view that was raised repeatedly with
now-Secretary Mattis and Secretary Tillerson about do they see
Russian aggression clearly.

As you both testified, in recent years, the Russians have invaded
and occupied Ukraine, armed and supported rebels in eastern
Ukraine. They have committed atrocities in support of the mur-
derous regime of Bashar al-Assad. They have sold an S-300 missile
defense system to Iran. And they have directly attacked our demo-
cratic system.

That we are not in a strong and persistent bipartisan way di-
rectly engaged in understanding this threat and pushing back on
this threat concerns me gravely. And I am grateful that this com-
mittee is stepping up to this challenge.

So it seems to me that, as you testified, knowing that open and
democratic societies that are critical both military and economic
and political allies of ours face imminent elections, the Dutch elec-
tions, French elections, German elections, and hearing from you
what I have heard from them, that they believe they also face this
sort of hybrid warfare, intentional Russian efforts to undermine
their democracy, I am struck that we are not pushing relentlessly
for a united effort.

Senator Cardin asked about what might we do to promote a
democratic initiative in Western Europe. I will remind you some
questioned the relevance of NATO in the course of the campaign.
The Heritage Foundation has said that our alliances keep us safe,
that NATO is not an act of charity. NATO is an act of self-interest
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and self-defense. It raises the cost to Russia of its aggression. And
it is unclear whether we are united in our commitment to NATO.

I agree with you that before anything is done to reset the table
with Russia, we should meet with our NATO allies first and affirm
the Warsaw commitments, and that we should make no move in
Syria that strengthens Russia’s hand on the ground and that would
drag us into, I think, a devastating conflict.

If T could just ask both of you to speak to, given the hybrid war-
fare and this new approach to warfare below the line, that we have
directly been affected by here in this country, what would you do
to strengthen our Western European allies, their democratic soci-
eties, their resolve and their capabilities to push back against the
weaponization of information that is misused after being expropri-
ated, and the misuse of propaganda, and, in some cases, direct fi-
nancial support for candidates in their upcoming campaigns?

Ms. SMmITH. Thank you, Senator. I am going to be honest. This
period in the transatlantic relationship is dire, and our allies are
nervous and anxious, very anxious about what is happening on
their own continent, what is happening in the transatlantic rela-
tionship, and, frankly, some of the comments we have been hearing
come out of Washington about the value we place on the NATO al-
liance and our views toward the European Union.

They are under enormous pressure internally by the migration
crisis, weak economies, and externally by counterterrorism chal-
lenges, what Russia is doing to their democratic systems, the rise
of far right and populist parties. This is a very troubling time in
the relationship.

In terms of the way forward and the role of this committee and
what Washington can do, first and foremost, we have to reassure
our allies. I know there is an exceptionally large delegation going
over to the Munich Security Conference next week. I find that very
reassuring. Our allies will be reassured to see so many members
coming and bringing such a large delegation. They are excited to
hear from the Vice President. They are excited to hear from the
Secretary of State.

I look forward to those comments. I hope we can reassure our al-
lies and let them know that we value this relationship, and we
would do nothing to undermine it.

The last thing Europe wants to feel is to be in a position where
Washington and Moscow are actually aligned in an anti-EU, anti-
NATO position. That would be devastating to the European project.

We should also maintain our force posture in Europe, maintain
support for the European Deterrence Initiative. We should ensure
that we are developing new tools inside the NATO alliance and
working with the EU as well to see what we can do in terms of
enhancing our counterterrorism cooperation, law enforcement, in-
telligence-sharing.

There is a long list of things here, and there is plenty of work
to do. But it must start first and foremost by reaffirming our com-
mitment to this project.

We are not a member of the European Union. We do not have
a vote in this institution. We do not have a voice. But it is, in some
ways, an American project, one we have invested a great deal in.

Senator COONS. Thank you.
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General?

General BREEDLOVE. Let me first say that I join all those re-
marks.

Second, as a Supreme Allied Commander of Europe past, number
17, I am an unapologetic supporter of what NATO means to us and
what we should be doing in support of NATO.

If I could just add a little to what was said about this war below
the lines or hybrid, really, a small part of that is military. The rest
of it is decidedly nonmilitary and exists to contest all of those
things that are the rest of our government, the rest of what we do.

And so our allies have a hard time seeing and understanding and
characterizing it. I talked to them about being able to recognize a
problem, that it is not normal. Characterize it as not a legitimate
political issue and then attribute it to an aggressor. And if they can
get through that recognize, characterize, attribute, they can then
go to the NAC with an Article 4 or an Article 5 and get support.
Short of that, they may not be supported.

So we need to look at our own capabilities and capacities, and
the capabilities and capacities of our allies, to get through that rec-
ognize, characterize, attribute. Can we see it? Can we detect it in
cyber? Will we take the field in the information campaign? The
speed and power of a Russian lie and how fast they can create
them and how long it takes us to debunk them—2 years to debunk
the shoot-down of the aircraft in eastern Ukraine.

And so I just believe we need to take the field and begin to look
at those capabilities that we have and our allies have to recognize,
characterize, attribute to move out on these issues.

Senator COONS. General, Ms. Smith, thank you for your testi-
mony.

Seven decades of peace in Europe was bought at an enormous
price in American dollars and lives. And I think we should be fight-
ing jointly for NATO and for our European allies.

Thank you.

The CHAIRMAN. I could not agree more.

Senator Portman?

Senator PORTMAN. Thank you, Mr. Chairman.

And to General Breedlove, you spoke earlier about Ukraine and
let me just say that when you were Supreme Allied Commander,
you had the courage to stand for providing the Ukrainians the le-
thal weapons that they needed to defend themselves. And as you
say, I will not say defensive, because they can also be used offen-
sively.

But one reason I think we have the situation we are seeing on
the eastern border of Ukraine today, which is dire—the Ambas-
sador wants to come see me today about it—is because we did not
act.

But you stood up. And you are not just saying it now after the
fact, and you did so privately and publicly. And I appreciate that.

I think NATO needs to be described better, too. I mean, do you
think countries in NATO ought to contribute more to the mutual
defense of all of us?

General BREEDLOVE. Senator, thank you for that question, and
I get asked this a lot. And so let me get quickly through. I do be-
lieve that the nations of NATO need to contribute more.
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Senator PORTMAN. Okay. I do not want to interrupt you, but I
have a lot of questions, so I just want to get that on the record.

I think they do need to contribute more, a better percentage of
their GDP. And I think we should not hesitate to ask for that and
even insist on that.

Second, I think there is a misunderstanding about the impor-
tance of NATO. I think the interoperability we have with these
NATO forces is a force multiplier in ways that perhaps we do not
explain.

Can you briefly talk about that, from a military point of view?

General BREEDLOVE. Absolutely, Senator, and then I would like
two minutes to go back to that first one.

Senator PORTMAN. We may not get 2 minutes. I have more inter-
esting ones for you.

General BREEDLOVE. Clearly, the interoperability of our NATO
allies and some of our partners who are not allies is very impor-
tant, because it allows us to quickly assimilate the combat power
we might need in a tough place.

That having been said, we all, including our military and cer-
tainly the militaries of Europe, need to look at our readiness and
responsiveness in order to be able to respond. But maintaining that
ability to rapidly integrate and work together is clearly a huge de-
terrent.

Senator PORTMAN. Interconnected communications, logistical
interconnectedness, the ability for us to have common tactics and
doctrines are invaluable, right? And that helps us to be able, again,
to tell our taxpayers and our citizens this is a good investment for
our military.

Let us talk about Russia for a moment. There is a lot of discus-
sion about the possibility of aligning with Russia to fight ISIS. All
of us want to take down ISIS, as you said earlier.

But with regard to that interoperability, can you talk a little
about what we have with Russia? How effective would a joint mili-
tary campaign be with Russia as an example?

Even in Syria, should we have the same interests, which, as you
noted, we seem not to, but with the broader campaign against
ISIS?

General BREEDLOVE. Senator, if you would allow me, I will talk
about problems I think of the U.S. and Russia fighting alongside
of each other. I think that people with more experience in
CENTCOM can better speak specifically to the Syria piece of it.

But what I do know is that, in observing what has happened in
Syria over the past months and years, we do not have the same
approach to targeting. We talk about collateral damage. Yes, we
still have some collateral damage, but it is miniscule compared to
wars of the past.

We approach protecting nonbelligerent life in a very different
way. We have a not adequately deep, but deeper bench of precision
weapons. And what we saw is the Russians used precision weapons
only for a short time and then went to unguided, fairly indiscrimi-
nate weaponry.

I do not find that we are well aligned in the way we would con-
duct a fight and that——
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Senator PORTMAN. We also do not have the interoperability in
terms of weapons and communications and technology. I think it
is a point that sometimes is lost in this discussion.

And I am not suggesting that we do not have the ability to work
with Russia where we can find common ground. But I think it is
clear that we do not have the capability with Russia that we have,
for dinstance, with our NATO allies, and that ought to be consid-
ered.

You talked about warfare before the line, as you called it. The
Russians sometimes call it the new generation war, and Ukraine
is a good example of it.

I appreciate the fact, Ms. Smith, that you talked about this issue
and specifically the connection between the propaganda and the
cyberattacks, the troll farms on social media, the funding of the
useful think tanks, political organizations, state-sponsored media,
and so on.

One thing I was concerned about even in how the Obama admin-
istration responded to what the Russians are alleged to have done
here with our campaign is that their own executive order was de-
signed to punish cyberattacks and hacking and not these informa-
tion campaigns. I think it is much broader than that.

And I guess my question to you would be, how can we be more
effective? We did establish legislation. Senator Murphy and I had
put forward this legislation. It was part of the NDAA. It is now set
up over a 2-year period, $160 million authorized for this Global En-
gagement Center to deal with this broader issue of disinformation.

Is that, in your view, a good idea? That is to consolidate all the
agencies to make one agency accountable, to actually provide
grants for NGOs and others to fight back on the frontlines? Should
we be doing more? And do you agree with me that these
cyberattacks are a huge problem but that the broader problem is
really this broader campaign of disinformation?

Ms. SMITH. Yes, absolutely. It is a huge problem and our large
lloureaucratic structures are just ill-equipped to deal with this chal-
enge.

We are not moving fast enough. We are not really working on de-
tection, deterrence, our defense of these systems. But most impor-
tantly, we have not really figured out to date how to link up with
the private sector and utilize expertise that exists above and be-
yond what the government can offer.

And I think if we are going to win this information war and real-
ly come at Russia with a much more effective approach, we are
going to have to figure out ways in which we can lash up the
skillsets that we have in the private sector, build better trust there
to assess our vulnerabilities, and then connect with our allies to do
so.

So I support the work that you have put forward, the initiatives,
legislation, and all the rest. I think we have not served this country
well with the efforts to date. We have to be much more quick on
our feet and far more innovative in working with a wider set of ac-
tors to really get a grip on this.

So I would support that, absolutely.

Senator PORTMAN. Thank you both.

The CHAIRMAN. Thank you.
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Senator Shaheen?

Senator SHAHEEN. Thank you.

Thank you both very much for being here and for your testimony.

I think it is very clear that part of Russia’s strategy is not just
what they are doing in terms of military buildup and interference
in Eastern Europe, but also their effort to undermine our demo-
cratic processes as they did in the United States. It is very clear
that they interfered in our election.

So what other steps can we take to address that kind of inter-
ference? In your view, are the sanctions helpful? Should we ratchet
those up? Are there other actions that we should take? And should
we be working with Europe as we look at Russia’s attempts to
interfere in the French and German elections?

And also, I want to ask you separately about the Balkans, but
maybe I can ask you to start with that.

Ms. SMmITH. Well, thank you, Senator.

I do think that Congress should reimpose the sanctions legisla-
tively. I think we should certainly maintain what already exists,
but go above and beyond it, working with our European allies.

But first and foremost, we really need to establish the facts of
what exactly transpired last fall. We need a much more public dis-
cussion of this. A lot of it remains classified. Our public deserves
to know. Our allies need to know, as they prepare for these elec-
tions.

As was noted earlier, there will be several elections in Europe
next year. The signals we are getting from those allies is that they
are already seeing a spike in Russian cyber activity.

So first and foremost, we need to establish what happened last
fall, and do our very best to determine from that set of facts how
we will then prevent and deter attacks in the future, both on our
system and on the system of our European allies.

Senator SHAHEEN. General Breedlove?

General BREEDLOVE. Senator, thank you.

And if I might, it is not going to sound very military, but part
of what happens here is Russia puts out a lot of disinformation
that they really do not care whether learned people see as being
false. They are appealing to groups of people who want to believe
them in the first place, in many of these countries.

And what I have not seen among the Western nations who are
under this attack is a strong unified voice of indignation, outrage,
and to bring force to this. We see partial penny-packet responses
that do not come strongly either in a policy sense or in just a public
message sense.

And I think that the West, who is under attack here, needs to
bring this together to out the behavior and then try to erode that
base of people that want to believe them.

Senator SHAHEEN. I could not agree more with both of you. And
I think it is very sad and disappointing that this Congress has not
acted more forcefully to make public in a much broader sense what
we know about what happened and to take action to address it.

So I appreciate that Chairman Corker and Ranking Member
Cardin have talked about the importance of an investigation, but
an investigation that goes on for the next 2 years is not an inves-
tigation at all. It is an effort to obstruct what happened.
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And sadly, what we are seeing from the White House is support
for that kind of obstruction. So I hope we will take action and do
it in a way that is very forceful.

With respect to the Balkans, we are also seeing Russian inter-
ference in the Balkans in a situation where we have countries that
are not as established in terms of their democratic processes.

So can you talk about whether we should be looking separately
at what is going on there, and is there particular support you think
we should be giving to some of our friends in the Balkans?

Ms. SMITH. Well, Senator, you are right—thank you—to point the
vulnerabilities that one finds in this corner of Europe. These are,
in many ways, embryonic democratic systems that do have
vulnerabilities like our own system. And we have already seen
some very blatant attempts on the part of the Russians to under-
mine the political processes.

I believe it was Senator Cardin that mentioned earlier the spe-
cific case of Montenegro. There have been just blatant attempts to
overthrow governments in this part of Europe.

And I agree with General Breedlove. Our strongest asset right
now is transatlantic resolve and unity in calling this out. And
frankly, we do not have that right now.

And until we get that, we will not be able to come at Russia from
a position of strength, with common transatlantic positions and
tools, and support those young, frail democracies in places like the
Balkans.

Senator SHAHEEN. Thank you.

General Breedlove?

General BREEDLOVE. Again, I join those remarks.

I think that we have made a huge investment in this part of the
world, and some of the things that we value the most in democratic
instl:{itutions have a real chance. We should not now wither from the
task.

And, again, I think there is a lack of a strong, broad European
voice, because there are some nations that are backing away from
it a little bit in order not to provoke Russia and others. And I think
we need a strong, unified Western and European voice to put this
right in the Balkans.

Senator SHAHEEN. Thank you both.

The CHAIRMAN. If I could, just for the record, I feel the same way
you do about making sure we do this quickly. I do not think you
intended to say that Ben and I are stonewalling an investigation.

Senator SHAHEEN. No, no. What I intended to say was that I ap-
preciate the fact that you all have come out in support of doing an
investigation.

The CHAIRMAN. Good. And actually, trying to coordinate, al-
though it has been very difficult, with other committees that have
jurisdiction to make sure that this does not take a long time, that
i%l hapgens in a very speedy way, and goes from the beginning to
the end.

I knew you did not intend that. I just wanted to make sure the
record indicated that.

Senator CARDIN. And, Mr. Chairman, can I point out that, under
your leadership, the chairmen and ranking members of the rel-
evant committees are meeting in order to share information about
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what every committee is doing, and I thank you for coordinating
the work.

Senator SHAHEEN. But if I could, Mr. Chairman, just to try to be
more clear, I do think there are principles and people within the
Congress who would like to see an investigation drag on to the
point that the public forgets about it.

The CHAIRMAN. Yes. That is very possible. Very possible.

Senator Young?

Senator YOUNG. Thank you, Chairman.

I thank our panelists for being here today.

General Breedlove, based on your years of experience, your ob-
servation that, in the wake of the Cold War, we drew down our
military forces in Europe, seemingly under the assumption that
Russia posed less of a threat. And understandably, I think, at the
time, many harbored that assumption.

Times have changed, which is why we are holding this oppor-
tunity about the challenges ahead and implicitly the opportunities.

You argue in your prepared statement that the U.S. should adopt
a position of forward defense in dealing with the Kremlin. And
there are many challenges to NATO and the broader rules-based
world order.

Specifically, in terms of our military posture, what do you rec-
ommend? Where should new forces be placed? What should the
composition of those forces be?

If you would kindly give us your summary view of that issue,
please.

General BREEDLOVE. Thank you for the opportunity, Senator. I
do believe in an increased forward defense.

And not to give a history lesson, but we started in Wales making
a change to NATO, in making a change in U.S. support to NATO.
In Wales, we said this is not the end. We are going to have to look
at more.

That was to assure allies in Warsaw. And before Warsaw, we
adopted a change whereby we said we now need to move to more
of a deterrent posture, and what does deterrence mean. And I said,
leading into that summit, that it is the road through Warsaw, not
the road to Warsaw.

In other words, we would probably have to relook, even after the
changes we have made in Warsaw, which you see happening today,
the battalion arrivals in the Baltic nations, the brigade arrivals in
Poland and others.

I do believe it is a road through Warsaw. We are not where we
need to be. I would give you a broad recipe.

First of all, we are looking at pre-positioning of materials. I be-
lieve our NATO allies need to come alongside of us, and they look
at pre-positioning of materials forward. Being able to rapidly join
forces to materials rather than having to move the weaponry and
materials to Europe gives us a quicker response.

So I do believe we need to look at more rotational force, more for-
ward-based, pre-positioned materials in order to rapidly fall in on
those.

And T think that we should encourage our allies to come more
forcefully alongside of us in both respects.
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Senator YOUNG. Do you regard the military rotation as sufficient
into and out of the Balkans? I note that the border between, on one
hand Russia and Belarus, and the other hand our Balkan coun-
tries, Estonia, Latvia, Lithuania, is roughly the same length as the
border that we had between West Germany and the Warsaw Pact,
much greater military presence at that time.

Should we be looking at that as a benchmark? Or do you feel like
the military rotation is sufficient for the times?

hGeneral BREEDLOVE. Sir, I have been fairly vocal in the past
that

Senator YOUNG. I meant to say Baltic, as opposed to Balkan.

General BREEDLOVE. Yes, sir.

Senator YOUNG. Thanks.

General BREEDLOVE. I have been fairly straightforward in the
past that I believe the real and perfect solution would be increased
permanent forward forces. But I do not think that is a realistic op-
portunity in today’s setting.

I do not mean to be too forward here, but I am not sure that any
of you would sign up to moving forces out of your States perma-
nently to Europe. And so I, as a realist, looked at how we should
look at rotational forces and forward pre-positioned materials as a
lesser but acceptable solution.

Senator YOUNG. So why should a rank and file Hoosier, I con-
sider myself one, why should they care about Europe? And how
might I defend to them the benefits to the United States of having
troops in Europe?

General BREEDLOVE. So I think my colleague might have some
really good words here, too.

I would put it very straightforward. Two of the most destructive
wars in the history of this world have been fought in Europe, and
thousands and thousands of American soldiers, sailors, airmen, and
marines are buried there as a testament to what it cost us.

We are inextricably linked to our European allies, and the com-
merce between us still is almost half of that in the world.

We are not going to be separated from Europe, and what we do
not need is to be complacent and slip into another very costly con-
flict there.

Senator YOUNG. Thank you.

And, Ms. Smith, thank you for your presence here today. You
provided some excellent written testimony with respect to Europe’s
energy dependence on the Russians. And I know you will have
some thoughts on things we might do or not do to help our Euro-
pean allies address their challenges on that front. So I will be sub-
mitting some written questions to you.

Thank you.

The CHAIRMAN. Thank you. And I really appreciate you joining
our committee. Thank you.

Senator Kaine?

Senator KAINE. Thank you, Mr. Chair.

And great testimony, to the witnesses.

I just add my voice to those who have said Congress has to get
to the bottom of this investigation of Russia and the effect on the
2016 elections. No ally will believe we will help them if we do not
show that we are interested in protecting ourselves. If we are un-
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willing to protect ourselves, we lose credibility with everybody on
the theory that we can be of assistance and a supporter to them,
whether it is about free elections or anything.

This was an attack on the United States. And if we treat it in
a lackadaisical manner, we lose credibility as a partner with any-
one in the world.

I am deeply worried that the President and some members of the
administration want this to go away, and that is going to create
challenges. But it is a test of this branch, and the Article I branch
is Article I for a reason, as to whether we show resolve and get to
the bottom of it.

So I echo my colleagues who have made that comment.

So many things to ask about. I am going to just ask about one,
the Russia-Iran relationship. We are in an Armed Services Com-
mittee hearing, too, that I came from, and the witness this morning
was General Nicholson, who was talking about the current posture
of the U.S. effort in the NATO effort in Afghanistan. And here was
something he said in his testimony: “Russia has become more as-
sertive over the past year in Afghanistan, overtly lending legit-
imacy to the Taliban to undermine NATO efforts and bolster bellig-
erence using the false narrative that only the Taliban are fighting
ISIL. Similarly, neighboring Iran is providing support to the
Taliban while also engaging the Afghan Government over issues of
water rights, trade, and security.”

General Nicholson talked—but he did not say they were collabo-
rating together, but he said both Iran and Russia were supporting
the Taliban in their efforts to destabilize the Government of Af-
ghanistan.

President Trump made a comment a couple of weeks ago that
suggested that he thought he could work with Russia even to check
Iran, but the Kremlin immediately came out and said, no, that is
not the case. Iran is an ally and friend.

Talk a little bit about the Russia posture, vis-a-vis Iran right
now, whether that is just an alliance of convenience on a couple of
issues or whether this is something that we are going to have to
deal with more long term, as we think through these issues.

Ms. SMITH. Thank you, Senator.

Just 10 seconds: I forgot to mention the importance of getting
Montenegro into the NATO alliance, and I really want to get that
out there, and the importance of ratifying to move forward.

And then, just quickly, 20 seconds on what you say to your aver-
age American. I am from the State of Michigan. What I say to my
friends and family in Michigan is, when there is a crisis, the first
people you are going to call for help are in Europe, whether it is
Ebola, the rise of ISIL, or Russia invading Ukraine. And you are
not going to call anybody else. And that is just the bottom line.
They are the best allies we have.

On Iran, it is funny, when we talk about Russia in the Middle
East, we get really consumed with what Russia is doing in Syria,
and that is really the focus of so much of the work in this town,
from the think-tank community, what the government focuses on.

But the reality is that Russia is actually working to undermine
a series of relationships that the U.S. has throughout the Middle
East. We should note not only the linkage between Russia and
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Iran—and I too am incredibly skeptical that we would pull Russia
over to our side and that they would abandon this relationship
with Iran, that they would abandon their relationship with China,
which I think has also been put out there as an idea. I think we
are completely misrepresenting Russia’s interest in these relation-
ships.

But again, back to the point I was just making, we should note
that Russia is enhancing its relationships with Turkey, with Egypt,
with Israel, with the Saudis. We need to step back and take a look
at this and figure out what it is doing in the wider region.

What Russia is doing in the Middle East is not just about Syria,
and we need to be on alert and tracking this and understand how
it is undermining our relationship with a NATO ally in this region.

So thank you for bringing this up. I think I am interested in
what General Breedlove has to say, but I personally am extremely
skeptical that we are going to pursue the Russians to suddenly
align with us, particularly given the relationship they are working
together in Syria. How would we peel them away from each other?

I just find that—to me, it seems very unimaginable.

But please, General?

General BREEDLOVE. In opening remarks, the chairman and the
ranking talked about the episode where Iran had provided basing
for Russian military efforts. Again, I am completely aligned with
my colleague’s remarks.

And all I would add is that there seems to be now a lot of in-
stances where Russia and Iran are finding that their interests
align, and they are becoming more and more cooperative. And that
is a troubling thing, in a military sense.

Senator KAINE. Thank you, Mr. Chairman.

The CHAIRMAN. Thank you. Thank you very much.

Senator Isakson?

Senator ISAKSON. Mr. Chairman, at the previous hearing we had,
you made a profound statement, which I have repeated in front of
you a couple of times and that was Syria was a war of proxies—
plural, proxies, a lot of them—which I thought was very true,
which makes that war very difficult to deal with, in terms of our
relationships.

You made a comment today that we had a Republican and a
Democratic witness. I think a majority and minority witness. I
have listened to the testimony. I cannot tell which one is which.
Can you tell me which one is which?

The CHAIRMAN. General Breedlove is the Republican. Ms. Smith
is a Democrat. And yet, as this committee is on most issues, they
are very aligned.

Senator ISAKSON. Which brings me to the point I want to make
for a second, because I was sitting here trying to figure out which
was which. I was favoring General Breedlove, because he is a Sam
Nunn professor and Sam Nunn is one of my dear friends and a
great American Senator who led this country in many ways
through the Cold War, 24 years of service.

But my suggestion to think about is this. Being old enough to
have been in college during the Cuban Missile Crisis, I remember
when John Kennedy put pictures of the missile silos and the mis-
siles on the back of the ships that were going to head to Cuba, and
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drew a line in the sand with Nikita Khrushchev, which was the
most memorable moment in my early years of life, because it was
a tense time. We all thought we were going to fight, because it was
that big a threat.

The absence of knowing exactly what the cyberthreat is, is the
equivalent to that period of time, because if we had a picture of
cyber potential like we had a picture of those missiles, it would be
pretty clear what we ought to do. I do not know what the
c}};berthreat really is. I am not a good technology guy. I do not what
that is.

But the quicker we know what the potential of that threat is and
can paint that picture, the quicker we can have a more solidified
approach toward dealing with Russia.

And my closing point, not my closing out, but my closing point
is, my two favorite Presidents were, one, John Kennedy, a Demo-
crat, and the other was Ronald Reagan, a Republican, and for two
principal reasons. Both were hawks, but both had the ability to
stand up before the American people and argue a point that the
American people might have disagreed with and win them over.

Kennedy did it in the Cuban Missile Crisis, and Reagan did it
with his speech in Berlin about the Berlin Wall. And in the end,
communism fell after Reagan’s speech, and Nikita Khrushchev
backed up after Kennedy’s speech.

We are getting to a point in time in U.S.-Russian relationships
in contemporary times where, if there is such evidence out there
of the danger of the cyberattacks, it would be as dangerous of a col-
lateral effect as the Cuban Missile Crisis was.

We ought to be very clear in our policy. It ought to be bipartisan.
And we ought to be direct with the Russian people and the Russian
leadership.

So I am not trying to make a speech. It just occurred to me those
two times in history are very analogous.

Let me ask both of you the $64,000 question. To the extent that
you have the knowledge of it, what is the Russian capability of
cyber use that you can tell us?

General BREEDLOVE. I will jump on the grenade first.

I just remarked that I thought this was a very interesting anal-
ogy of the potential of cyber to the Cuban Missile Crisis. And I
think in severity, it is exactly right.

I would only offer one thing. We understood a little better how
to address the Cuban Missile Crisis because it was a decisively
military-feeling thing, and we had very decisive military responses.

The cyber thing is even more scary to me because we have not
really defined what is an attack. We have not really defined poli-
cies that say how we are going to respond.

Now I will use the “we” of NATO. We still shirk from thinking
about offensive cyber and only think of defensive cyber, when our
opponent has taken the gloves off completely.

And so I am a little more scared, Senator, about the cyber thing,
because we really have not got a framework yet by which to ad-
dress it.

Ms. SMITH. I would just add that General Breedlove and I were
participating at a tabletop exercise yesterday, and there were dif-
ferent moves throughout the game, as there always are. And when
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you had any conventional military operation on the part of our ad-
versaries, you would see participants looking at the order of battle.
So what tools do I have in my toolkit, and how do I respond and
move posture and move military assets to respond to the threat at
hand?

The minute the team had to deal with a potential cyber hack
that had been inserted into the game, you could see people were
flipping—there is no order of battle. We do not know what the tool-
kit looks like. We do not have a proper way to assess the threat,
to figure out what tools we will use to deter it, to detect it.

We are getting better. The United States is certainly far ahead
of many other countries around the world. But we still are far too
clumsy in our response and our ability to cope with this challenge.

Senator ISAKSON. I would only add, Mr. Chairman, we proved
ourselves as a Nation when we located the Cyber Command at Fort
Gordon next to NSA in Georgia. When we compare cybersecurity
in this country with NSA and put them side by side, there is a
comparison there that we recognize that is important. And this is
a real potential threat we need to try and be able to quantify and
paint a picture of. So instead of talking about generalities, we are
talking about specifics.

Thank you, Mr. Chairman.

The CHAIRMAN. Thank you. I do not think anybody has brought
greater clarity to that issue than you just did. And it not only mat-
ters to us but, let us face it, NATO has been wrestling with what
an Article 5 attack is.

So we do not need to just understand for our own good what a
weaponized cyberattack means, but we need to help the world de-
fine it, because, very soon, it is likely that in parts of the world ad-
jacent to Russia, it will be more weaponized. And we are going to
have to make a decision as to whether we are coming to the aid
of one of our allies.

So a very, very important point. Thank you for making it.

Senator Menendez?

Senator MENENDEZ. Thank you, Mr. Chairman. And I find this
hearing incredibly important.

I am concerned that it will take the Congress, particularly the
Senate, to help lead on these issues with Russia, because there are
times that we have led when administrations have not sought to
be engaged or to be engaged in a way that we collectively have
thought is necessary. Iran is a great example of that.

And my concern with this administration on Russia is profound.
I only hear you can impugn our allies of longstanding, but you
treat with a soft velvet glove one of the most significant strategic
challenges we have with Russia.

You can actually say that there is a moral equivalency that we
have killers here and that you think the United States is so good
when you are speaking vis-a-vis Russia, who poisons its opposition,
kills its opposition, invades another country, violates the inter-
national norm, goes ahead and indiscriminately bombs in Aleppo
civilians, and somehow you can even fashion a statement that
there is some degree of equivalency?

It is shocking. Shocking.
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And then to have a cyberattack against the United States to pur-
sue the very fundamental elements of democracy in the world’s
greatest democracy and, therefore, send a message globally and not
have a sense of urgency about an investigation? It is shocking to
me.

If this was a different time, I would hear a different chorus of
voices. So I really do hope—I really do hope—and I am proud to
see that some of our colleagues are moving in that direction,
whether it be the legislation that Senator Cardin spoke to, to have
a congressional review as to whether sanctions should be relieved
on Russia if, in fact, they have not met their obligations under
international norms, or to further pursue sanctions, as I under-
stand from listening in my office in between meetings some of the
commentary and testimony that has been taken here.

I really am concerned. And so I think this is incredibly important
for us to continue to take a role.

And I personally have never necessarily waited for an adminis-
tration to give me the green light, because, at the end of the day,
it is what we collectively think is important. And sometimes the
Senate leads in these regards, and we get others to realize it is the
right policy.

Let me ask you some specific questions.

General Breedlove, I know you had a conversation with Senator
Portman. I just want to get these two statements on the record.

We all aspire for NATO to meet its obligations of two percent
across-the-board, without equivocation. But as we seek to make
that happen, the absence of any given country not having 2 percent
should never undermine the very essence of the importance of
NATO to us. Is that a fair statement?

General BREEDLOVE. Senator, if I could answer that question,
but finish what I was going to say

Senator MENENDEZ. I have a minute and 30 seconds, so I will
give you 20 seconds.

General BREEDLOVE. Two percent is incredibly important. Of
that 2 percent as important to me is the 20 percent investment in
recapitalization of equipment. If all 2 percent are spent on just per-
sonnel, it is that not relevant to me.

Senator MENENDEZ. But it is important to us as a force multi-
plier and the hosting of bases——

General BREEDLOVE. Absolutely.

Senator MENENDEZ.—among other things, in our own national
interest and security. Is that a fair statement?

General BREEDLOVE. That is correct. And what I would also

Senator MENENDEZ. And let me ask you this. Would it be
wrong—I ask this of both of you—would it be wrong to remove
sanctions on Russia unless Russia ultimately resolves what it has
done in invading Crimea and Ukraine, and restores its obligations
under the international order? Would it not be fair to say that that
would send the wrong message globally?

Ms. SMITH. Absolutely, it would be wrong to trade sanctions for
anything outside of Russia’s actions in Ukraine. Those sanctions
are there for a reason. They are not arbitrary. And they should
only be lifted when we see a change in Russian policy inside
Ukraine.
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Senator MENENDEZ. Senator Breedlove? I mean, General
Breedlove.

Maybe you are going to run for the Senate. Might not be a bad
thing.

General BREEDLOVE. I am not qualified for that, sir.

I would just say that a conditionality, as you have described it,
is absolutely key to me.

Senator MENENDEZ. I have other questions, but I will wait, if we
get another round. Thank you, Mr. Chairman.

The CHAIRMAN. I doubt very seriously, after being the Supreme
Allied Commander, that he would want to be called Senator.

So with that, Senator Johnson?

Senator JOHNSON. Thank you, Mr. Chairman.

I will just remind my colleagues that, in the last Congress, our
European Subcommittee of this committee did hold a hearing on
political assassinations in Russia. We held a hearing on the propa-
ganda and misinformation campaigns of Russia. I do not recall
those hearings being particularly well-attended, so.

When I found out, and we all found out—I mean, America was
well-aware of the fact that Russia was hacking into emails and
publicizing these things. I was not shocked. Their methods have
been well-known.

Cyber warfare, when it comes to political interference, is just a
new tool.

To define cyber warfare, by the way, there are some classifica-
tions. You have criminal theft. You have industrial espionage. You
have political interference. And you have cyber warfare.

And we also have seen that in Ukraine, the incredibly sophisti-
cated cyberattack that shut down their utilities, their electrical
grid.

So we do see this, and that is really the line of questions I want
to pursue with General Breedlove.

Can you describe to me—paint that picture of what Russia is
doing right now in eastern Ukraine? We are hearing reports of
stepped up activity. I think reports are of about 30,000 troops in
Crimea. What is happening in eastern Ukraine right now?

General BREEDLOVE. Senator, I must disqualify a little bit. It has
been 6 months since I have had the really good classified briefings.

But as I follow this in the open press and others, nothing sur-
prises me that I hear being reported.

Continued pressure on the line of contact; that pressure does not
happen unless it is supported from without.

The use of very sophisticated, not only electronic warfare capa-
bilities, but surveillance, UAVs, RPAs, whatever you want to call
them; this support clearly comes from outside of the forces that are
east of the line of contact.

In the cyber piece, I think we do not know what we do not know.
What we see is a sophisticated hybrid or, as I have described it,
below-the-line set of warfare in Ukraine.

If they can just delay Ukraine making the changes to their gov-
ernment that the Maidan required long enough, there could be an-
other Maidan to oust this government that is trying to get it done.
They need to break contact.
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Senator JOHNSON. What do we know that we can discuss in this
setting, in terms of Russian troop levels in eastern Ukraine?

General BREEDLOVE. Sir, I am unqualified to answer that ques-
tion right now.

Senator JOHNSON. So when you were qualified——

General BREEDLOVE. Yes.

Senator JOHNSON.—are we aware that there were——

General BREEDLOVE. Absolutely, there are today.

Senator JOHNSON. In the thousands. Would you estimate in the
thousands?

General BREEDLOVE. Sir, again, I am unqualified.

Senator JOHNSON. Okay.

The CHAIRMAN. If I could, at one time, tens of thousands; is that
correct?

General BREEDLOVE. Yes, sir.

Senator JOHNSON. Talk a little bit about what we have done in
terms of training Ukrainian military to respond. And I want to
know specifically, I mean how many troops should we pre-position
in whether it is the Baltics, in Poland? What should we provide
specifically to Ukraine, so they can defend themselves?

General BREEDLOVE. So, Senator, our training has been centered
on an area called Yavoriv. It is in the extreme western part
Ukraine. I will be there next Tuesday again, by the way. And we
have been training first what they call their national guard troops.
It does not really translate like ours does. But we have finished a
series of training in the national guard troops battalions, and we
aﬁ'e now training some of what we would call active duty troops
there.

The Ukrainians are being very smart. They are bringing battle-
hardened leaders off, marrying them with new recruits, putting
them through our training with our U.S. Army forces there in
Yavoriv. And we are turning out battalions and battalion leader-
ship that are quite good.

This should continue. That is one of the pieces that we rec-
ommended for Ukraine.

Senator JOHNSON. Yes. I am just trying to lay out the reality.

As in Georgia, Russia invaded. They set up shop. They continued
to pressure. I mean, they have a fait accompli. Crimea, same way,
30,000 troops.

Is that basically what they are establishing in eastern Ukraine?

General BREEDLOVE. Clearly, right now, they are establishing
that in the eastern Ukraine. There are learned voices on both sides
that would argue they want to stay or they do not want to stay.

But clearly, at the moment, they have established that handhold
in the Donbass, and there does not appear to be any movement to
release it.

Senator JOHNSON. The migrant flow from the Middle East into
Europe is, on its face, destabilizing. What is the possibility, suc-
cessful possibility, of actually setting up safe zones so that we can
really stop the migrant flow out of Syria?

I know it is a big question. Eleven seconds.

General BREEDLOVE. So, sir, the tough part about safe zones is
they begin with a belligerent act. If you are going to set up a safe
zone, you have to eliminate the enemy’s defenses in that safe zone.
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If we set up a safe zone, and it falls under the coverage of Syrian
air defense, we would have to eliminate the Syrian air defense. Our
Nation would have to make a policy decision that it would take
these actions in order to establish a safe zone. And that, I think,
is a tough discussion.

Senator JOHNSON. Thank you, Mr. Chairman.

Thank you, General.

The CHAIRMAN. I will use a portion of my time.

Ms. Smith, I could not agree more with the comments that have
been made, as far as getting to the bottom of what has happened.
And I will say Ben and I both are probably very frustrated at the
way this has begun.

And it is great to find out what happened, obviously, and we
need to deal with that. I guess I would ask the question, we knew
it was happening, we have known it has been happening. Clear evi-
dence showed it was happening strongly beginning last March.

Why do you think we did not take actions when we could have
blunted it?

Ms. SmiTH. Well, I left the administration in 2013. I was not
privy to the discussions that they were having in the last few
months of the administration, when they started to get signals that
this was underway.

You know, we can all look at the public statements that the
President made weeks and months later, talking about how it
would be received by the American public, what kind of political
frame we were operating in at the time, questions about the proper
types of responses to Russia.

So again, I would rather let the administration speak for itself.
I was not part of that team making that decision. And I have what
you have, and that is what the President has said publicly.

The CHAIRMAN. General Breedlove, do you have any reason why
we would not have immediately countered what was happening
while it was happening?

General BREEDLOVE. I would also just say that, at the time, Sen-
ator, as you understand, my job was to provide my military advice,
and I was doing that.

What I heard in this capital, and what I heard in many of the
other capitals, was a reticence to provoke Russia.

The CHAIRMAN. Senator Murphy?

Senator MURPHY. Thank you, Mr. Chairman.

For the record, I think this issue did rise to the level, to the prin-
cipals. There was a conversation between President Obama and
Putin on this subject. And reporting that I have read suggested
that that had some effect, at least on decisions that might have
been made regarding Election Day interference. But I think it is
a good question that you are asking.

And just add me to the chorus of worry that you are hearing
from this committee, that there is not going to be a bipartisan in-
vestigation, that there is not going to be a bipartisan response with
sanctions levied from this Congress.

I take you at your word, and I am glad to hear Senator Cardin’s
comments that you are trying to push this process forward as
quickly as possible.
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But we are five weeks into this new Congress. And pretty soon,
we will be 10 weeks, and then we will be 15 weeks. And I do not
really know how we can expect Europe to take a strong stand
against Russian interference in U.S. elections if the message is so
muddled coming out of the United States.

President Trump spent weeks and weeks attacking the intel-
ligence community for their report stating unequivocally that there
was Russian interference in these elections. He later corrected him-
self, but we have the ability in a bipartisan way to set the record
straight here, and then to take action.

And so I am glad that you are pushing on your colleagues, but
many of us do believe that this is just a slow walk—not by you,
but perhaps by others—so that we never get to the facts.

I want to ask just a couple questions, two questions, really.

And the first is about what messages matter, because one of the
things that worries us is that we are hearing conflicting messages
from this administration about Russia.

And so I will just put this to you, General Breedlove. There has
been a lot of praise here for Ambassador Haley’s remarks on Rus-
sia and Ukraine, and I share that praise.

But 2 days after she made her remark, President Trump was
asked about the Russian presence in eastern Ukraine, and his re-
sponse was: “We do not really know exactly what that is. They are
pro forces. We do not know. Are they uncontrollable? Are they con-
trolled? That happens also. We are going to find out. I would be
surprised, but we will see.”

I do not really know what that means, but it was widely reported
that he was casting doubts at the highest levels of the American
Government on whether there were Russian control and command,
or Russian involvement in the forces in eastern Ukraine.

So I guess my question is this. Who are the Russians listening
to? Right? Are they listening to Nikki Haley? Or are they listening
to President Trump?

General BREEDLOVE. I was giving my colleague a chance to jump
into that one. Senator, levity was not intended. It is just I was giv-
ing a moment there.

Ms. SMITH. I am happy to wait.

General BREEDLOVE. Sir, if you would allow, there are two mes-
sages that matter to me, and they are completely disconnected
from any of the current political conversations. They are two mes-
sages I have been delivering for a long time.

The first message, as it relates to Russia, is the solidarity of the
NATO alliance. What they fear most is an indivisible NATO. What
Mr. Putin tries to do every day is find ways to find cracks in
NATO, to divide it and, therefore, render it neutral.

And so the first and foremost and most important message I ever
saw, and I watched the Wales summit come to it early, is the abso-
lute solidarity of our alliance and commitment to Article 5.

Senator MURPHY. But I guess my point is, is that not evidence
of a pretty significant crack, when the President of the United
States casts doubt on whether the Russians are controlling or in-
volved in forces in eastern Ukraine?

Ms. SMITH. It is. Yes, it is. It is worrisome to our allies, because
they are not exactly sure which narrative is the right one. They are
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hearing conflicting messages when it comes to the EU, NATO, and
Russia repeatedly among Cabinet members of this administration
and the President.

And what they are waiting for is some clarity on which view will
prevail. Will what we heard from Ambassador Nikki Haley recently
about Ukraine and Russia hold to be true? Or will we, in fact, see
an administration and a President moving toward a grand bargain?

This is of deep concern to our European allies. I meet, like you,
regularly with delegations, with Ambassadors coming through from
Europe. They do not like what they are hearing right now coming
from our President, in terms of an unwillingness to call out the
Russians for what they have done and what they are doing, and
an unwillingness, it appears, to stand with the EU during this very
turbulent and difficult time.

General BREEDLOVE. May I jump on the second part?

Senator MURPHY. Yes. Sure.

General BREEDLOVE. As it relates to Ukraine, I think that the
most important message is that everything that has happened
there is completely illegitimate and outside the boundaries of the
norms we expect by nations in Europe.

Russia has put force back on the table to change internationally
recognized borders in the European land mass, and I think that is
unacceptable. And I think those messages do not change based on
any of it.

Senator MURPHY. I just bring it back to the chairman’s point. To
the extent there are mixed messages, it is more important than
ever that messages coming from Congress and this committee are
as clear and as bipartisan as possible.

The CHAIRMAN. And in spite of the unfortunate statements that
end up being made, I think there are folks within the administra-
tion that have a very, very different point of view. And I think us
working with them to empower them to create policies that we
would support is something that we can play a role in doing.

With that, Senator Gardner?

Senator GARDNER. Thank you, Mr. Chairman.

Thank you to our witnesses today for this hearing. It is a very
timely hearing, important hearing.

Today, I sent a letter to President Trump, with a number of col-
leagues in this committee—Senators Young, Portman, and others
on the Defense Committee and the Intel Committee—to suggest a
sensible policy path for the administration to take with regard to
our relationship with Russia.

As the letter states—and I would ask it to be submitted for the
record. I have it right here.

As the letter states, the administration should pursue, and I
quote, “a results-oriented, but tough-minded and principled policy
toward the Russian Federation,” a policy where we should seek
common ground with Russia in the areas of mutual interest but
never at the expense of our fundamental interests of defending our
allies and promoting our values. We have to relay our values and
be clear to Russia that values like human rights are simply non-
negotiable.

In addition, yesterday, I introduced a bipartisan resolution with
Senator Blumenthal and Senator Rubio to express our unequivocal
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support for the North Atlantic Treaty Organization, NATO, which
is indisputably the greatest military alliance in modern history.
The solidarity that you talked about we must maintain and stress.
It remains the key to global peace and security.

That resolution also notes that NATO states must fully meet all
of their financial obligations. You talked about it, and I want to ask
a question about making sure that our allies are more forcefully
alongside us in our efforts. And I know U.S. taxpayers appreciate
the bipartisan message to our allies.

Last month, the 4th Infantry Division troops from Fort Carson
in Colorado were deployed to the European theater to defend our
NATO allies. And last year, I had the opportunity to visit with you
in NATO headquarters, along with other Fort Carson soldiers sta-
tioned in Europe.

So, General Breedlove, it is certainly great to see you again. I
had a great visit with you.

We talked about several things, including muscle memory in Eu-
rope, the fact that the European Reassurance Initiative, stationing
our soldiers in Europe, helps us bring back muscle memory of what
it means to be in Europe in the face of Russian aggression.

So I guess two questions. Could you talk a little bit about that
muscle memory? How are we? Are we gaining, regaining that mus-
cle memory? And number two, on February 3rd last year, the
RAND Corporation released a study that claimed Russia forces
could overturn the three Baltic states of Estonia, Latvia, and Lith-
uania in about 60 hours. As a result of that regain of muscle mem-
ory, have we turned back the clock?

General BREEDLOVE. Senator, thank you. Past the 2, and the 2
percent.

The other intangible we do not talk about, and some of our allies
do wonderfully at, is give us exquisite access to their bases and ca-
pabilities. It is an intangible that is hard to measure, but I think
it needs to be also a part of our conversation.

The muscle memory in Europe that we talked about, there are
a lot of skillsets that we lost across the last 2 decades as our mili-
tary has gone away from large-scale operations and moved toward
counterinsurgency or, as I call it, COIN. The size, scope, and speed
of those two problems is very different.

And so we are beginning to fight now to regain that, the Trident
Juncture exercise recently in the past, trying to gain scale and the
skills to meet that scale.

There are a lot of problems yet. A couple of those classified that
I would love to talk to you about another time.

But the bottom line is, how long does it take, 20 years of losing
muscles? It may take a lot longer than a year to regain that 20
years.

And so we are on our way. The attitude and the approach is cor-
rect. We just need to keep moving forward.

The RAND study, I get asked about this almost every time I am
in front of a group. Dave Ochmanek is a great friend and a wonder-
ful human being and incredibly brilliant. And I do not question
what he came to, but every study is based on what are the assump-
tions upfront.
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If our Nation and if NATO can take policy decisions at speed and
get in front of a problem, it changes the answer that Dave came
to. If we cannot make decisions at speed, we will face the problems
that Dave came up to in his studies.

Senator GARDNER. So under that analysis that RAND did, as-
suming you keep the same assumptions that they made, would it
still be 60 hours or would it be greater?

General BREEDLOVE. Sir, I was not a part of the exercise, so I
am not really qualified to judge that.

Senator GARDNER. Going back to Ms. Smith, a little bit of the
questions on cyber, I guess head of Air Force cyber warfare, Gen-
eral Bender, was in Colorado Springs—Colorado Springs, Colorado,
obviously—at a cyber summit. And he was talking about putting
out fires in the realm of cyber, but putting out fires all the time
makes it difficult, and I think this is a quote: “It makes it hard to
make sufficient changes to meet the challenge overall of our threat
in cyber and drawing out a better cyber policy.”

So what do we need to be doing, in terms of moving beyond just
the legacy computing challenges that any service or governmental
agency faces, moving into a more strategic plan with cyber, and ac-
tually having a developed plan that we talked about that lays out
what happens the next time Russia attempts to influence elections?

Ms. SMITH. Yes, and I would just note that it is a very good ques-
tion, Senator. I would just note that Russia is not just using its
cyber tools to interfere in the political processes of our allies, but
they are also taking down whole systems.

I mean, Estonia in 2007 experienced half of their capital just
going down. I mean, they targeted banks and government institu-
tions just across-the-board. And they have done it in countless
other places.

So I think we have to really bring the NATO alliance into the
21st century. NATO has tried to move ahead, vis-a-vis cyber. But
to be frank, I think a lot of the work to date has focused on secur-
ing the systems, the operating systems, and not really having a
broader discussion, which is difficult for some allies because, frank-
ly, there is a huge disparity between what some allies have and
what others lack.

And it is difficult for us collectively to have this conversation.
But we do need to get to the bottom of it, and that is what was
raised earlier. Does a cyberattack justify an Article 5-like response?

The NATO Secretary General right now says yes. Frankly, I am
not sure all allies are onboard with that. Assuming we get con-
sensus on that, the next question is, what are the array of tools of-
fensively and defensively that we can use to apply to that?

But right now, Russia is operating under the assumption that
NATO will not respond because it is not comfortable in this space,
and that we no longer or we still lack an agreement on what the
response could look like.

Could we message to the Russians what the response would be?
Absolutely. We could cite what an array of responses could look
like even from an asymmetric perspective, to let them know that
just because they come at us through the cyber lens does not mean
we have to respond that way either, and that we will look at an
array of tools.
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But we have not messaged that to Moscow, to date. And this is
really a task for the alliance going forward.

Yes, we have to focus on defense budgets. It is absolutely impor-
tant. It is something I have dedicated the last 2decades of my life
to. But at the same time, in addition to defense budgets, we really
have to look at these new challenges and getting NATO ready for
kind of the 21st century-like challenges that we face.

The CHAIRMAN. Before turning to Senator Markey, General
Breedlove, if we had a Secretary of State that we felt was truly
committed to walking back Russia’s involvement, as we look at leg-
islation, what are the things we need to take into account? I mean,
you can freeze sanctions in place. That is certainly something we
are all going to be looking at.

But what else do we need to be taking into account, assuming
we felt that we had a Secretary of State that had the relationship
?ut %lso the strong desire to walk back Russia’s destabilizing ef-
orts?

General BREEDLOVE. Senator, a little tough for a military person
to address but I have talked about it before, and that is we in the
military use a very simple way of describing a nation’s power. We
use the American coin, the dime, D-I-M-E, diplomatic, informa-
tional, military, and economic.

And I think that as we have approached Russia in the recent
past, we have most of our pressure in the economic sphere, and we
have not really used some of the tools we might have in the D or
diplomatic, I or informational. In fact, I really do not think we have
taken the field in the information battle.

And we need to explore more in the military. And, as you know,
I recommended defensive

The CHAIRMAN. Absolutely.

General BREEDLOVE.—or lethal weapons for Ukraine.

So I believe that there are other tools that we could use. And
frankly, I am not averse to some positive aspects of working with
them. But we need to do that, again, based on conditionality of
good behavior.

The CHAIRMAN. Senator Markey?

Senator MARKEY. Thank you, Mr. Chairman.

The new administration has a responsibility to try to find a way
of extending the New START treaty. And obviously, both countries
have bloated nuclear arsenals. President Trump is saying he would
not mind a nuclear arms race with Russia, that Saudi Arabia,
South Korea, and Japan have nuclear weapons programs.

It is a dangerous environment that could be created, if we just
allow for that kind of rhetoric to continue.

So my question to you, let me begin with you, Ms. Smith, would
be, what is the best way that President Trump can move to pursue
serious nuclear arms control negotiations with Russia while
strengthening the NATO regime and resisting Russian aggression?
How can we square that circle?

Ms. SMITH. Thank you for that, Senator.

I would just open by saying the goal of limiting the moderniza-
tion plans on both sides, to try and save money and stabilize the
nuclear balance, is a laudable one. And it is a good idea that I
think many of us would support.
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But I think we have to be very careful how we proceed. And I
think the best way to proceed would be kind of the crawl, walk,
run. And the crawl, walk, run approach starts with pushing Russia
to clean up their act when it comes to the INF Treaty.

So they are in violation of the INF Treaty. And I think before
we have any conversations with them about something above and
beyond New START, something that would take an entirely new
shape, we have to focus on what they are in violation of today. So
that is point number one.

To the extent that we want to move forward with dialogue in this
space—again, a laudable goal—we have to basically take the trust
or distrust and verify approach. I mean, Putin has shown in many,
many situations, whether it is Syria or all sorts of other environ-
ments where you are sitting down with him and he promises you
the moon, and a day or two later, it is a very different story in
terms of implementation. He has done this in Ukraine and Syria.

Senator MARKEY. So if I may, so from your perspective then,
should Trump meet first with NATO before he meets with Putin
in order to be reassuring our allies that we are going to be backing
them on the INF negotiations and that we are firmly behind that
perspective to ensure that Putin understands that there is a united
stance that exists on the enforcement, of the integrity, of the pre-
existing nuclear agreements?

Would you say that would be a wiser approach for President
Trump to take with NATO first?

Ms. SMITH. One hundred percent agreement, that is the right ap-
proach. Consult with Europe first, then move to a dialogue with
Russia, and do not include sanctions as part of your opening move.

Senator MARKEY. Do you agree with that?

General BREEDLOVE. Senator, I am sorry, it is kind of what I
said in my opening remarks. I do believe that it is important for
our new President to meet with our allies before he meets with Mr.
Putin.

And I would like to echo, I share your concerns about other nu-
clear discussions and things, but my focus as the SACEUR and the
European Command commander was on the fact that Russia has
abrogated the INF, and what does that mean to us tactically?

Senator MARKEY. Okay. That is very important.

Well, how can we bring Russia back into compliance with INF
without further raising nuclear tensions in Europe? What is the
best approach that you would recommend?

General BREEDLOVE. I think we should share this one. I will
speak a little more militarily, and Julianne might speak in a policy
manner.

As far as the INF, the way that we got to the INF was con-
fronting a situation where the Russians were presenting a tough
and ugly problem. And so I do believe that, in order to get back
to the INF, we may have to take some tough and more deliberate
actions.

I think we have an incredible team in the Pentagon now between
our new Secretary and Joe Dunford. I have worked with both of
these gentlemen and for them in my life.

I think they will come with a framework for getting to this. But
until that time, I still ascribe to the framework that Ash Carter put
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out there. And I think that that we just have not started down the
path of what Ash Carter laid out. And so I very much ascribe to
his deploy active defense, counterforce capabilities, and then coun-
tervailing strike capabilities, as a stepping stone to try to bring
pressure on the INF.

Senator MARKEY. Okay. So we have the military perspective. Can
we get the policy perspective?

Ms. SMITH. I mean, I would absolutely agree with that. I mean,
frankly, I have nothing to add. I think that is exactly the right ap-
proach. I support what Ash Carter put on the table. And I cer-
tainly, as noted earlier, support ensuring that we bring our Euro-
pean allies along in this process.

Senator MARKEY. My fear is that, if we do not try to find a peace-
ful but aggressive way of responding, then we just play into the
hands of the military complex in Russia and, to a certain extent,
our own military complex here that just want to have a trillion dol-
lars’ worth of nuclear buildup. It is in their economic interests. It
is in their own personal political interests, because that makes
them more powerful within the society.

So the more that we can use this negotiated resolution, the more
we can avoid squandering, as we did in the 1980s, just so much
more money than we had to because we were not willing to kind
of get to the table and try to be reasonable but firm in reaching
a result that would help us on all fronts.

And then you can move on with Russia, which that was the key
issue that then led to the fall of the Berlin Wall. You first had to
resolve this nuclear conflict. And without that, all the other re-
gional conflicts, all the proxy wars, all were just going to continue.

So that was the central issue, and I think it still continues to be,
to a very large extent. The more that we talk about this offensive,
defensive technology deployment, that just plays into the hands of
the most conservative elements in their country.

So we thank you for your testimony.

Thank you.

The CHAIRMAN. Thank you.

Senator Rubio, Ben and I have something we have to leave for
at 12:25. I am going to defer asking any questions. I think Ben is
too. There are some other folks that I think want a second round.
And so, in order to accommodate that, we will go to 12:25.

Senator Rubio?

Senator RuB1o. Thank you, Mr. Chairman.

First of all, let me just say, General Breedlove, the Supreme Al-
lied Commander has to be one of the greatest titles that I have
ever seen in my life. You must have a very impressive LinkedIn
account, as people go on there and look at it.

The CHAIRMAN. A direct link to God, I am sure.

Senator RuBIO. That is a heck of a title. But anyway, we obvi-
ously appreciate your service.

We thank you both for being here.

I want to begin by asking you, I think one of the things that
maybe is missing in our analysis of this, I think you both hinted
at it in your opening statements, is how to view all of this. I do
not think we understand enough in our debates about Russia how
much this is about domestic politics within Russia itself.
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And so I wanted to share with you my view, which I think others
share as well, and kind of get your sense of whether I am on the
right track, so that we can then analyze any proposed grand bar-
gain with Russia through the lens of that.

The old deal that Putin seemed to have with his society was that
he would create a system where people could make a lot of money,
especially the elites, if he had total political control. And it seems
like the new model now is that he is basically trying to generate
popular support by creating this perception that he has restored
Russia to great global power status on par with that of the United
States, and, in that process, understanding the tools that he has
available to do that.

He cannot do that economically. They are the 12th largest econ-
omy in the world, so they are not insignificant. I think it would
shock a lot of people to learn that the Russian GDP is equal to that
of Italy. They also do not have tremendous soft power.

And so, largely, what has given them influence in the world and
allowed them to kind of position themselves the way he has inter-
nally, especially, is their willingness to use the assets they do have:
conventional military capabilities, the nuclear threat, the use of
cyber tools, and to use them in brutal ways often, certainly indis-
criminately.

And I think through the lens of that, through the lens of that
goal is how you begin to understand Ukraine, where now they hold
onto Crimea. There is all this talk about NATO, and assimilation
with the West has vanished. You look at Syria where their engage-
ment basically shifted the entire dynamic. They have now posi-
tioned themselves, in the eyes of the Russian people and many in
the world, as a regional powerbroker which is, in fact, an alter-
native to the United States.

I think that is how you view some of the actions that occurred
in our elections, not to mention the opportunity to go back and say
to the people in Russia the American republic is a fraud. It is a
scam. It is corrupt. It is no more superior than anything else. It
is all hypocritical.

You see it often, of course, in the crackdown of what is hap-
pening internally in Russia where people who oppose Vladimir
Putin wind up in jail; convicted, as we saw yesterday, on trumped-
Hp gharges; or poisoned in a hospital bed, in intensive care and

ead.

And, of course, the military buildup for a country that is suf-
fering dramatically economically, they continue to expand their
military capabilities while the rest of the economy—and I guess it
leaves Vladimir Putin at this moment in a position—and maybe
this is an exaggeration. I do not think it is. I think he has more
power amassed in his hands than we have ever seen in Moscow
since the death of Stalin, in terms of the control that he has over
that government and that society.

And so that is why I view, and I want to have your opinion on
this, both of you have talked about it, why I think this whole no-
tion of a grand bargain where they are going to help us kill terror-
ists and fight ISIS in exchange for lifting sanctions is a fantasy.

For starters, I think it is borderline immoral because it basically
views the Ukraine situation as a bargaining chip to be used as part
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of a broader deal, in essence, an asset that we can give away in
exchange for something broader, which I do not think the Ukrain-
ians are going to go for to begin with, and I do not think there is
support for it in Ukraine.

But this talk about fighting against ISIS, that is what Putin says
he is doing now. Obviously, why would we have to cut a deal to
get him to do what he claims to already be doing?

The other risk of that, of course, is the way that he claims to
fight terrorists is by bombing civilian populations. So if we are in
partnership with him fighting ISIS, and he kills a bunch of chil-
dren and bombs a hospital in Aleppo, that is on us too, because we
are in partnership with them. So imagine the impact that would
have on us.

And then what about the price we would have to pay? I think,
and I just wrote some things I think he would insist on, he would
want us to recognize a sphere of influence in the former soviet re-
publics, obviously give up on everything that has to do with
Ukraine, get NATO off his border, lift the sanctions.

And I say all this—why is it a fantasy? Because I do not think
there is any internal pressure in Russia on Vladimir Putin to cut
a deal.

First of all, you cannot pressure him because you die. And if you
try to, there is no media. So we are going to try to cut a deal with
a guy who thinks he is winning, has no internal pressure, and
wants us to give up everything in exchange for him doing what he
claims to be doing anyway.

So maybe I am a little harsh, but I think that is a really stupid
deal. What do you think?

The CHAIRMAN. That is a yes or no answer.

[Laughter.]

Ms. SMmITH. Agreed. I mean, I could not have said it better my-
self. I mean, the grand bargain mythology is really getting a bit
laughable at this point.

I mean, let us be clear, you said, Senator, President Putin is
claiming that he is combating ISIL. He says that. You are right.
But I think you and I and everyone here, we know they are not
combating ISIL. Eighty percent of the strikes that they are under-
taking in Syria are in areas where the Islamic State is not even
present. So let us not kid ourselves.

And then think about the assets they bring to bear. So they
would bring what? They would bring air? I mean, we do not need
air in Syria or Iraq.

So I truly appreciate what you are trying to say, and I agree with
you 100 percent that the list of things that we could potentially
give Russia is huge, top of the list is lifting sanctions. And the list
of things that we get in return is really a big fat zero in many
ways, in terms of how I look at it.

And thank you for mentioning the situation at home. He is lead-
ing a declining power. It does not feel that way based on the in-
vestments that he has made in his military and the way he is act-
ing. But he is at threat at some point of losing control of the situa-
tion. And I think because of that, he creates this constant narrative
of Russia as victim. He is the only one upholding Russian values.
It all borders on the ridiculous.
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But the situation at home is very important, and that is why I
am so glad you raised it, to mention, to understand his calculus,
and why he needs to be out in the world to then create this nar-
rative at home that serves his interests in terms of staying in
power.

General BREEDLOVE. Senator, again, I agree. Thank you for talk-
ing about how he is fashioning his view of Russia and Russia’s
view of him.

I would just add one thought. I think also central to the way he
does this is creating a common enemy. And demonizing the United
States as a leader in the West, and how we do business, is clearly
a part of that calculus that you walked through.

I would say this in just a little different way, and I have been
saying it for some time now. And that is, we currently have no
trust in this relationship with Russia, as was described, and as
many of you have described. There is no trust. You cannot surge
trust. You have to earn it over time.

If we are to begin to have agreements with Russia, I think we
need to start in smaller, more meaningful ways where we can dem-
onstrate that both sides are earnest in their approach and that our
objective then can be viewed by the world, not argued by TASS
versus CNN or whatever.

And if we build trust over time, then we can find ourselves in
a place where possibly we could have these conversations. But I do
not think you go from zero to 120 miles an hour. We do this incre-
mentally.

The CHAIRMAN. We have had two Presidents in a row that began
hoping to develop trust and were met with distrust, and I think we
have learned a lot from that.

The CHAIRMAN. Senator Udall?

Senator UDALL. Thank you very much, Mr. Chairman.

And thank you to the witnesses. This has been a very engaging
and I think wide-ranging session. I really appreciate your com-
ments, both of you.

And, Mr. Chairman, I also want to add me to the list. I have
watched you and Senator Cardin talk about Russia and the hack-
ing and the bipartisan effort that we are trying to pursue in this
committee. I really believe this committee is the right place to do
this. I mean, all of us have talked about this committee being an
island in a way of bipartisanship in this Congress. And I think it
needs to be a public process rather than just being over in Intel-
ligence.

And so I would just say it is getting really late, and we are losing
valuable time, and I hope that we can put an urgency check on
that. So thank you for that.

Ms. Smith, you wrote in August of last year, and this is a quote
from one of your articles, I think, “The theory behind the economic
sanctions was that they would eventually bring Putin in line.
Forced to choose between Russia’s economic future and inter-
national adventurism, the West assumed that at some point Putin
would wisely choose the former.”

Why did we think that Putin would bow to sanctions when he
has support domestically for his narrative that the West is encir-
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cling Russia in a threat? And did we think Putin would gain do-
mestically from a decision to give into sanctions pressure?

Ms. SMmITH. I think we were under the belief at that time that
the sanctions would issue a blow to a very weak economy and a sit-
uation where they are heavily dependent on their interaction with
both Europe and the United States, in many ways more so Europe
than the U.S.

And if you look at all the indicators since we imposed sanctions,
whether it is the value of the ruble or capital flight, or I mean you
could look at growth, you can look at living standards, basically
any indicator you take, you still see that, by every indicator, this
is an economy that is in decline.

We are right, though, to also say, despite that very real fact and
the fact that it has been paired with a drop in oil prices, that has
not stopped his aggression. And I am the first one to admit that.
But that does not lead me to conclude that we should lift the sanc-
tions or put that option on the table in exchange for, say, help in
Syria.

I do think, in the long run, he is increasingly feeling the pain of
these sanctions. I think he genuinely wants to see if he can work
with this administration, to see if those sanctions might be lifted.
And he is taking very active measures in Europe to try and divide
Europe from within to pull off some of the members that might
have some hesitation about renewing these when they come up for
renewal this summer.

Senator UDALL. And, General Breedlove, did you have anything
on that?

In the scenario you are talking about, in terms of Russia and the
relationship in Syria, and what is going on there and increasing
the pressure, do you think that, in the long term, he sees that this
could be a real domestic terrorism problem in terms of Russia, the
longer he is in Syria, the longer he is doing what he is doing in
terms of the killing and the war effort, and asserting Russia in the
entire Middle East as a major, major player on that international
scene?

Ms. SMITH. I do not feel like I can answer that. I think he appre-
ciates that the mission will have costs, over the long run. And a
very active mission that would involve thousands of troops is not
something that he wants to sustain over the long term. But I do
not feel like I am the right person to answer the counterterrorism
piece.

Senator UDALL. General Breedlove, you wrote in Foreign Affairs
that Russia will continue to improve its military ability to offset
the technological advantages currently enjoyed by NATO.

What are the most alarming technologies being developed? And
where does the Russian development of hypersonics fit among
these potential threats?

General BREEDLOVE. So, Senator, I see that both in a low-end
context and in a high-end context. This is a learning and adaptive
military. They made some pretty bad blunders when they went in
to Georgia in 2008, and they took a shellacking in some places as
they did that.
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They learned. And when they went into Crimea, they were bet-
ter. They were much better. They learned in Crimea. And they got
better when they went into the Donbass.

In fact, now we see some very sophisticated linking of small for-
ward UAVs to counterbattery and to artillery fire. In fact, it is
pretty well known in the Ukrainian forces, you see or hear a cer-
tain kind of drone and within 2.5 to 4 minutes later, you are going
to get Grad rockets and other things.

So they have gotten much better at this low-end piece, at stitch-
ing together their capability to bring military might to the battle-
field. Certainly, in the high end, we are not the only Nation in the
world that is working toward fifth-generation fighters, stealth tech-
nology, incredible jamming capabilities that we see in the fighters.
It does not surprise that the front end of some of these fighters
look an awful lot like the front end of our fighters, because the
technology has been stolen.

And so we see Russia making advances in the low-end technology
and the high-end technology.

Hypersonic, sir, I think that has to be a classified conversation
that you might want to have with the Pentagon.

Senator UDALL. Good. Thank you very much. Thank you both.

Thank you.

The CHAIRMAN. Thank you.

Senator Menendez?

Senator MENENDEZ. Thank you, Mr. Chairman, for the courtesy.
I appreciate it.

General Breedlove, a day or 2 ago, we met with several of the
Baltic ambassadors to the United States, as well as Poland. And
in the course of that conversation on many things, one thing that
had struck me is they say that there is a Russian exercise coming
up of 100,000 Russian troops in Belarus.

Now, we can conduct exercises, I get that. But 100,000 Russian
troops in Belarus? So much so that I understand Belarus notified,
I believe it is NATO, because of the size.

If you were advising President Trump, what is an appropriate ac-
tion response set of circumstances to make sure that a training ex-
ercise does not end up as anything more than a training exercise?

General BREEDLOVE. So, Senator, thank you. That is Zapad 17,
Zapad 13. And “zapad” means west in Russian, so what this is
pointed at is very clear.

The Zapad 17 is a bit alarming because Zapad 13 was who do
you listen to? Ten thousand to 20,000 troops. Sir, I have heard
200,000.

What I do know is that the Russians have ordered 83 times—not
83, but 83 times—the railcars that they ordered for Zapad 13. And
so the size of this exercise will be demonstratively bigger than
Zapad 13.

Nations have a right to exercise. Nations do not have a right, I
think, to exercise irresponsibly on other borders and in configura-
tions that represent offensive capability.

Part of the problem I saw as a SACUER in these snap exercises
that we see, in NATO, our exercises are scheduled, published. Size,
duration, and objective is all published. The snap exercises we see
in Russia I think are a tool that actually we may have used in the
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past of conditioning an enemy so that they do not really see what
is happening.

And we saw a lot of that conditioning going on in the western
and southern military district before they went into Crimea and be-
fore they went into the Donbass.

And so I think the problem with this exercise is size and scope
directly on the border, a name that orients it west, and the fact
that the unpredictability of it makes it very alarming.

How do we respond? NATO has debated. Do we tit-for-tat? Do we
remain calm? Do we do some portion of increasing alert and oth-
ers? I am not a fan of tit-for-tat. I think we should drive our exer-
cise based on what we need to learn and do.

But I would be a supporter of what I would call responsible in-
creases in alert and posture, should the unthinkable happen.

Senator MENENDEZ. Yes. I do not know what is unthinkable any-
more, after Crimea and Ukraine. And that is why I worry about
this exercise and its magnitude. Maybe a large delegation of mem-
bers of the Senate in that part of the world at that time might be
a good thing too.

Let me ask you both—this is the final question, and it
piggybacks a little bit on the question that Senator Rubio or the
statement that he was raising.

You know, I found a TIME Magazine article from December,
which I also cited during Secretary Tillerson’s confirmation hear-
ing, to be rather illuminating, at least from the perspective of what
it was saying. I would like to get both of your takes on it, about
Russia’s intentions with the new administration. And I am going
to quote from the article. It says, “What the Russians want from
Tillerson, however, is bigger than sanctions relief. They want to see
a whole new approach to American diplomacy, one that stops put-
ting principles ahead of profits, focuses instead on getting the best
political bargain available, and treats Russia as an equal on the
global stage. ‘For the next four years, we can forget about America
as the bearer of values,” said Vladimir Milov, a former Russian En-
ergy Minister who went on to join the opposition. ‘America is going
to play the deal game under Trump. And for Putin, that’s a very
comfortable environment,” he told a radio show in Moscow.

“It is an environment,” and this is where I worry, “it is an envi-
ronment where statesmen sit before a map of the world and haggle
over the pieces available to them, much like...weighing the oil fields
of Texas against Russia’s reserves in the Arctic. Through the canny
eyes of a political dealmaker, many of Washington’s oldest commit-
ments in Europe and the Middle East could come to be seen in
much the same way, as a stack of bargaining chips to be traded
rather than principles to be upheld.”

What do you think? Do you think that is an insightful view of
what Russia wants, expects, and hopes for? And should we be look-
ing at—it is one thing to be realpolitik and being pragmatic. The
other thing is negotiating away the very essence of our principles
and negotiating other countries’ territories. If you are not at the
table, that is not a particularly good deal for you.

Can you give me insights as to your perspectives on it?

Ms. SMITH. Yes. Thank you, Senator.
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I agree with the piece. I think he has multiple goals, Putin, in
undermining the democratic institutions that served as the bedrock
of the transatlantic relationship for 70 years. He would love noth-
ing more than to call into question our commitment to each other,
the values that we share, we work to protect and promote, which
is his biggest worry.

His biggest fear has always been that the West would somehow
fuel some sort of color revolution inside Russia. And he called out
Secretary Clinton, who was the Secretary of State at that time, for
doing exactly that, for planting the seeds of the protests that erupt-
ed after he was elected again in 2012. And so he has been very
anxious about everything that the West stands for.

And so, yes, he wants to undermine our values, our institutions,
our unity and resolve. And I think we have to work now and quick-
ly to ensure that he does not do that.

General BREEDLOVE. Senator, if I could, not to be contrary to the
piece or any others, I would just offer that, in my mind, Russia’s
intentions have not changed. It does not matter which—from sev-
eral administrations to now, their intentions really have not
changed.

Maybe the tools might change based on the approach of the lead-
ership in the West. But to question the West, and certainly ques-
tion the U.S. leadership of the West, to establish Russia as a world
power, and certainly as the director of operations in their region,
all these things I do not think have changed, just the tools might
have changed.

Senator MENENDEZ. Thank you.

The CHAIRMAN. I know Senator Murphy had—I will just say one
thing. The committee wished to push back really strongly on the
Syrian issue when chemical weapons were used. And then we tried
to empower, 4 years ago, the administration to do more. I mean,
in many ways, we have sort of fed the beast by not pushing back
in ways that I think Congress wished our administration to push
back. And I think you are going to see legislation fairly soon to try
to deal with this.

And obviously, sanctions are one element. But I would just ask
you both, before turning to Senator Murphy, that you are going to
have some questions. We hope that you will answer those. They
will come in by the close of business Monday. But it seems to me
that we are at a point where there is a much broader effort that
needs to take place against Russia. It is not just about keeping
sanctions that are in place from being lifted but something far
broader than that.

And I would just ask that you send back to us a paper, if you
would take time to do so, to talk about those other things that you
think would be important relative to us doing so.

[The information was not available at the time of print]

The CHAIRMAN. Senator Murphy?

Senator MURPHY. Thank you, Mr. Chairman.

Just one final question, to let you put a finer point on I think
a point you have been making throughout this hearing.

I have been a big supporter of the European Reassurance Initia-
tive, but I do think it is curious that we have largely viewed Euro-
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pean reassurance purely through a military lens. And you sort of
made this comment a couple of times over, but I just wanted to let
you close the loop on it.

I just think it is an interesting question as to whether $3.4 bil-
lion is best spent simply on military reassurance or whether there
are other ways that you can spend pretty big amounts of money in
order to gain longer term security in the region. Let us just pretend
that you spent $3.4 billion on helping countries on Russia’s periph-
ery become permanently energy independent, right?

I just wanted to allow you to square the circle a little bit and
talk to us about maybe how we should look at European reassur-
ance in the future and if there are other things beyond just the
military support that might get us a little bit more of a long-term
benefit?

General BREEDLOVE. So, Mr. Chairman, I see these as related,
and I would be happy to respond to your request for those
thoughts. I talked a little earlier about this war college model that
we use of DIME. There is a much broader set of tools, which I
think could be brought to bear.

Senator, I must say, though, that having served in Europe as a
captain in the very early 1980s, and knowing at that time that
there were two corps, seven-plus divisions, multiples brigades, ten
fighter wings, et cetera, et cetera, in Europe to handle a problem
back then, and now we look at something far smaller than that. I
would submit that there is at $3.4 billion worth of military work
to be done. There is clearly other work to be done.

You hit it on the head. One of the first tools they use is this en-
ergy dependence, and our ability to help Europe to be less energy
dependent would be huge step forward and may not be so bad for
American business either.

Ms. SMITH. Yes. I would just absolutely echo everything that
General Breedlove just said. I think you are exactly right.

I mean, let us be clear, a lot of the allies in Central and Eastern
Europe do seek reassurance through military means. They like to
see U.S. troops come through. They would love it even more if they
stayed permanently. And so they do seek that regularly and repeat-
edly, as you know well.

But at the same time, you are right, making an investment in
the institutions, in energy independence, in better tools to deal
with the strategic communications challenges, with the cyber chal-
lenges, with energy coercion challenges, all of that has to be part
of our reassurance package as well.

It also just starts with traveling more to Europe and being
present, not just at the Munich Security Conference, but at lots of
other forums and in other delegation trips to take to very sensitive
regions that are hurting, that are seeking clarity from the United
States right now. We are going to need more engagement with our
partners than ever before.

Senator MURPHY. Thank you.

The CHAIRMAN. Senator Cardin?

Senator CARDIN. I just wanted to thank our witnesses, and let
us remember the words of Mr. Kara-Murza when he said stay true
to our principles. You know, we talk about entering into some types
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of arrangements that could be transactional in nature. But if they
are outside the scope of our values, it will not work.

So I thank our witnesses. I think you have added greatly to our
discussions.

The CHAIRMAN. I, too, want to thank you. It has been an out-
standing hearing. I think you have, first of all, heard a lot from
members that maybe will help you with that piece of paper that
may be coming back. But we have certainly learned a great deal
from you.

Thank you for sharing your knowledge, your expertise, your com-
mitment to our country’s national security with us today.

And with that the meeting is adjourned.

[Whereupon, at 12:24 p.m., the hearing was adjourned.]

ADDITIONAL MATERIAL SUBMITTED FOR THE RECORD

RESPONSES OF JULIANNE SMITH TO QUESTIONS
SUBMITTED BY SENATOR TODD YOUNG

Question. Why did the “Russia Reset” fail? What lessons do you draw from that
failure that could inform the Trump administration’s strategy toward Moscow?

Answer. At the beginning of his first term, President Obama, much like his prede-
cessor, saw an opportunity to cooperate with Russia on a limited set of issues to
achieve U.S. foreign policy goals. In cooperation with President Medvedev, his ad-
ministration launched the “Russian reset” policy, which stressed enhanced bilateral
engagement particularly in regards to arms control. During the President’s first
term, the two countries made some important breakthroughs: the New START nu-
clear arms control treaty, an agreement to dispose of excess weapons grade pluto-
nium,! and the opening of the northern distribution network to shepherd NATO
supplies to and from Afghanistan.2 Russia also became a party to the tough U.N.
sanctions regime on Iran and delayed sales of advanced anti-air equipment to Iran.
Furthermore, Russia abstained from vetoing the NATO military intervention in
Libya. Finally, Presidents Obama and Medvedev established the U.S.-Russia Bilat-
eral Commission’s Defense Cooperation Working Group.

However, the bilateral relationship began to unravel shortly after Vladimir
Putin’s return to the Russian presidency in 2012. He blamed the United States, and
in particular, then-Secretary of State Hillary Clinton, for the large-scale protests
that erupted in Moscow over reports that the Russian government tampered with
the November 2011 parliamentary elections. President Putin, facing economic stag-
nation at home (even before the sanctions that came in 2014) decided he needed to
return Russia to its great power status. He prioritized Russia’s military moderniza-
tion, portrayed the United States, NATO, and the European Union as external en-
emies, and challenged the West both conventionally and asymmetrically. Today,
Russia is redrawing the borders of Europe (see Ukraine in 2014 and Georgia in
2008), propping up President Assad in Syria, building a vast propaganda network,
weaponizing information through cyber hacking, intimidating its neighbors, and ac-
tively working to divide Europe from the United States through energy coercion,
cyber activities, and disinformation campaigns.

We have learned in recent years that President Putin is not especially interested
in collaborating with the West. In forming a strategy toward Russia, the Trump ad-
ministration should engage Moscow. But President Trump must understand that
Putin believes his favorability at home is largely dependent upon a tough posture
abroad. Therefore, President Trump should maintain economic and political pres-
sure on Russia and be very wary of a grand bargain with Putin who has yet to meet
his obligations outlined in the Minsk II Agreement.

Question. Can you provide additional details on how Russia uses energy as a
weapon? Is it in America’s national security interests to help European allies to be
less dependent on Russian energy?

Answer. Russia has shown a willingness to use its vast energy holdings as a polit-
ical weapon to coerce and punish U.S. European allies. This has provoked a sense
of fear and uneasiness throughout Europe, and it is in America’s national security
interest to help Europe decrease its dependence on Russian energy. Some European
countries, such as Latvia and Estonia, receive virtually all their energy supplies
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from Russia, whereas others, such as France, receive little to none. This exposes
varying ranges of susceptibility to Russian energy pressure throughout Europe, and
makes it a difficult issue to address.3 Today, our partners worry that they could be
susceptible to Russian pressure in the form of debilitating delays in gas delivery,
as happened in Ukraine during the winter of 2014. The failure to address Europe’s
continued reliance on Russian energy imports, therefore, could threaten to under-
mine the sustainability of the sanction regime against Russia, and could potentially
affect Europe’s (specifically, Eastern Europe’s) willingness to work alongside the
United States for fear of Russian retaliation.

Question. What specific steps should the new administration take to hold Russia
accountable for its violation of the Intermediate-Range Nuclear Forces (INF) Treaty?

Answer. There is little doubt that Russia is testing the United States’ commit-
ment to and enforcement of the Intermediate-Range Nuclear Forces (INF) treaty by
deploying two battalions of prohibited ground-launch cruise missiles. This clear vio-
lation of the INF treaty is a dangerous provocation. Therefore, the U.S. should take
several steps to hold Russia accountable. First, we must work to avoid miscalcula-
tions and miscommunications by increasing military to military channels between
Russia and the U.S., such as the Chairman of the Joint Chiefs’ recent meeting with
his Russian counterpart. Second, the U.S. should consult with European allies to de-
termine how to respond to this and future provocations, and we should explore po-
tential countermeasures in consultation with NATO.

Question. What specific weapons and equipment do you believe the U.S. should
provide Ukraine?

Answer. The conflict Ukraine remains a fast-moving crisis. The U.S. should con-
tinue to give political, military, and economic support to the Ukrainian government
for its efforts to reform its political system and resolve the conflict in eastern
Ukraine. Ukraine’s political and economic success is vital in deterring future Rus-
sian aggression. In terms of providing specific weapons and equipment, I would
defer to U.S. military leaders.

Question. What is your assessment of Russian global information operations, and
how can the U.S. respond more effectively in the information operations domain?
Please provide specifics.

Answer. The Kremlin’s updated military doctrine states that Russia will use “in-
formation warfare . . . to achieve political objectives without the utilization of mili-
tary force,” and accordingly, the state should invest in “the intensification of the role
of information warfare.”4 Today, Russia’s information policy targets countries in it
immediate neighborhood and beyond (as seen in the recent U.S. election). While re-
specting the First Amendment right of news outlets, even foreign-owned and man-
aged ones such as Russia Today (RT), to operate freely in the United States, the
next president should request funding for initiatives to correct Russian fabrications
and expose agents of disinformation in cases where they can be identified. RT is a
particularly active source of disinformation and spends $400 million per year on its
Washington bureau alone.5 Today, there is a glaring misalignment between Russia’s
investment in this strategic arena and an appropriate U.S. response. The next presi-
dent should support initiatives that challenge false narratives, expose hidden con-
nections and interests, and support independent fact-finding efforts. An example of
such an initiative is the bipartisan Countering Information Warfare Act of 2016.6
The next president should prioritize the passage and implementation of this kind
of legislation. More broadly, the government should develop new public-private part-
nerships aimed at defending, detecting, and deterring Russian information warfare.

Question. Ms. Smith: What specific steps should the United States take to help
reduce the energy dependence of our European allies on Russia?

Answer. Europe receives approximately one-third of its gas from the Russian en-
ergy company Gazprom, which from 2006 to 2009 periodically withheld deliveries
to Ukraine during cold months to maximize Russia’s political leverage over Kiev.”
The United States should encourage Germany and others to pursue gas import di-
versification from multiple suppliers. Because diversification of pipeline routes does
not signify diversification of suppliers, the European Union should block Nord
Stream 2 and instead, pursue pipeline projects from other suppliers. Moreover, Po-
land’s experiment with investing in LNG import facilities and re-gasification capac-
ity is a good example that the United States should encourage throughout the EU.
Under Sectary Clinton’s leadership, the State Department worked with European
allies to reduce energy dependence on Russia,® and the incoming administration
should support similar initiatives to assist our European allies with diversifying ex-
ternal energy supplies and increasing domestic energy efficiency.
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THE COMMITTEE RECEIVED NO RESPONSE FrROM
GENERAL PHILIP M. BREEDLOVE FOR THE FOLLOWING QUESTIONS

Question. 1. Why did the “Russia Reset” fail? What lessons do you draw from that
failure that could inform the Trump administration’s strategy toward Moscow?

[No Response Received]

Question. 2. Can you provide additional details on how Russia uses energy as a

weapon? Is it in America’s national security interests to help European allies to be
less dependent on Russian energy?

[No Response Received]
Question. 3. What specific steps should the new administration take to hold Rus-

sia accountable for its violation of the Intermediate-Range Nuclear Forces (INF)
Treaty?

[No Response Received]

Question. 4. What specific weapons and equipment do you believe the U.S. should
provide Ukraine?

[No Response Received]

Question. 5. What is your assessment of Russian global information operations,

and how can the U.S. respond more effectively in the information operations do-
main? Please provide specifics.

[No Response Received]

Question. 6. General Breedlove: Do you agree that we must not allow Moscow to
gain military advantage as a result of this INF Treaty violation?

[No Response Received]

Question. 7. General Breedlove, in terms of the threat from Russia, what are your
leading North Atlantic Treaty Organization (NATO) readiness concerns?

[No Response Received]
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LETTER TO THE PRESIDENT FROM SENATOR CORY GARDNER

NAnited States Denate

WASHINGTON, DC 20510

February 9, 2017

The President

The White House

1600 Pennsylvania Ave NW
Washington, DC 20050

Dear Mr. President:

We write to ask you to pursue a results-oriented, but tough-minded and principled policy toward
the Russian Federation. Russia’s cooperation is desirable, and in some cases essential, to global
initiatives such as nuclear arms control, counter-terrorism, drug trafficking, or promoting global
health. We should maintain active and ongoing dialogue with Russia on these and others areas of
mutual interests, as every U.S. President has done since the end of the Cold War. However,
while we should seek common ground with Russia in the areas of mutual interest, we must never
pursue cooperation with Russia at the expense of our fundamental interests of defending our
allies and promoting our values.

The United States should unequivocally condemn — and take proactive steps to stem — the
continued Russian aggression in Ukraine. Russia has invaded Ukraine and illegally annexed the
Crimean peninsula, in violation of international law, and has directly abetted the so-called
“separatist rebels” in eastern Ukraine. Since 2014, over 10,000 Ukrainians have died in this
tragic conflict, and there are as many as 1.5 million internally displaced persons because of the
violence. The most recent escalation of fighting along the “line of contact” in eastern Ukraine
should serve as a reminder of Russia’s nefarious intentions.

The Administration should maintain the current U.S. sanctions regime against Russia and
Russian entities — and to impose new sanctions as necessary and merited by Russian behavior —
unless Ukraine’s control over Crimea is restored, Russia fully respects the Minsk agreements,
and ceases all efforts to undermine Ukraine’s sovereignty. Furthermore, we ask you to expedite
the provision of defensive lethal weapons to Ukraine, and we were encouraged that Secretary of
State Tillerson supported this position during his confirmation hearing.

The United States should not enter into any military or diplomatic agreement with Russia
regarding Syria’s future until Moscow halts its military operations that have caused immense
damage and human suffering and ceases support for the murderous regime of Bashar al-Assad.
Itis plainly evident that despite Russian claims to the contrary, Moscow’s main goal is not the
defeat of the Islamic State, but the preservation of the Assad regime at any cost. According to the
Pentagon’s spokesman, as of February 3, 2016, only 10 percent of Russian airstrikes were
against Islamic State targets. However, according to an estimate released by the Syrian
Observatory for Human Rights on December 31, 2016, at least 4,700 civilians died in Syria due
to Russian shelling, including the targeting of schools and hospitals. The U.S. must condemn
these Russian atrocities and condition any future negotiations regarding Syria’s future on
Russian compliance with international norms and basic human rights.
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Furthermore, we must recognize and counter the active cyber and information warfare Russia is
conducting against the United States and Western democracies, including attempted interference
in our democratic elections process. According to the 2016 Worldwide Threat Assessment of the
U.S. Intelligence Community: “Russian cyber operations are likely to target US interests to
support several strategic objectives: intelligence gathering to support Russian decision-making in
the Ukraine and Syrian crises, influence operations to support military and political objectives,
and continuing preparation of the cyber environment for future contingencies.” The U.S. must
have a firm response to this belligerent behavior from Moscow, which should include diplomatic
actions, economic consequences, as well as a strengthened military posture in Europe.

Most importantly, we urge you to relay to Moscow that the values of democracy, human rights,
transparency, and accountability are central to U.S. foreign policy, that these values are non-
negotiable, and that the United States will continue to advance these values globally, including
with regard to Russia. President Putin must know that the United States remains a beacon of
hope and democracy around the world, and will stand up for what is right.

Mr. President, we look forward to your reply and maintaining an open, ongoing, and respectful
dialogue with you regarding U.S.-Russia relations.

Sincerely,
< 2 %ﬂ%
Cory Gardner James. M. Inhofe
U.S. Senator U.S. Senator
Rorf e

dd” Yo Rob Portman
U.S. Senator U.S. Senator
M. MlchJel Rounds i Ernst
U.S. Senator . Senator
Johd Cornyn Susan Collins
us. SenaQE C‘ : U.S. Senator
Lindsey Graham{’
U.S. Senator



